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He.]II/I U 3372491 OCBOeHHUs AucuuILIMHbI «I[locTkBaHTOBas1 KpnnTorpa(me H OCHOBBI

COBpPEeMEHHBIX METOI0B KPpUNTOrpagumn»

- llenpto  aucuumauHbl  sBAsieTcS  (HOPMUPOBAHUE

y

TCOPCTUUCCKUX 3HAaHUU U IMPAKTUYCCKUX HABBIKOB, H€O6XOI[I/IMI>IX JJIA

CTYJICHTOB

- TOHUMAaHUS OCHOB COBPEMEHHBIX KPUNTOTPapUUECKUX alrOPUTMOB U
IIPOTOKOJIOB, BKJIKOYAsl CHMMETPUYHBIE W ACUMMETPUYHBIC METOJBI 3aLUThI
uHdopMamy;

- MU3YYEHHs] YIpo3, BO3HUKAIOIIUX B CBSI3M C pa3BUTUEM KBAHTOBBIX
BBIUMCJICHUM, 1 OCBOEHUS MPUHLMUIIOB MOCTKBAHTOBON KpHUNTOrpaduu Kak OJHOrO
Y3 HaIpaBJIECHUN NPOTUBOACHUCTBUS JaHHBIM yIpO3aM;

- a”anM3a, BbIOOpAa W NPUMEHEHUs KPUNTOIPAQUUECKUX PpEIIECHUN B
MHPOPMAIIMOHHBIX CHCTEMaxX € YY4€TOM MX YCTOMYMBOCTUM K MOTEHLHMAJIbHBIM
KBaHTOBBIM aTaKam;

- TPAKTUYECKOTO  INPUMEHEHHS  COBPEMEHHBIX M  ITOCTKBAHTOBBIX
KpUNTOrpauuecKux aaropuTMoB B 3ajJayax oOecredeHus: KOH(UIECHIIMATbHOCTH,

OEJIOCTHOCTH U IMOAJIMHHOCTH JaHHBIX

- OCBOCHUHA [Ioaxoa0B K IIPOCKTUPOBAHHUIO u BHCAPCHHIO
Kpunrorpaguueckux MeXaHu3MoB B peanbHbix WT-uHdpacTpykrypax u
IMPOTOKOJIax CBA3H.

O0600menHbIe TPyI0BBIE GyHKINH Tpynosbie pyHKuuM
- Koamnu
Kon HaumenoBanne Ypose HaumenoBanne| Kox |YposeHb
- HaUMEHOBA Hb KBAJIN (noaypos|
HHUe uxan uu €Hb)
npodeccroH KB
aJIbHO I'0 Kaluu
- cTaHjapra
06.026 CucremHsIi D |O6cnyxuBanue  cep- 6 Beimonaenne pabor mo| D/01.6 6
AIMHUHUCTPATOP UH- BCPHBIX ornepanuon- BBIABJICHUIO u
(hopMaLrOHHO- KOM- HBIX CUCTEM YCTpaHEHUIO
MYHUKAIITUOHHBIX CHC- I/IH(bOpMaI_II/IOHHO' HETUITNYHBIX HWHIOU-
TeM KOMMYHHUKAITMOHHOM JICHTOB, BO3HHUKAIOIIMX B
CHCTEMBI cepsep- HBIX
OIIEpaIIOHHBIX CUCTEMAX
WHPOPMAITUOHHO-
KOMMYHUKAIMOHHOM
CHCTEMBI
IMpoBenenne ananuza u D/02.6 6
olpejielie- HUe OCHOBHBIX
MIPUYHH CJIOKHBIX
mpobaeM, BO3HUKAIOIINX
Ha  cepBepax U B
CEpPBEPHBIX
OIEepaIIOHHBIX CUCTEMAX




Brmonnenue
[JIAHUPOBAHUS pe-
3epBHOTO
KOITMPOBAHUS,

apXuBH- pPOBaHUA U
BOCCTAHOBJICHUS KOH-
(urypanuu cepBepoB U
CEPBEPHBIX
OTICPAIIMOHHBIX CHCTEM

D/03.6

IInanuposanue
U3MEHEHUH Ta-paMeTpoB
paboTbl  cepBepoB  H
CEpBEPHBIX
OIlEpPaIIOHHBIX CUCTEM

D/04.6

BeimosHeHe 00HOBIICHHS]
MIPOrPaMMHOTO
oOecrieueHus cep-

BEPHBIX  OIECPAIMOHHBIX|
CHCTEM

D/05.6

IIporno3zupoBanue
BIUSHUS  BHEIIHUX H
BHYTPEHHUX BO3JCHCTBUI
Ha TOBEJCHUE CEPBEPHBIX|
OINEepaIIOHHBIX CHCTEM

D/06.6

IIporno3zupoBanue
MMOTPEOHOCTH B
M3MEHEHUHN 00BEMOB
HEOOXOJMMBIX PECYPCOB
TSt obecrieueHns oOecrie-
peboiiHoM paboTsl
CEpBEPOB U CEPBEPHBIX
OMNEPAIMOHHBLIX CUCTEM

D/07.6

[InanupoBanue u
npoBesieHHe paboT 1o
pactpeaeneHHIo
Harpy3Ku MEXITY|
UMCIOITUMHUCS
pecypcamu, CHSTHIO
Harpy3kd Ha CepBephl |
CepBEpHbBIE
oTepaIioHHbIe CHUCTEMBI
nepen MpOBEICHIEM
periiaMeHTHBIX

pabor,

BOCCTAHOBJICHHUIO
LITATHOU CXEMBI
paboThl B cirydae cO0eB

D/08.6

OnpenenexHue
MOTpeOHOCTE B MPH-
obpereHnn
CIICIUAaJIM3UPOBAHHBIX
CPEICTB  KOHTpOJI W]
TECTUPOBAHMUS CEPBEPOB U]
CEpPBEPHBIX

OMNCPalIMOHHBIX CUCTCM

D/09.6




MecT0 yueOHOM TUCHMILIMHBI B CTPYKTYpP€e OCHOBHOM NMPOodecCHoHAIBLHOM
0o0pa3oBaTeIbHOI MPOrPaAMMBbI

Hucunmvbaa «IlocTkBaHTOBasi KpUunrorpagus 1 OCHOBbI COBPEMEHHbIX
METO/I0B KPUNTOrPaduu» OTHOCUTCS K MPOGECCUOHANBHOMY LIMKITY JTUCIMILIVH,
ABJISIETCS] TUCLMIUIMHOM 110 BBIOODY.

Jlnst ocBOEHMS JIaHHOW JUCIHUIUIMHBI HEOOXOAMMBI 3HAHUS, YMEHUS U
KOMIIETEHLIMM,  MOJIy4YeHHbIE  OOyYalolMMHUCA NpU  HM3y4YEHHH  KYpCOB
«Maremarnueckas JOTukay, «JluckperHas MaremaTuka», « Teopus aaropuTMoBy,
«Mudpopmanrionnas Oe3omnacHocThy, «lIporpammupoBanue», «OnepaloHHbIC
CUCTEMBI.

JucuunnuHa oOecneuynBaeT TEOPETUYECKYI0 W MpHUKIaAHyw 0aszy A
MOCJEIYIOUIEr0  M3Y4YeHUs  CHEUUaJIM3UpPOBAaHHBIX  KypcoB B 00OJacTu
Kpunrorpaguueckod 3amuThl  MHQOpPMAMU M MOCTPOEHUS  OE30MACHBIX
UH(OPMAITMOHHBIX CUCTEM.

B pe3yabTarte 0CBOCHMS IMCUMILUINHBI 00y4AIOIINICH TOJIZKEeH:

3HaTh:

e TMPUHIMUIIBI  TIOCTPOCHHS  COBPEMEHHBIX  KpPUITOTrpaduuecKux
QJITOPUTMOB U MPOTOKOJOB (CUMMETPUYHBIX, ACHMMETPUYHBIX, XEII-
GbyHKIMNA, TPOTOKOJIOB pacmpeneieHuss Kioued u  1udpoBon
TIOJITTHCH);

e MAaTEMaTHYECKHE OCHOBBI KpuINTOTpaduu, BKIHOYAS TEOPUIO UUCEI,
anredpandecKkre CTPYKTypbl U KOMOMHATOPHUKY;

e YIPO3bl, BOBHUKAIOIIME B CBSI3U C Pa3BUTUEM KBAHTOBBIX BBIYMCIICHUN
(anroputMmel opa u I'poBepa);

¢ KJIACCU(PUKALMIO U 0OCOOEHHOCTH MOCTKBAHTOBBIX KPUIITOTpahUUECKUX
aNropuTMOB (peméTku, Xeui-Kkpunrorpadus, MyJIbTUBApUAHTHBIE U
KOJIOBBIE METO/IbI);

e HOpPMAaTHBHbIE M  MEXIyHapoAHblE  CTaHIapThl B  00JacTu

KpunrorpaduuecKkon 3amuTbl THGHOPMAIIHH.



YMmerTh:

aHATM3UPOBaTh CTOHKOCTh KPUNTOrpadUUYCCKUX pEHICHUH ¢ ydéToM
KBAaHTOBOM MOJIEJIA ATAKYIOUIETO;

MPUMEHSATH KPUITOrPaQUICCKUE aITOPUTMBI B TUTIOBBIX 3a/1a4ax 3alllHThI
uHpopmaruu (KOHPUACHITUATHHOCTD, ayTCHTU(UKAIIHS, [IETOCTHOCTD);
paspabaThiBaTh M PEaJIU30BBIBATH KPUIITOTPa(UUECKHEC MPOTOKOJBI C
WCITOJIb30BAaHUEM COBPEMEHHBIX M TIOCTKBAHTOBBIX aJTOPUTMOB;
UCITI0JI30BaTh MPOrpaMMHbIE OMOJIMOTEKH U CPECTBA ISl pea3aluu
KpuntorpadUueckux pemieHuid B IporpaMMHBIX mpoayktax u HWT-
CHCTEMaX;

OIICHUBATh YSA3BUMOCTH KPUNITOTpAQUUECKUX MEXAaHW3MOB U TIpeiaraTh

MCPBI 110 UX YCTPAHCHHUIO.

Baanern:

o TMPAaKTHUYECKUMHU HaBbIKaMH pabOThl C KpUNTOrpaduyecKuMu
oubnuorexamu (Hanpumep, OpenSSL, libsodium, NIST PQC API);

e METOJAaMHU TOCTPOCHHS 3aMUIIEHHBIX KOMMYHHUKAIIMOHHBIX KaHAJIOB
Ha 6a3e kpunrorpaduu;

e CpEACTBAMHU BHEIPCHUS KPUNTOTPAPUICCKOM 3aIUTHI B ApXUTEKTYPY
UH()OPMAITMOHHBIX CUCTEM;

e HaBBIKAMHU TMPUMEHEHHUSI TTOCTKBAHTOBBIX QJITOPUTMOB B YCIOBHSX
MPaKTUYECKUX OTPAaHUYCHHH (TTPOU3BOIUTEILHOCTh, COBMECTHMOCTb,

MacIITabUpPyeMOCTh).

IIponecc u3ydyeHusi AUCHUNIMHBI HanpaBJieH Ha  (opmupoBaHue

CJIeYIOLIMX KOMIIeTCHINH:



MK-7. CnocodeH K KOMMYHHKAIMN U KOOMEPAIUH B
uu(ppoBoii cpene, HCIOJIB30BAHUIO PA3JIMYHBIX
HHU(PPOBBIX CPEACTB, MO3BOJSIOUIUX BO
B3aUMO/IE€HCTBUM C IPYTUMH JIOAbMH JOCTUTATH
NMOCTABJEHHBIX LeJIei

ITK-7.1 3HaTb: OCHOBHBIE
XapaKTePHCTHKH KOMMYHHKAIHMOHHBIX
NpoueccoB B iMpPoBOIi cpeae, BKIOYast
riaobanbnble HHGOPMAMOHHO-
KOMMYHHKALIMOHHBIE CETH.

IIK-7.2 YmeTb: BBIOHpATH H
HCNOJIb30BATh CpeAcTBa HU(POBoii
KOMMYHHMKALIHUH HCXOJS U3 peliaeMbIX
3aja4.

IIK-7.3 UMeeT HABBIKH: OCYIIECTBJATH
JeJIOBBIX U MEKJIMYHOCTHBIX
KOMMYHMKaluii B uugposoii cpeae, B TOoM
YHcIIe ¢ HCI0JIb30BAHNEM

HHTEPHET TeXHOJIOTHii

YK-3.

Cnocooen OCYLIECTB- JSITh CONMAJIBHOE
B3aUMOeHCTBHE

U peaIn30BbIBATH CBOI0 POJIb B KOMaH]Ie.

YK-3.1.

3HATh: OCHOBHBIE IPHEMbI M HOPMBI
COLMAJIBHOI0 B3aMMOAEHCTBHSA; OCHOBHbIE
MOHATHS H MeTOAbI KOH(INKTOJI0T HH,
TEXHOJOTMH MEKINYHOCTHOM 1
rpynnoBoii KOMMYHUKAIUH B /IEJIOBOM
B3aHMOJAEeHCTBHUH.

YK-3.2.

YMeTh: yCcTaHABJIUBATH U NMOIEPKUBATH
KOHTAKThI, 00ecrevyuBalolue yCIemHY0
padoTy B KOJIJIEKTHBE; IPUMEHSATH
OCHOBHBbIE METOJbI U HOPMbI COHATBLHOTO
B3aMMO/IelCTBHA AJs peanu3aluu cBoei
POJIM U B3aMMO/IEHCTBUSI BHYTPH
KOMAaH/IbI.

YK-3.3.

Baagers: npocreiiliuMu MeTOAAMH U
npHeMaM# CONHAJIBHOTO B3aHMOAEHCTBUS
U padoThI B KOMaH/e.




CTpykTypa u coepkaHue TUCHUILINHBI

ITocTkBaHTOBass KPUNTOrPa(pus U OCHOBbI COBPEMEHHBIX METOA0B KpUNTorpaguu

Crpykrypa auciuruinHbel (Moaysisi) OOmas TpyI0eMKOCTh AUCIUTIIUHBI

cocTaBideT 3 3a4eTHBIX eauHull, 108 Jacos.

I[HopsiakoBbIH HOMEP
Bcero ceMecTpa
7

OO6m1as Tpy10€MKOCTh IUCHMUILIUHBI, B TOM 108
qHCIIe:
KypcoBoii npoekT (pabota)
AyIUTOPHBIE 3aHSATHS BCETO +
B Tom uuce:
Jlexunu 16 +
[TpakTHYecKkue 3aHATHS, CCMUHAPBI +
JlaGopaTopHblie pabOThI 16
CamocTosTenbHas pabora 76 +
Bun utoropoii arrecrauu:
3auer/mudd.3auer +
K.C.P.
DK3aMeH

144
OO6m1ast Tpy10€MKOCTb TUCIUTLTUHBI




HammeHnoBanue pa3acyioB 1 TEM AUCHUILIIMHBI U pACIIPCACIICHUC y‘le6HBIX 4qaCoB

Jlekuuu |[IlpakTuueckue ([CamocrosiTejbHasI
(v) 3aHaTus (4) padora (4)

NeHammeHOBaHMe pa3/iesioB U TeM

Beenenue B kpunrorpaduro. Posb
1 |kpunrorpaduu B obecrieueHUN 2 — 4
nH(pOpMaIMOHHOM 0€30MMacHOCTH

MaremMaTuiecKkrue OCHOBBI
COBpPEMEHHOM Kpunrorpapuu
(MonmynpHas apu(MeTHKa, pemETKY,
MHOTOYJICHBI )

CoBpeMeHHbIE KpUNTOrpaduIecKue
METO/Ibl: CHMMETPUYHBIEC U 2 2 8
ACUMMETPUYHBIC AJITOPUTMBI

w

VYTpo3bl KBAaHTOBBIX BBIYHCIICHUH.
Anroputmsl [llopa u ['posepa

= |

OCHOBBI TOCTKBAHTOBOM
kpunrorpaduu. Knaccupukarmus u - |2 2 8
OpUHLMIIBI paboTel PQ-anropurmon

ol

Kpunrorpadus Ha ocHOBe peméTok
(NTRU, Kyber, Saber u np.)

Xeni-kpurnrorpadusi, KOJIOBbIC U
MYJIBTUBAPHUAHTHBIE aJITOPUTMBI 2 2 10
(SPHINCS+, Rainbow u 11p.)

IIpuMeHeHne MOCTKBaHTOBOU
8 |xpuntorpaduu B UC: mpoTokossl, |2 2 10
oubmmoteku, cranaaptel NIST PQC

L® |

-~

[TpoexTHas paboTa: aHaIu3 U

9 ||peanmu3zarus KpunTorpapuuecKoit — 2 8
| |[momcucTembl
D‘I/IToro HlG H16 H76

Coaep:xanue y4eOHOM TUCHUIINHBI
Tema 1: Beenenue B kpunrorpaguio u eé¢ pouas B Ub

Conep:xaHue TeMbl:
Hctopusi pasButus KpUnrorpagum: oT KJIACCHYECKUX METO/10B /10
KBAHTOBBIX YIPo3.
Poab kpuntorpadguu B o6ecneyeHn KOHPUIEHIIMATIBLHOCTH, EJTOCTHOCTH H
AYyTEHTUYHOCTHU JAHHbIX.
Knaccunduxkanusa kpunrorpadpuyeckux MeTo10B: CHMMETPUYHbIE,
acCHMMeTpPUYHbIE, XelIl-(PYyHKIUN.

DopMbI U METOAbI NPOBEACHUS 3AHATHI:

Jlekuus ¢ npeseHTamnuei.



OO0cyxkaeHne COBpeMEHHBIX KPUNITOrpagpuuyecKux HHIUAEHTOB.
JlaGoparopnas padora Nel:
O3HakomJieHHe ¢ KpunToOuodamorekoi cryptography (Python). I'enepanus u

muppoBaHUe CHMMETPUYHOI0 KJII0YA.

Tema 2: MaTeMaTn4ecKHe OCHOBBI Kpunrorpagpuu
Conep:xanue TeMbl:
ApudMeTHKa 110 MOAYJII0, IPYNIIbI, II0JIS, PELIETKH.
CaoxkHOCTD 32/1a4: (paKTOPU3ALMS, TUCKPETHBIN JJorapudm, OauKanmmi
BEKTOP.
Aaropurmsl lllopa u I'poBepa: KBaHTOBbIE YIPO3bI KJIACCHYECKUM
aJIropuT™Mam.
@®opMbI M METOIbI IPOBEACHUSA 3aHATHMA:
Jlekums € 3J1eMeHTaMi MATEMAaTHY€eCKOr0 MOAeTMPOBAHUS.
Pemrenue 3aga4 o py4HomMy BbIYHMCJICHHUIO.
JlaGoparopHasi pabGora No2:
Peasuszanus B Python npocreix onepauuii MOAYJIbHOM apu(PMETHKH.

Busyaauszauus npumepa ¢ pemiéTkaMu.

Tema 3: CoBpemMeHHbIe KpUNITOrpaguyecKue MeTOAbI
Copnep:xaHue TeMbl:

Cummerpuunbie aaropurmbl: AES, ChaCha20.

Accumerpuunbie anroputmsi: RSA, DSA, ElGamal.

Crannaptel 1 npumenenue (TLS, VPN, PKI).
@®opMbI M METObI IPOBEACHUSA 3aHATHM:

Jlekumsi ¢ pa300pom aJIrOPpUTMOB.

AHaJIu3 KpUnTorpagpuyecKux nmpoToKoJI0B.

JlaGopaTopHnasi padora Ne3:

Peanu3anus mmmuppoBanus/aemudposanus ¢ noMmombo AES u RSA

(oudsmoreka cryptography, pyca).

Tema 4: OcHoBbI NOcTKBaHTOBOM Kpunrorpadpumn (PQC)



Conep:xaHnue TeMbl:
BBenenne B mOCTKBAaHTOBYI Kpunrorpagurw. O00cHOBaHHE HE0OXOAUMOCTH.
Kiaccbl NOCTKBAHTOBBIX AJITOPUTMOB: PelIéTOYHbIE, XelI-KpUunrorpadus,
KO/J0BbI¢, MYJIbTHBAPHAHTHBIE.
00630p koukypca NIST PQC u ¢punanucros.
@®opMbI 1 METOAbI NIPOBEACHUS 3AHATHM:
Jlekuus ¢ npumMepaMu pPOTOKOJIOB.
IIpocmotp u pa3zdop cranaapros NIST.
JlaGopaTopHnasi padora Ne4:
YcraHoBka u padora ¢ oubauorexoi pgqcrypto. UcnoabzoBanune Kyber nis

mudpoBaHus COOOICHUN.

Tema 5: PemiéTku 1 KOAOBBIE AJITOPUTMbI
Conep:xanue TeMbl:
Aaroputmsl Ha ocHoBe pemiéTok: NTRU, Kyber, Saber.
Auaropurmsl Ha ocHoBe koA0B: BIKE, Classic McEliece.
IIpeumymecTBa 1 HEAOCTATKH.
DopMBbI 1 METOAbI POBEJACHNUS 3AHATHIA:
Jlekumus ¢ pa3doopom cxem.
AHaJIU3 KPUIITOCTOMKOCTH.
JlaGoparopHasi pabora NeS:
CpaBHenue ckopoctu 1 00béMma Kiao4ueil B NTRU u Kyber. TecrupoBanue Ha

NPaKTHYECKUX MpUMepax.

Tema 6: Xem-kpunrorpadgus u HuuppoBbie MOAMUCH
Conep:xaHue TeMbl:

MHuoropa3osbie u oqHopa3osbie noanucu. SPHINCSH, Picnic.

Xew-()yHKUMH U CTOMKOCTH K KOJLIA3UAM.

Bueapenue undpoBbIX noanuceil B J0OKyMeHT0000POT.
@®opMbI M METObI IPOBEACHUS 3aHATHM:

Jlekuus ¢ 1eMOHCTPaUeH.

O0cyxneHue KeiicoB (3J1eKTPOHHAA NOANUCH, eIDAS).



JlaGopaTopHasi padora Ne6:
Peanuzanus xemmpoBanusi ¢ noMmombi0 SHA-3 u noanucanme coo0meHus ¢

SPHINCS+ (c momombi0 ogs-python).

Tema 7: [IpumeHeHre MOCTKBAHTOBOM KpUnTorpaguu
Conep:xanue TeMbl:
HNurerpamus PQC B nporokosanl TLS, VPN, SSH.
AHaJIM3 COBMECTUMOCTH ¥ PUCKOB BHEJIPEHHUS.
MexayHapoaHble HHUIHATUBBI U CTAHAAPTHL.
®opMbI 1 METOAbI POBEAEHNS 3AHATHIA:
Jlek1usl ¢ aHAJIM30M NMPAKTUYECKUX KelCoB.
Pa6oTa ¢ npoToKoJ1aMu CBSI3H.
JlaGoparopHasi pabGora Ne7:
YcranoBka u ucnojb3oBanue OpenSSL ¢ nogaepxkkoid PQC (OQS OpenSSL).

I'enepanus kiarwueit Kyber u peanuzauust mmm@poBaHHOro coeIUHEHUS.

Tema 8: IIpoexkTHasi 1eATEJIBbHOCTD
Copnep:xaHue TeMbl:
Ils1anMpoBaHue MPOEKTA MO PeaJTU3aANUN 3AINIIEHHOT0 00MEeHA JaHHbIMH.
Hcnoab3oBanue PQ-ajaropurMoB B peajibHbIX 33/1a4aX.
IIpe3eHTanus v 3alIUTA POEKTOB.
@DopMbI M METObI IPOBEACHUA 3aHATHM:
Koncyabranuu u padora B rpynmnax.
AHaJuu3 3a1a4 0€3011aCHOCTH B OPraHU3alusiaX.
JlaGopaTopHnasi padora Ne§:
Pa3paboTka coOCTBEeHHOr0 KpunTorpaguuecKkoro nNpoToKoJa Ha daze

IMOCTKBAHTOBBIX AJIrOPUTMOB. I[OKyMeHTaHI/Iﬂ H 3allUMTa IMPOCKTA.



JIK3aMEHALMOHHBbIE BONIPOCHI 110 IMCLHMIIJINHE
1. IousaTne kpunrorpadguu u eé posanb B odecrnedyeHnd HHGOPMAITHOHHOM

0€301MaCHOCTH.

2. K.]IaCCI/I(l)l/IKaHI/Iﬂ KpnnTorpa(lmqecmlx METOA0B: CUMMETPNIHBbIC, ACUMMETPUYIHbLIC,

xeum-(QpyHKIUM.

3. CoBpeMeHHBbIe YITPO3bl KPUNITOIrpa(uu: BIAUsIHHE KBAHTOBBIX BIYHMCJICHMIA.

4. TlpuHUHN padoThl CHMMETPHYHBIX AJITOPUTMOB IM(ppoBanus (Ha npumepe AES,
ChaCha20).

5. OcHOBBI acuMMeTpUYHOIl kKpunTorpaguu: aaroputmbl RSA, ElGamal, Diffie-
Hellman.

6. IIpuMeHeHue Xem-PyHKIUI B KpUNTOrpaduu: cBOWCTBA M YyCTOIHYMBOCTD.

7. MaremaTH4ecKkue OCHOBbI Kpunrorpaguu: MoayJabHas apugmMeTuka, moJjs,
PelIéTKH.

8. KBanToBble anropurmsl lllopa u I'poBepa: ux BiausiHue HA 0€30MaCHOCTH
COBPEMEHHBbIX CHCTEM.

9. IocTkBaHTOBasi KpUNTOrpadus: Hejin, 321244 U MOAX0AbI.

10.0630p ¢punammucToB koukypca NIST no nocTkBaHTOBOM KpunTorpapuu.

11.PeméTko-opuenTupoBanubie anropurmbl: Kyber, Saber, NTRU — oco6ennocTu n
NpHMMEHEHHe.

12. Kpunrorpagus Ha ocHoBe ko10B: McEliece, BIKE — npunuunsi padoTsl.

13.MyJabTuBapuantHbie U xem-noanucu: SPHINCS+, Picnic n ux oco6eHHocTu.

14 . TlpeumyiiecTBa M HEAOCTATKHA MOCTKBAHTOBBIX AJITOPUTMOB B CPABHEHHUH C
KJIACCMYECKUMHU.

15.be3onacHocTh HM(PPOBBIX NOANNCEH B yCI0BUAX KBAHTOBOM YIrpo3bl.

16.IlpakTuyeckoe npumerenne PQ-aaropurmos B VPN, TLS, SSH.

17.00630p 0MOIHOTEK M HHCTPYMEHTOB 151 padorsl ¢ PQC (manpumep, libogs,
pgcrypto).

18.0OcHoBbI HcnoJib30BaHusE PQ-aJroputMoB B NPOTOK0JIaX 00MEHAa KJIKYaMH.

19.®opmaThl M 00BEMBI KJII0UYEH B MOCTKBAHTOBBIX AJITOPUTMAX: MP00JIeMbI
COBMECTHMOCTH.

20.IIpuHIUNIBbI Nepexoa OpraHu3anuii Ha KpUNTorpaguio, CTOMKY0 K KBAHTOBbIM



aTakaM.

21.¥Yrpo3sl npy peajin3anuu KpunrTorpagpuyecKux aJropuTMoB: N000YHbIEC KAHAJIBI,
OIIUOKH peanTu3anmu.

22.AyINT ¥ TECTHPOBAHUE KPUNITOrpaguyecKuX NPOTOKOJIOB.

23.Jranbl BHeApeHus: Kpunrorpaguyeckoii 3amutbl B UC: oT npoekTUPOBaHMSA 10
KOHTPOJISI.

24.IlpuMep MHTErpaluy NOCTKBAHTOBBIX AJITOPUTMOB B CYIIECTBYIOLLYI0 CHCTEMY
(keichl).

25.1lpumenenne PQC B 3/1eKTPOHHBIX MOANUCAX U IOKYMEHTO00OpOTE.

26.11po0JieMbl cTAaHIAPTH3ALMHN U MEKAYHAPOAHOH KoopauHauuu B obaactu PQC.

27.1IpuMep aTaky HA KJIACCHYECKHI aJITOPUTM U YCTOIHYMBOCTH aHATOTHYHOTO PQ-
peuieHus.

28.0030p HOBBIX MPOTOKOJIOB U APXUTEKTYP, agantupoBanubix noa PQC.

29.9TH4YecKHe U MPAaBOBbIE ACTIEKThI BHEIPEHUsI HOBBIX KpUNTOrpagu4ecKux
CTAaHAAPTOB.

30.ITepcnieKTUBBI Pa3BUTHSI KpUNTOrpaguu B YCIOBHAX MACCOBOI0 NMOSBJIEHUSA

KBAHTOBBIX BbIYHCJICHHIA.
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Ilepeyenb HHPOPMALTMOHHBIX TEXHOJIOT U
Jlns mpoBeeHUs JICKIIMOHHBIX U JJA0OPATOPHBIX 3aHATUN PEKOMEHYETCS
UCIIO0JIb30BaTh IPOrPaMMHOE 00eCIICUeHHE: OTiepalioHHas cucteMa Linux ¢ sapom
3.2 u BhIIIE, OOCTYKABAIOIITUE MPOTPAMMBI M CPEIbI Pa3padOTKH MPOTpaMM IO

BBIOOPY IpernoaBaTelieH.

DJIEKTPOHHASA MOJJIEPKKA TUCHUIIHHbBI

[Ipy w3ydeHUW IUCHUIUIMHBI ISl TMPOPabOTKM BCEX TEM M BBHITTOJHCHUS
3aJlaHUM MO BCEM TEMaM CTYJEHTbI MOTYT HCIOJIb30BaTh pPa3ju4yHbIE Yy4eOHO-
METOJANYECKUE MATEPHUAIIBI, PA3MEIIAEMBIE B JJIEKTPOHHOM BUJIE TPEINOJaBaATEIIMU
Ha (aittoBom ftp- cepBepe, B XpaHUIIHIIE TOJHOTEKCTOBLIX MATEPHAJIOB, 4 TAKIKE B
AJIEKTPOHHOM 00pa30BaTeIbHOM cpefie, KoTopas IpeArnoiaraeT Takke BO3MOKHOCTh
oOMmena wuHpopMalmen ¢ TpemnojaBareNieM IS MOATOTOBKU 3amanuid. Jloctyn
CTYJICHTOB K CTyJCHUYECKOMY (halIOBOMY CE€pBEPY, XPAHUIIUIILY MOTHOTEKCTOBBIX
MaTepuagoB, SJEKTPOHHOW 0O0pa3oBaTENBbHOM  Ccpelie  OCYIIECTBISETCS C

HCIIOJIBb30BAHUCM C UCITOJIb30BAHUCM YUYCTHBIX 3anucen CTYACHTOB.
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10.

P®OH/J ONEHOYHBIX CPEACTB

TunoBoi TeCT MPOMEKYTOYHOM aTTECTANMHU

UTo u3 NepeyrcIeHHOT0 OTHOCUTCS K ACHMMETPUYHBIM KPUNTOrpaguiecKuM aJiropuTMam?
a) AES

+ b) RSA

c) SHA-256

d) DES

Kakas kpunrocucreMa OCHOBaHa Ha pellIeHHH 32/1a41 0 AUCKPEeTHOM Jiorapugme?
a) AES

+ b) EIGamal

c) RSA

d) McEliece

Kaxoit u3 cienyromux airopuTMoB siBisieTcst KanauaaTtom B ctanaapTel NIST mo mocTkBaHTOBO#M
kpuntorpagumn?

a) SHA-1

b) RSA

+ ¢) Kyber

d) DES

Anroputm xemurposanusd SHA-3 oTHocuTCs K:

a) CUMMETpPUYHBIM aIrOpUTMaAM

b) [IpoTokonam muppoBaHUs

+ ¢) Kpunrorpagpunueckum xem-GgyHKIuaM

d) Anropurmam nudpoBoii moamucH

Kaxkoit airoput™ cTOKHH K aTakaM KBAHTOBOT0 KOMIIbIOTepa?

a) RSA

b) ECC

+ ¢) Crystals-Kyber

d) Diffie-Hellman

Kakoii Tun ys3BuMocTH Hanbosee akTyajieH sl KJIIACCUUECKUX KPUITOCUCTEM IPH MOSBIECHUN
KBAHTOBBIX BBIYNCICHUNA?

a) SQL-uubeKIus

+ b) Kpunroanayims ¢ ucnoJib30BaHHEeM KBAHTOBOI0 KOMIIbIOTEPA
c) XSS

d) bydepnslit nepenonnenue

K kakomy kiaccy otHocutcst kpunrocuctema McEliece?

a) Xem-pyHKIUN

b) AnropuT™Mbl Ha OCHOBE (DaKTOPHU3ALUU

+ ¢) KonoBblie kpunrocucremMmbl

d) CuMMeTpHUHbIE aTOPUTMBbI

Yro sBNsSETCS OCHOBHOM 3a/1a4el aropuTMa u@poBoi moanucu?

a) [lludpoanue qaHHBIX

+ b) IIpoBepka NOAIMHHOCTH U LEJOCTHOCTH JaHHBIX

c¢) CxaTtue JaHHBIX

d) 3ammra oT BUpycoB

Kaxoit u3 anropuTMoB He SIBISETCS MOCTKBAHTOBBIM?

a) Kyber

+ b) RSA

¢) Dilithium

d) SPHINCS+

Kakoii kpuntorpapuueckuii MeTos1 o0ecrieYrBaeT ABYCTOPOHHIOI CEKPETHOCTD TIPH Iepeaue
NAHHEIX?

+ a) [Iporokoa AundpPpu—Xenamana

b) Xem-pyHkuus



¢) DIeKTpOHHAs OANKCH
d) DES

TunoBoi BApUAHT 3aJaHUS HA KOHTPOJIbHYI0 padoTy
Yacrs 1. Teopernyeckasi (0TBETUTH MUCHbMEHHO HA 3 M3 5 BONIPOCOB 10 BHIOOPY)

1. CpaBHHTE OCHOBHBIE CAMMETPUYHBIC U ACUMMETPUYHBIE AJITOPUTMBI IN(POBAHUS 110 IPHHLIUIIAM
JIEHCTBHSI, CKOPOCTH U YCTOMYMBOCTH K B3JIOMY.

2. OOBbsACHUTE KpUNTOTpaQUUECKUE PUCKH, CBS3aHHBIC C MOSIBIICHUEM KBAaHTOBBIX KOMIBbIOTEpOB. Kakue
AJITOPUTMBI 1O YTPO30i?

3. [aiite ompenenenue mocTKBaHTOBON Kpunrorpaduu. HazoBuTe n KpaTko oxapakTepusynrte 2—3
COBPEMEHHBIX IIOCTKBAHTOBBIX AITOPUTMA.
4. Yro Takoe Kpunrorpadpuyeckas xem-pyHkus? KakoBbl e€ 0CHOBHbIE CBOHCTBA?

5. B uém coctouT npuHun paboTel anroputMa mudpoBoit noanucu? Kakue yrpo3sl oH HelTpanusyer?

Yacts 2. [IpakTHyeckasn
Bribepure 0HO 13 3aaHUIA ¥ BHITIOJIHHUTE €TO:
Bapuant A (TeopeTHKo-aHATUTHYECKHH):
[IpoBennTe CpaBHUTENbHBIN aHATIU3 CIAEAYIOIIUX aITOPUTMOB:
e RSA (acummeTrpuuHBIii, ycTapeBarouuii);
o Crystals-Kyber (mocTKBaHTOBBI);
e AES (cuMMeTpUYHBIN).
CpaBHHTE HX:
e 10 00JacCTU NPUMEHEHUS;
e ANTOPUTMHUYECKOUN CTOMKOCTH;
e YCTOWYMBOCTU K KBAaHTOBBIM aTakam;
e CKOpOCTHU M PECYpPCO3aTPATHOCTH.

Odopmurte BbIBOJ B TabmuIle + kpatkoe nosicienue (1-2 a63ama).

Bapuant b (NIpakTHKO-NIPUKJIAIHOM):

C nomousto 6ubanorexu [Python cryptography, PyCryptodome uinu ananornyHoii| peanusyire:
e Illudposanue u nemudpoBaHue CTPOKH ¢ MomMolIbio anroputma AES.
e Mopenupoanue nudposoit noanuck (ncnons3yite RSA nimm Ed25519).

o CdopmynupyiiTe, Kakue yI3BUMOCTH MOTYT BOSHUKHYTD IIPH Mepeaaye 3appoBaHHbIX JaHHBIX Yepe3
HE3alUIIEHHBIM KaHall M KaK UX MOKHO MUHUMH3UPOBATh C YU4ETOM TpeOOBaHMI MOCTKBAHTOBOM
0€30I1aCHOCTH.



3K33MCH3HI/IOHHI>IC BOIIPOCHI MO IMCHHUILJIMHE
31.IMonsTHe kpunTorpadgum u eé poJib B odecneueHUH MHGOPMALMOHHOI

0e30IacHOCTH.

32.Knaccnduxanus kpunrorpagpuyecKux MeTo10B: CAMMETPHUYHbIE,
acMMMeTpHYHbIe, Xell-(pyHKIHNHU.

33.CoBpeMeHHbIe YIPO3bl KpUNITOTrPpauu: BJINSIHAE KBAHTOBBIX BbIYHCJIEHHIA.

34.IIpuHun paéoTbl CHMMETPUYHBIX AJTOPUTMOB IIM(ppPoBaHuUs (HA MpUMepe
AES, ChaCha20).

35.0cHOBBI acuMMeTpUUHOIl kpunTorpaduu: aaroputmbl RSA, ElGamal, Diffie-
Hellman.

36.[IpuMeHenne xXem-(PyHKIUI B KpUNTOrpaduu: cBOWCTBA M YyCTOIYMBOCTb.

37.MaremaTu4eckne OCHOBbI Kpunrorpadgumn: MmoayabHass apupmMeTnka, moJjs,
PelIéTKH.

38.KBanToBble aaropurmsl lllopa u I'poBepa: ux BiausiHue HA 0€30MACHOCTH
COBPEMEHHBbIX CHCTEM.

39.ITocTkBaHTOBasi KpUNTOrpadusi: nejin, 3a1a44 U MOAX0AbI.

40.0030p punanucroB koHkypca NIST no moctkBaHTOBOI Kpunrorpaduu.

41.Pemérko-opuentupoBanubie aaropurmsi: Kyber, Saber, NTRU —
0COOCHHOCTH M NIPUMEHEHHE.

42 Kpuntorpadus Ha ocHoBe ko10B: McEliece, BIKE — npunuunsi pa6éoTsbl.

43.MyabTuBapuantHbie u xem-noanucu: SPHINCS+, Picnic u ux ocodenHocTH.

44 TlpeumyuiecTBAa M HEAOCTATKH MOCTKBAHTOBBIX AJITOPUTMOB B CPABHEHHH €
KJIACCMYECKUMHU.

45.be3onmacHOCTh HM(PPOBHIX NOANKCEH B YCI0BUSIX KBAHTOBO yIpPo3bl.

46.ITpaxkTuyeckoe npumenenue PQ-anropurmos B VPN, TLS, SSH.

47.00630p 6M0JIMOTEK U HHCTPYMEHTOB it padoThl ¢ PQC (nanpumep, libogs,
pgcrypto).

48.0cHoBBI HCTIOJIB30BaHNSA PQ-aJropuTMoB B IPOTOK0JIaX 00MeHA KJIHOYaMHU.

49.@opmaTthl 1 00bEMBI KJIK0YEH B MOCTKBAHTOBBIX AJATOPUTMAX: NPOOJIeMbI
COBMECTHMOCTH.

50.IIpuHIUNBI epexoa oprauu3anuii Ha KpunrTorpaguio, CTOUKYI0 K

KBAaHTOBBIM aTaKaM.



51.¥Yrpo3s! npu peaau3aniu KpUNTorpagpuyecknux aJirOpUTMOB: MOOOYHbIE
KaHAJIbl, OIMOKH pean3anuu.

52.AyIMT 4 TeCTUPOBaHUE KPUNTOrpaguuecKUX NPOTOKOIOB.

53.9Tanbl BHeApenus kpunrorpaduyeckoii 3amurbl B UC: 0T npoekTnpoBaHus
10 KOHTPOJISL.

54.11puMep UHTErpallil MOCTKBAHTOBBIX AJTOPUTMOB B CYyIIECTBYIOIIYIO
cucremy (Keicnl).

55.1Ipumenenne PQC B 3/1eKTPOHHBIX NOANMCAX M JOKYMEHTO00OpOTE.

56.11po0JieMbI cTAHAAPTH3ALMHN U MEKIYHAPOAHOH KOOPAMHALMH B 00/1aCTH
PQC.

S7.11puMep aTaKku Ha KJIACCHYECKHIl AJITOPUTM M YCTONYNBOCTH AHAJTOTHYHOIO
PQ-pemenus.

58.0030p HOBBIX MPOTOKOJIOB U APXUTEKTYP, axantupoBanubix nog PQC.

59.9THYecKHe U PAaBOBbIE ACMIEKThI BHEIPEHUS] HOBBIX KPpUNTOrpagu4ecKux
CTAHIAPTOB.

60.IlepcnieKTUBBI Pa3BUTHSI KPUNITOTPaduH B YCIOBHAX MACCOBOI0 NMOSBJIEHUSA

KBAHTOBBIX BbIYHCJICHHI.

Tunosas 1adboparopHasi pabora no gucuunanxe

JlabopaTopnasi paGora Nel

Tema: OCHOBBI CHMMETPHYHOIO IIM(POBAHUSA U HCNIOJIb30BaHue anropurma AES

Hean padoThI:

[To3HaKOMUTHCS ¢ IPUHIMIIAMU CUMMETPUYHOTO IH(PPOBaHUS, HAYYUTHCS UCIIOTIB30BaTh aroput™ AES s
mudpoBaHus U AeUPpPOBaHUS JaHHBIX.

3agauu:
e U3y4uuTh CTPYKTYpYy M OCHOBHBIE XapaKTepUCTUKH anroputma AES.
e OcBouth padoty ¢ kpunrorpapuueckumu oudnuorexkamu (Hampumep, PyCryptodome nmst Python).
e Hayuurtbcs peanuzoBbiBaTh mKdpoBaHue U AemIN(POBAHUE CTPOK.

e IloHATH BaXXHOCTH IMpaBUJIBHOT'O BBI60pa KJIt04a U peKuma pa6OTBI.

Oo6opynosanue u I1O:



o IlepconanbHbIil KOMIBIOTEP C ycTaHOBICHHBIM Python 3.x
o VYcranosnennas 6ubanoreka PyCryptodome (ycranoBka: pip install pycryptodome)

e Tekcrossiii pexaktop wiu IDE (manpumep, VS Code, PyCharm)

Xoxa padoThI:
1. Teoperuueckuii 6,10K:
o Kparko uzyunrte anroputm AES (6510ku, kimroun, pesxxumsl mudposanus CBC, ECB u 1.11.).
o OObscHHUTE, TOUYEMy CUMMETpUUHOE MU POBAHUE OBICTPEEe ACUMMETPUYHOTO.
2. IIpakTuyeckasi 4acThb:
python
KonuposarsPenaktupoBars
from Crypto.Cipher import AES
from Crypto.Random import get_random_bytes

from Crypto.Util.Padding import pad, unpad

# Kmrou moipkeH ObITh 16, 24 nnu 32 Gaiita

key = get_random_bytes(16)

# lcxomHoe cooOiieHue

data = b'Hello, post-quantum cryptography!’

# Coznaem mmdparop B pexxume CBC
cipher = AES.new(key, AES.MODE_CBC)

# udpyem ¢ nobaBneHnEM MaAuHTa

ciphertext = cipher.encrypt(pad(data, AES.block_size))

print("3ammdpposannsie nanubie:”, ciphertext.hex())

# Jlns pactmndpoBku HaMm HyXeH [V (BeKTop MHUIMAIN3ALINN )

iv = cipher.iv

# Cozmaem nemudpatop
decipher = AES.new(key, AES.MODE_CBC, iv)

# PacmmdpoBbiBaeM C yaaleHueM HaJIuHTa

plaintext = unpad(decipher.decrypt(ciphertext), AES.block_size)



print("PacmmdpoBannsie nanusie:", plaintext.decode())

3.

AHau3 pe3yJbTaToB:
[TpoBeprTe, 4TO pacmnppoBaHHBIC TaHHBIE COBIANAIOT C UCXOAHBIMU.
OO6cyauTte poib KiIK04a U BEKTOpa MHULIUATH3AIIH.

Kakue yrpo3sl MOTYT BOSHUKHYTb ITPH IOBTOPHOM HCIIOJIB30BaHUH Kitoua wiu [V?

Bonpocsl /151 caMONIPOBEPKU:

1
2
3.
4

Yro Takoe CUMMETPUYHOE MIU(PPOBAHUE U B UEM €T0 OTIHYKE OT aCUMMETPUYHOT0?
Kaxkue pexxumbl padoTbl AES cyiiecTByrOT 1 ueM OHU OTINYaroTCs?
[ToueMy Hemb3s UCIIOJIB30BATh OJIMHAKOBBIN BEKTOP MHUIHMATN3ALNHN JJI Pa3HBIX COOOIIEHU?

KaxkoBa mnnnaa xiroua AES u kak 510 BiauseT Ha 0€30I1acHOCTh?

OT14éT mo J1aboparopHoii padore:

B ortuére ykaxure:

Lenb u 3amaun paboTHI.

Kpatkue teopernueckue cBenenus no AES.
Koa mporpammbl ¢ KOMMEHTapUsIMHU.
Pe3ynbratel paboThl U UX aHAIH3.

OTBeTHI HA BOMPOCHI JIJIsi CAMOTIPOBEPKH.



