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®EJEPAJIBHOE 'OCYJIAPCTBEHHOE BIOJ’KETHOE OBPA3OBATEJIbHOE
YUYPEKJEHUE BBICIHIETIO OBPA3SOBAHUSI
«MHT'YIICKHUMA T'OCYJIAPCTBEHHbIIA YHUBEPCUTET»
®U3NKO- MATEMATUUYECKHUHU ®PAKYJBTET
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HHTEpPHETE
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09.03.02 UudopMaIHOHHBIE CHUCTEMbI M TEXHOJOTHH
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®opma o0yuyeHust
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1. Ileau ocBOEHHUS THCIUIIINHBI

Marac, 2025

]_[CJ'IBI-O JUCHUITIIMHBI ABJIACTCA C(bOpMHpOBaTB Y CTYAC€HTOB LECJIOCTHYHO KOMIIETCHIIUIO I10

obecrieueHNn0 KOH(DUACHIINATbHOCTH, LIEIOCTHOCTH, IPABOMEPHOTO PACIIPOCTPAHEHUS U 10Ka3yeMOro
IpaBo00JIaAaTeNbCTBA IM(PPOBBIX MEAUA-PECYPCOB (M300paxeHni, ay1no, BUAEO, CTaTHYECKUX
¢aiinoB) Ha BcexX dTarax UxX KU3HEHHOTO IIHKJIIA.

3ana4y JUCLUIUINHBIL:

—0JO00OcBouTh (hyHIaMEHTAIbHBIE KOHLUENIIMA MYJIbTUMEIUHHON 0€30MacHOCTH — MOJAETH yrpo3s,
KpUnrorpaduio, creranorpa(uio u BOASHbIE 3HAKU, KaK 3TO TpeOyeTcss OOJBIIMHCTBOM MPOPUIBHBIX

KypCOB.

—[J Ipumensts DRM-niogxoapsl (KOHTPOJIb JOCTYIA, JTUIEH3UPOBAHNUE, OIPAaHUYECHHUE KOIHMPOBAHMUS)
JUTS 32U THI ABTOPCKUX TIPaB U MPEIOTBPAIICHUSI HECAHKIIMOHUPOBAHHOTO PACTIPOCTPAHCHUS

— WHTerpupoBath pelieHus B pealbHble pabouue MpoIecchl — OT MOTOKOBOTO BHJIEO 0 OOJauHBIX
XPaHWIHIILL,- YIUTHIBAsi KOMIIPOMHUCC MEXY Ka4eCTBOM, CKOPOCTBIO JJOCTAaBKU U YPOBHEM 3alllUTHI.

— PazpabarpiBaTh MONUTUKH OE30MACHOCTH MJiI CTaTHUYECKOTO BeO-KOHTEHTa (M300pakeHus,
JIOKYMEHTBI, MEua-apXuBhl): MH(PpPOBAHUE «HA TOKOE», KOHTpoJb menocTHocTH (hash-monamucn),

3anuTa oT hot-linking 1 MOHUTOPUHT MOMBITOK MACCOBOTO CKAYUBAHMUS.

2. Mecto nucuunnHbl B cTpykType OIIOII 6akanaBpuara

I_[I/IKJ'I, K KOTOPOMY OTHOCHUTCA NUCHUILIIMHA:

b1.B.18. «3amuTa MyapTUMeIMA JaHHbBIX,3alllMTa [TACCUBHOI'O KOHTEHTA B UHTEPHETE)

06.033 Cnenmanuct
1o 3aIuTe
uH(bopMauu B
aBTOMAaTH3UPOBaHHbIX
cuUcTemMax

B

Jnarnoctuka
CHCTEM  3allHUTHI
MyJIbTUMEIHNA-
KOHTEHTA u
pacupenenéHHbIX
web-xpaHuuii

6

AomuHuctpuposaHme  cpeacts | B/01.
DRM, cuctem undpoBbix BOAAHbIX | 6
3HAKOB W LWAO30B WKMGPOBAHUA

[A/1A NOTOKOBOrO BMAEo/ayamno
MOHUTOPUHT sawmiwénHoctn | B/02.
MynbTUMeAuna-pecypcoB (aHanus | 6
noros CDN, BbiaBneHune hot-
linking, BbiABNE€HME  MNOMbITOK
MaCCOBO BbIrPy3Ku)

AyauT cootseTcTBuA 3awmTHbIX | B/03.
MEXaHU3MOB TpeboBaHuAM | 6
3akoHopaTenbctea  (MNAH,  IP-
npaea) n KOpPMopaTUBHbIX
NONNTUK

YcTaHoBKa " HacTpoiika | B/0A4.
MO/annapatHbix HSM, cepsepos | 6
anuensnin - DRM-nnatdopm m
mogaynew OTC/IeKMBAHUA
KOMMPOBAHUSA

Ananus  yassumocTteir  cxem | B/05.
3aLLuThI MmynbTumeaua | 6

(cteraHorpadua, o6xog DRM,
atakm  «screen-recording») u
pa3paboTKka pekoMeHaaunm




CBa3b AHCHUIIJINHbI «38_H_IHT3 MVYJIbTUMCANA JAHHBIX, 3aI1IMTA TIACCUBHOI'O KOHTCHTA B
HHTCPHCTC
»
C MpeaAeCTBY OIMMNA JUCHAIVIMHAMA U CPOKH UX U3YYCHUS

Kon JIMCIUIITAHBL, MPEANIECTBYIONINE TUCIUTIINHE Cemectp
JTUCHUTLINHBI «3amuTa MyJIbTUMEINA JaHHBIX, 3aIUTa
MaCCUBHOIO KOHTEHTA B UHTEPHETE

»
b1.B./IB.04.01 Texnomoruu o0paboTKu HHPOPMAIIH 3

3. Pe3ysbTaThl 0CBOCHMS JUCHMILIMHBI (MOAYJIs1) «3amura My IbTUME A JAHHBIX, 3aIIHTa
IaCCUBHOI'O KOHTECHTA B UHTECPHETE»
[Tpouecc u3yyeHus TMCHUIUIMHBI HAallpaBJIeH Ha (OPMHUPOBAHUE SJIEMEHTOB CIIEIYIOMINX KOMIETEHIUN
B cooTBeTcTBUU ¢ PI'OC BO 1o jaHHOMY HanpaBIeHUIO:

Kareropus Kon "
K u ILnanupyemsle
(prHHa) HANMEHOBAHME o pe3yJabTaThl o0y4eHus no
HAaNMCHOBAHUC MUCIHMILINHE
KOMHeTeHmAKOMHeTeHuI/ll/I
i HHANKATOPA
JOCTUKCHUA
KOMIIETeHIIMH
[1IK-5 [1IK-5 - [IK- 51 3narte
Crocoben AHanusupyer yIpO3bI
_linkina | HOPMaTHBHO-IIPABOBYIO
IIPOCKTUPOBATH, ((jrégp?aTli;i:I’{Lel;O;g? ki ngl/;6a3y11)4 CTaHI[apTBII) SaIHIZTLI
BHEIPATD i P 1l onTenta: ©3-149, TOCT P
opMUPYET MOJECJIb YI'PO3 _
COTIPOBOKIATE PMHDPY YTP0O356939-2016 (6e3omacHast
JUTA MEMAILIATOPMBL.  paspadorka [10) u ISO/IEC
KOMILJICKC MEp [1K- 5.223001-7 «Common
3QUTHI PaspabaTbiBaet Encryption for MPEG-DASH
MyJIbTUMEINA- ApXUTEKTYPY 3AIUTHI
® APXHUTEKTYPY M IPUHIUIIBI
AaHHBIX  (CKBO3HOE 1P OBaHHe,DRKA-CI/ICTC}I’VIP%,WidEVine
JIMLIEH3UPOBAHNUE, ’




[1aCCUBHOTO
KOHTEHTA
VHTEPHETE

B

BOJISIHBIE 3HAKWU, TOKEHBI
JOCTYTa) U 000CHOBBIBACT

e€ BBIOOD

K- 5.3

[TIpoBoaut
TECTUPOBAHHE
amuimeéHHocty  (DRM-
bypass, MaccoBas
BBITPY3Ka, hot-linking) u
TOTOBUT OTYET c
PEKOMEHJAIUsIMU

PlayReady, FairPlay), nx
YIPO3BI ¥ OTPaHUYECHHUS

® METOBI cTeranorpaduu u
U(POBBIX BOJSHBIX 3HAKOB
IS TIOATBEPIKICHUS

MpaBOOOIATaAHS

Ymersn

dopmuposatb  moaenb
yrpo3 ans cepBucoB
XpaHeHWA/TpaHCAAUMM  Meana-

KOHTEHTa C Y4ETOM NMpaTCTBa U
MacCMBHbIX aTakK

noabupatb n
HacTpameatb DRM-nnatdopmbl,
CAS/KOHTeHT-nakepbl M Moaynu
NIMLLEH3NPOBAHMA NOA 334aHHble
dopMmaTbl N yCTpOMCTBA

BHEAPATb M TECTUPOBATb
BOAAHbIE 3HaKM n
cTeraHorpaduyeckme CXeMbl
(robust vs fragile) gna ayawuo-,
BMOEO- U N3006paKeHU

Baanern

cpeAcTBaMM YMAKOBKU U
wudposaHua (Shaka Packager,
Bento4, ffmpeg + HLS AES)

uHctpymeHtamm  DRM-
cepsepos u Cl/CD-npoueccamm
gennoa  nvueHsun  (Google
Widevine Cloud, Axinom DRM)

6ubanorekammn/SDK ana
UMIPOBbLIX BOAAHLIX 3HAKOB U
OTKPbITBIMK bpernmBopKkamum
cTeraHorpadpum (OpenStego,
SilentEye)

cpeacTBamm
MOHWUTOPUHTa " aHanmsa
ypHanos CDN/WAF (Cloudflare
Firewall  Analytics,
dashboards)

MNACCUBHbIX aTakK

security-

Aana  BblABAEHUA




4. CTpyKTypa M coJep:KaHue TUCIHIIMHBI (MOLYJIs1)
4.1. CTpyKTypa JUCHUIIHHBI (MOXYJIA)
OO61mas TpyA0EeMKOCTh AUCHUIIIMHBI COCTABIISET 2 3a4ETHBIX €IMHUL], /2 YacoB.

Ne ceM Buasbl yueO6Hoii padoThl, BKIOYAS DopMbI TEKYLIET0
/1 ecT | CAMOCTOSITEJILHYIO Pa0OTY CTYA€HTOB H | KOHTPOJS YCIeBaeMOCTH
p TPYA0eMKOCTh (B 4acax) (no neoenam cemecmpa)
®opma NpPOMeKy TOTHOH
Kounrakrnas CamocTosiTeJIbHA aTTecTamuu (10
pabora 51 pabora cemecmpam)
IBcer Plexn [[Tpakla6o dp.Bc [Kypce [[Toar |dpyr |Co6e Ko [[Ip [[Ip [[Ip [[IpoBjkypc
0  |uum  |rmue [paTo [BUIEEro|oBas OTOB ue  [celo [UIojoBejoBe|oBE|epKa [0Bast
HaumenoBanue pa3aesnoB
ICKUE€ [PHBIC bl pa60 [Ka KBHIbIBAHU KBHU[pKapKapKapnCce pa60
U TEM TUCHUIINHBI Baustpanstikon|  [ra(mppksa [camo e |y [reclko pe M [ra
(MoayJis) 156 S G V2D § 0EKT) MEHY [CTOSIT| roBHTp|pe MHBIX|(TIpO
IT. €J1bH OJIB[paT TBOP [EKT)
[pad oiipa H. [a [geck |ap.
oT 00THI pad|  mx
138 oT [pado
(T
BBEAEHME B My/ZibTUMedNa-
6e3onacHoCTb
10 12 10
DRM 1 BoAsHbIe 3HaKK 12
16 10
[MaccmBHbIE Yrpo3bl U ayaAuT
yre ya 10 12 15
Bcero 32 18 18
\Kypcosas paboma (npoexm)
[lo02omoeka K dK3aMeHy 10
OO6mas TpPyIOEMKOCTh, B [TpomexyToyHast
gacax aTTecTalus
Dopma
117 32 40 3
45 Bader
3ayeT ¢ OLEHKOM
DK3aMeH *




4.2. Copep:xanue TUCUMIIIMHBI (MOXYJIs1)

Ne n/m

HaumeHoBaHue MOayJisl, COiepKaHMe

Yacobl

1

Jlexkuun

BBG,ZICHI/IG B MYJ'IBTI/IMCI[I/Ia-6630HaCHOCTL

32

1.16

1.1-

JXu3HEHHBII MK  MEIMAKOHTEHTa,  PBIHOK
UpPaTCTBA, MOTHUBAIIUS aTaK

HopmatuBHo-ipaBoBass 6aza (P3-149, GDPR),
crarpaptel ISO/IEC 23001-7 Common Encryption

Apxutektyppl DRM  (Widevine, PlayReady,
FairPlay) u ux ponu

Kpunto-ocuoBer: AES-128, RSA/ECC, rubpuanbIit
OOMeH KJII0YaMH

[udposanue norokos: HLS + AES, MPEG-DASH
+ CENC

PobactHble 1 mosry-poOacTHbIE BOASIHBIE 3HAKU

Creranorpadus MeIruagaHHbIX

®dopeH3uKa U OTCIC)KUBAHUE YTEUEK

[TaccuBHbIe yrpo3sl: hot-linking, scraping

Vs3BumocTu BeO-margopm (OWASP Top 10)

[lakeTrpoBaHKE U JIUIIEH3UOHHBIE CEPBEPHI

MOHUTOPHUHT ¥ KypPHAIUPOBAHUE

[Tpon3BOAUTENBHOCTD VS O€30MaCHOCTh

Hogbie Bb30BbI: deepfake-yrpo3sl

AynuT 3aIUImEHHOCTH U TICHTECT

Hrorosoe 3ansitue

JlaGopaTopHbie paGoThI

ioN
o

JIP1.1

MopaenupoBaHue yrpo3 i MeIuariaThopmbl

JIP1.2

udposanue HLS-notok

JIP1.3

DASH CENC ymnakoBka

JIP1.4

PazBéprriBanue obmaunoro DRM-cepBepa

JIP1.5

PoOacTHBIN BOASHON 3HAK B BHIIE

JIP1.6

@parvwibHbIA 3HAaK U IETEKTUPOBAHUE MOIEITKH

JIP1.7

Hot-link protection na CDN

JIP1.8

Creranorpadus B OpenStego

JIP1.9

TectupoBanne OWASP Top 10 qs menuacaiita

JIP1.1

HNToroBbIli MUHU-TIPOEKT

e L R L R T L

CamocrosiTesibHas padora

45

CP1.1

[TpopaboTka yaeOHOTO MaTepuaia JeKIHi

10

CP1.2

[TonroroBka k 1abopaToOpHBIM paboTam

10

CP1.3

IloaroroBka k pY6C)KHOMy KOHTPOJIIO

15

CP14

Jlpyrue BUIbI CaMOCTOSTEIHLHON paboThI

10




5. O6pa3zoBare/ibHbIE TEXHOJIOTHHI

B nponecce npenonaBanus Moaysst HCIOIb3YIOTCS CIEIYIOIINE METO/IbI, CPEJICTBA U OOHOBIISIEMOE IPU

HE00XO0IMMOCTH MPOrpaMMHOE obecrieueHne HHHOPMAITMOHHBIX TEXHOIOTHIA:

— e-mail mpenoxaBarerns;

— DJEKTPOHHbIE y4eOHO-METOJMUYECKUE MaTepHallbl JJIsi 00ECIeUeHUs] CaMOCTOSITEIbHON paboThI
CTYJICHTOB;

— CHHCOK CaliToB B ceTH «VHTEepHET» JUIs TOUCKA HAYYHO-TEXHHUECKON MH(OpMAIIUK 10 pa3aeiiaM
JUCIUIINHBI,

— TAKeThI MPUKJIAIHBIX IPOrpaMM, Harpumep, pytorch.

6. YueOHO-MeTOqHYeCKOE ODecrieueHne CaMOCTOATEIbHOH padoThl cTyAeHTOB. OLeHOYHbIe
cpeAcTBa JIsl TEKYNIero KOHTPOJSI YCIEeBAeMOCTH,IIPOMEKYTOYHOH aTTecTAllMU IO HMTOram
OCBOCHMS JUCIUIINHDI.

Jlnst obecriedeHus CaMOCTOATEIbHOM PabOThI CTYA€HTOB 110 Moo c(hopMHUPOBAH METOIMUECKUI
KOMILJIEKC, BKITIOYAFOIIHI

B ce0sl ceayronme yueOHO-MeTOIMIECKIEe MaTePHAaIb:

1. ITporpamma Kypca.

2. YueOHUKHU U yueOHbIe mocoOusl.

3. Cnmcok azpecoB caiiToB B MH(YOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTH «/HTepHeT» (nanee

— ceTb «VHTEpHET»), cozlepKALIMX aKTyaJIbHYI0 HHbOpMaIuio 1o 61okam Momyis.

bubnuorpaduueckue cchlIKM Ha yuyeOHbIE H3aHUs, BXOAAIINE B METOIUUECKUN KOMILIEKC, IPUBECHBI B
HepeyHe OCHOBHOM U IOTIOJHUTENIBHOM yueOHOIl TuTepaTypsl, HEOOXOJUMOM 171 OcBOeHUsI Moy
(pazmen 7).

K nonomHuTEeNpHBIM MaTepuaiaM TaKkke OTHOCUTCSA NepeYeHb pecypcoB ceTH «VHTepHeT»,
PEKOMEH/TYEMBIX JIJIs1 CAMOCTOATENbHON paboThl mpu ocBoeHur Moyt (paszen 7). CTyAeHThI HOTy4atoT
JIOCTYH K YKa3aHHBIM MaTepHaiaM Ha epBOM 3aHATHH 110 Momyo.

7. YueOHO-MeTOAMYECKOE U MaTepHaJIbHO-TeXHUYEeCKOoe ol0ecreyenune
AMCUUIIMHBI(MOAYJIs1)

7.1. Y4eOnas qureparypa:

OcHoOBHas1 IMTEPaTypa M0 MOJYJII0

1. MammnHoe obyuenue. Hayka U MCKyCCTBO MOCTPOEHHUS AJITOPUTMOB, KOTOPBIE U3BIIEKAIOT
3HaHus U3 naHHbIX. [lerep ®nax. IMK Ilpecc. 2015.

2. TI'my6okoe obyuenue. [lorpyxenune B Mup HelipoHHbIX ceTeit Hukonenko Cepreit Uropesuuy,
Kanypun A. A. | Hukonenko Cepreii Uropesuy, Kagypun A. A.

3. O6yuenue c nonkperienneM / Carron Puuapa C, bapro Dunpro I'., IMK Ilpecc, 2020.

JlonoJTHUTeIbHbIE y4eOHbIe MATePHAJIbI
1. OcHOBBI HCKYCCTBEHHOTO HHTEIIEKTa : yuyeOHoe nocodue / E.B.boposckas, H. A. JlaBbiaoBa. 4-¢
u311.,971eKTpoH. M.: JIabopartopus 3Hanuit, 2020. 130 c.

2. HckyccTBeHHBIN HHTEIUIEKT ¢ ipuMepamu Ha Python. xommullpatuk. Bumesme. 2019.

3. Ipuxmnagnoe mammHHOe oO0ydenue c¢ nomoibio Scikit-Learn, Keras u TensorFlow: konnenmumu,
MHCTPYMEHTBl M TEXHUKH JJI CO3JaHUS HHTEJUIEKTyaJlbHbIX CHCTEM , 2-€ U3JaHHe.
KeponOpenben. Inanextuka-Bunbssame. 2020.

Xenpuk bpunk, Jxo3ed Puuapae, Mapk desepond «MammuHoe oOyuenuey, [Tutep 2017.
5. Kak yunrtcs mammHa: PeBomtonus B 0611aCcTH HEHPOHHBIX ceTell U rirybokoro o0y4yeHus. Sx JlekyH.
Ansnuna PRO. 2021.

B



6. I'pokaem rirybokoe oOyuenue. Duapro Tpack. [Turep. 2019.
O6yuenue ¢ noakperienueM Ha PyTorch. Coopnuk penienitos. KOcu Jlro. JIMK Ilpecc. 2020.
8. https://spinningup.openai.com/en/latest/

~

7.2. UaTepHeT-pecypchbl

[IpumepHBIii IepeueHb PECypCcoB CETH «MHTEPHET», PEKOMEHIYEMbIX IIPH OCBOCHUH MOIYJIS

1. Open Machine Learning Course (https://mlcourse.ai)

2. Beenenue B mammHHOe o0yuenue ot «Bioinformaticlnstitutey
(https://stepik.org/course/4852/promo )

3. Criennanu3anysi MammHHOE 00y4YeHHE W aHAJIU3 JaHHBIX OT «MOCKOBCKUH (H3HKO-
texHuueckuid mHCTHTYT» (https://ru.coursera.org/specializations/machine-learning-data-analysis)

4. [Tnatdopma i npoBeaenus copeBHoBanumii mo DataScience( https://www.kaggle.com

)

7.3. IlporpammHoe obecneueHue:
— Microsoft Windows 7, Windows 8, Windows 8.1, Windows 10
— Microsoft Windows server 2003, 2008, 2012, 2016

Microsoft Office 2007, 2010, 2016

— Awnrusupycnoe [10 Kaspersky endpoint security

— CunpaBouHo-nipaBoBas cuctema “I'apant”

7.4. MaTepuajJbHO-TeXHHYECKOe o0ecrneyeHue
Onucanue MaTepraIbHO-TEXHUYECKOH 0a3bl, HEOOXOAMMOI 11l U3yYEeHHS MOLYJIsI

HepequL MAaTCPHAIIbHO-TCXHUYCCKOI'O obecneyeHus MO,Z[y.]'IH

Ne ni/m| Bup 3ansiTuit Bun u HaumeHoBaHuE 000py10BaHUS

1 |JlekuvoHHble  |AyAMTOPHUM C  MYJbTUMEIUNHHBIMU  CpPEACTBAMM, CpPEIACTBAMH
3aHATUSA 3BYKOBOCIIPOU3BEIACHUS M HMEIOIIME BBIXOX B ceTb «lHTEpHETY.
[Tomemienust A MpOBEACHUS ayAUTOPHBIX 3aHITUH, 000py/IOBaHHBIE
yueOHOI MeOeInbIo

2 |Jlabopatopubl |KOMIBIOTEpHBI KJIaCC € KOMIUIEKCOM MPOTPAaMMHBIX CpEICTB,

€ paboThI MO3BOJISIIONIMX KaKAOMY CTYIEHTY pa3padaTeiBaTh IPOTPaMMHBIC
pain3anuu MPakKTUICCKUX 3aaa4 B XOJC BbIITOJTHCHHA J'Ia60paTOpHBIX
pabot
3 |CamocrositensH |bubmmoreka, nMeromas padodne mMecra Jjsi CTyIEHTOB. AyIUTOPUH,
ast pabora OCHAII[CHHBIE KOMIIBIOTEPAMH C IOCTYIIOM K ceTH «HTepHeT»
4 |IIpakTuka KoMmbroTepHbIif  KJacc ¢ KOMIUIEKCOM IIPOTPAaMMHBIX — CPEZICTB,

MO3BOJISIIOIIMX KaXJIOMY CTYAEHTY pa3palaThiBaTh MpPOrpaMMHBIE
pean3anuy MpakTUYECKUX 337a4 B X0JI¢ BBIMOTHEHUS Ta00PaTOPHBIX
pabort



https://spinningup.openai.com/en/latest/
https://mlcourse.ai/
https://stepik.org/course/4852/promo
https://ru.coursera.org/specializations/machine-learning-data-
https://www.kaggle.com/

PaGouas nporpamMma TUCHMIUIUHBI «3aIIMTA MYJbTHMEINA TAHHBIX, 3a1IIUTA
NACCUBHOI0 KOHTEHTA B MHTEPHETE» COCTaBJIEHA B COOTBETCTBUU C TPEOOBAHUSIMU
dI'OC BO no namnpasnenuto noaroroBku 09.03.02 «MudbopmanrioHHbIe CUCTEMBI U

TEXHOJIOTHIY, YTBEPKIECHHOTO TIPUKa30M MUHUCTEPCTBA 00pa30BaHUS U HAYKU

Poccutickoit @eaepammm ot « 19  » cenTsops 2017 1. Ne 926(pen.8.02.2021).

[IporpamMmmy cocTaBuiu:
K.menmar.Hayk, crapmuii mpenogaBarens kKadeapbl «MHGOpManMOHHBIE CHUCTEMBI U
TEXHOJOTUN» AXUros A.M

[Iporpamma omgoOpena Ha 3acemanuu Kadeapbl «HMHPopMalMoHHBIE CHUCTEMBI U
TEXHOJIOT UM

ITporokos Ne 6 ot «03» maprta 2025 rona
[Iporpamma ogo0peHa Y4ueOHO-METOJIUYECKUM COBETOM  (PU3UKO-MATEMATUYECKOTO
bakynbTeTa

[IpoTokon Ne7 ot «13» mapra 2025 rona



CBeleHnsi 0 mepeyTBep:KIeHUM NPOrpaMMbl HA O4YepedHOH Y4eOHbIH ol M PperucTrpanuu
H3MeHEeHU

VYuebnsiii | Pemmenue kadenper Buecennble M3MeEHEHUs IToanuce 3as.
roj (Ne mpoTokomna, mara) Kadeapou




[Ipunoxenue

®OH/I OLIEHOYHBIX CPEJACTB JUCHUIIUHBI (MOLY.JIST)

b1.B./IB 04.01 3ammTa MyJbLTHMEIMA TAHHBLIX, 3AIIATA NACCHUBHOT0
KOHTEHTA B HHTEPHETE

HanpasJieHue moaroTroBKu
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OINMCAHUE MOKA3ATEJIEM U KPUTEPUEB OLIEHUBAHMUSI
KOMIIETEHIIUM HA PA3JIMUHBIX DTAIIAX UX ®OPMUPOBAHMWSI,
OINUCAHHME HIKAJI OHEHUBAHMUA

®onn oneHouHbBIX cpeacTB (POC) nmpegycMaTpuBaeT cleayroliee:

OIMCaHKME KOMILIEKCa MoKa3aTesell — JeCKpUITOPOB OCBOCHUSI KOMIIETCHIIUN B BUJIE
PE3yNbTaToOB 00y4YEeHHUsI, KOTOPHIE CTYIEHT MOXKET IMPOJEMOHCTPUPOBATH (

(Tabnuua 1). s KOHTPOIIS JOCTUKEHUS KaX10I0 U3 HUX [IPELYCMOTPEHBI OLIEHOUHBIE
CpPEICTBAa B BHJIE BOIPOCOB, 331aHUH U T.J1.;

0003HaYCHNE KPUTEPUEB — IIPABUII IPUHATHS PEILICHUS 110 OI[EHKE JOCTUTHYTHIX
pe3ynbTaToB 00ydeHHs M CHOPMHUPOBAHHOCTH KOMITETCHIINH.

Hanpumep, B kauecTBe 1kaibl olleHnBaHus npuHuMaercs 100-0anbHast cucteMa C BbIIEIIEHUEM
(rpagarueii) OLEHOK:

PeiiTuHr Onenka Ha
3ayere
85-100
71-84 3auer
60-70
0-59 Hezauer

THUITOBBIE KOHTPOJIBHBIE 3ATAHUS NJIN UHBIE MATEPUAJIBI,
HEOBXO/JMMBIE J1JIs1 ONEHKHA 3HAHWI, YMEHUH U (MJIW) ONIBITA
JAEATEJIBHOCTH, XAPAKTEPU3YIOIIUE 3TAIIbI ®OPMUPOBAHUA

KOMIETEHIIUM B MTPOIIECCE OCBOEHUS OBPA3OBATEJBHOM

IHPOI'PAMMBI

BrinyckHuK, OCBOMBIIMN 0Opa30BaTENbHYIO MPOTpaMMy, JOJDKEH 00J1aaaTh
npodeccrnoHaTbHBIMI KOMITETEHITUSMU 10 TEMATHUECKUM MOJYJISIM IIPOTPAMMBI:

Kon |HammenoBanue P3ynbTarsl 00yueHus

TEMaTH4ECKOI 0
MOJTYJISI




Bsenenue B

HCKYCCTBCHHBIN
HUHTEJUIEKT 51
OCHOBHEIE METOIbI
MAIIMHHOTO O0y4YeHUs
TUTS paboThI C
TaOJIMYHBIMA
JTAHHBIMH

3HaHus:

— TEOpeTHYeCKHWEe OCHOBBI aHAJIM3a JAHHBIX U MAaUIMHHOTO
o0Oy4eHus;

— crnenuduka paboThl AITOPUTMOB MAITMHHOTO O0YYEHUSI.

Ymenus:

- NpPUMEHEHHUE METOJI0B MAIIMHHOTO 00Y4YeHHUs, TOJArOTOBKA
JAHHBIX W UHTEPIIPETAIHSI PE3YJIbTATOB.

HaBbiku (ONBIT AeSITEJIbHOCTH):

- HHTEpecyeTcs HOBBIMU TpPeHIaMHU B CBOCH
npodeccunoHaNbHOM OTpaciu, pacCMaTPUBACT UX C TOUKH
3peHUs IPUMEHEHUS B CBOCH JESATEILHOCTH,

- OLIEHUBaET MIPUMEHUMOCTh aJICOPUTMOB,
BO3MOXXHBICPUCKH ¥ TIOCIEACTBHUS OIIMOOK, HAXOIUT
ONTHUMAaJbHBIEpEIIeHUs A1 pabounx 3a1a4

Cucremsl r1y0OKOro
oOyueHus

3HaHus:

- MOPUHIUIBI 00yYeHUs U IPUMEHEHUs! HEHPOHHBIX CeTeHl.

- ApPXUTEKTYpPHI INIYOOKUX HEUPOHHBIX CETEH, TPUMEHSIEMBIX
B peuieHuu MPaKTUYECKUX 3a1a4
CBSI3aHHBIX C AHAJIN30M U300paXKEHUI U TEKCTOB;

Ymenus:

- HACTpoWiKa HEOOXOIWMOTO OKpYKEHHUsS i pabdoTHl ¢
HEUPOHHBIMU CETSIMHU.

- IpUMEHEHUue " J000y4YeHHenpea00yuyeHHbIX
HEHPOHHBIX CETEeH U3 TOCTYIMHBIX OMOIUOTEK

HaBbIkHU (ONBIT AeSITEJILHOCTH):

- BIAJACET HABBIKOM TMPOBEACHUSA  IMOJHOIO  LHUKIJIA
BBIYHUCIUTENBHOTO  3KCIIEpUMEHTa, OTpPa)XKeHHsl Xoja
BBIIIOJIHEHUSI TPOEKTa U TMOJYYEHHUS pPE3yJbTaTOB B
OTuYeTax M JOKYMEHTAIIHNH;

- BIQJACET HABBIKOM HCIOJb30BAHMUS  CYIIECTBYIOIIMX
MpOrpaMMHBIX ~ OMOTMOTEK W MOJENEH, CO3aHUs
MPOrPaMMHBIX peanu3annii TTyOOKUX HEHPOHHBIX CETel




OOyuenue c 3HaHuA:

MOAKPEIICHUEM - TEOPETUYECKHUE OCHOBbI M QJITOPUTMBI OOYYEHHS C
MOJIKPEIITICHUEM;

- nOpuMeHeHHue OOy4deHUs C  MOAKpPEIJICHHeM Ul
MIPaKTUYECKUX 3a/]au.

YMenus:

- BBIOOp W peanu3anus AITOPUTMOB  OOy4YeHHsS C
MOJIKPEIJICHUEM C Y4ETOM creluUKU 3a/1a4u

- ajanTanmus M HacTpPOMKa aJIrOpuTMOB OOy4YeHUS C
MOAKPEIUVIEHUEM TI0]1 OIPEJIETICHHYIO CPENy.

HaBbIkH (ONBIT J€eSITEJILHOCTH):

- UHTepecyercs HOBBIMU TpeHJaMu B cBOeH
poeCCUOHATIBHON OTPaCiii, pacCMaTPUBAET UX C TOUKH
3pEHHUs] IPUMEHEHUS B CBOEH 1€ATEIIbHOCTH;

- BJIaJEET HaBBIKOM MHCIIOJIb30BaHMUS  CYLIECTBYIOLIUX
MPOrpaMMHBIX ~ OMOMMOTEK W MOJENel, CO3/JaHud
MPOrpaMMHBIX peaju3aluii Ha OCHOBE aJITOPUTMOB
o0yueHus C MOJKPETICHUEM

CpenctBa aisi OLEHKH Pa3iIMYHBIX ypOBHEH (HOpMUPOBaHMS KOMIIETECHIIMHA IO KaTErOpUsSM
«BHATh», «YMETbY», «BIAJCTh» 00ECIEUMBAIOT PEATU3AINI0 OCHOBHBIX MPUHIIUIIOB KOHTPOJIA,
TaKuX KaK 00BEKTUBHOCTh u HE3aBUCUMOCTb, MIPaKTUKO-OPUEHTUPOBAHHOCTD,
MEXIUCHUTITMHAPHOCTb.
C yderom 3TOro KOHTPOJIbHBIE BOMPOCH (3a1anusi, 3a1aun), Bxoasmue B ®OC, nnst pa3inuHbIX
KaTeropuil 1 ypoBHE OCBOCHMSI KOMIETEHIIUIA MOTYT UMETh CIEAYIOINUNA BUI.
3HATD Ilpumepsbr:

1. Twumbl 33124 MAIIMHHOTO OOYYEHHS U KJIACCHI AITOPUTMOB, K HUM NIPUMEHSIEMBIE.

2. OcHOBHBIE HAaNPABJICHUS PA3BUTHS UCCIIEIOBAaHUN B OOJIACTH CUCTEM UCKYCCTBEHHOTO
MHTEJUIEKTA.
3. Teopernueckue OCHOBBI AITOPUTMOB MAITTHHOTO OOY4EHUSI.



YMETD Ilpumepsbr:

1. [ToAroTOBUTH JaHHBIE K HCTIOIB30BAHUIO aJITOPUTMA MAIIMHHOTO O0y4YEHHUS.

2. OueHuBaTh Ka4€CTBO PEIICHUNA CHUCTEM MAIIMHHOTO O0Y4YEHUSI.

3. AJlanTHPOBATh AITOPUTMBI MATUHHOTO OOYYCHHS K PEIICHUIO TPAKTUYECKUX
3aj7ad4.
BJAJIETD Ilpumepsbi:

1. Metoponorus pa3paboTKH pemeHN MAIIMHHOTO O0yYEeHHUS.

2. [Tpumepsl MPaKTUUECKOTO MPUMEHEHHS apXUTEKTYP HCKYCCTBEHHOTO
WHTEJIICKTA.

3. MeTo1pl OHJIAWH TECTUPOBAHUS PEIICHUI MAIIMHHOTO O0yUYEHUS.

METOAAYECKHUE MATEPUAJIBL, OIPEAEJAIOMUE ITIPOUOELYPbI
OIEHUBAHMUSA 3HAHUU, YMEHUU U (UJIN) OIIBITA JEATEJIBHOCTU,
XAPAKTEPHU3YIOIIUE 3TAITbI ®OPMUPOBAHUSI KOMIETEHIIA

[Tpumepsl (MakeTbl) METOAMYECKUX MATEPHAIIOB, ONPEAEIAIONIUX MPOLEAYPbl OLICHUBAHUS
3HAHUM, yMEHUH U (UJIK) OTbITA AEATENbHOCTU

HaunmeHoBanue Kparkas xapakrepucTuka IIpeacraBienue
OLICHOYHOI'0 OLICHOYHOI0 CpPe/ICTBA OLICHOYHOI0 CPe/ICTBA
cpeacTBa B (poHe
Texymui KOHTPOJIb CpencTBo IpoBEpPKU OCBOEHUS KowmrmnexTs! 6uiieros
yCIIEBaEMOCTH YPOBHEH «3HATBHY», KYMETb)» (3aanwuii)
KOMIIETEHIUI
KommniekT 01J1eTOB (MpUMeEPHBIi)
buner 1.
11 baitecoBckuii knaccudukarop. Onenka npusnakon (Gaussian, Bernoulli,
Multinomial). EM anropurm.
12 Knactepuzanus. kMeans, kMeans++, MeanShift, DBSCAN.
buner 2.
2.1 Amncam6m. Soft and Hard Voting. Bagging. Ciy4aiinslii jiec.
2.2 Metpuueckuil KaccCupuKaTopsbl.
KNN. WKNN.
buner 3.
3.1 JIuneitnas perpeccus. LASSO, LARS. CART.
3.2 Jepesbst pemiennii. MTudopmanmonusiii BeUrpsiml. OniOka
KJaccupukanum, sHTponus, kpurepuit Jpxunu. [IpyHuHr.
buner 4.
4.1 I'moGanbubii mouck. Coydaiinbiii mouck. Gridsearch. Cnyuaiinoe
omyxnanue.baiiecoBckas onTUMu3aLus.
4.2 Jlunetinas perpeccus. [lommHomMuanbsHas perpeccust. [ peOHeBas
perpeccus.
buer 5.

51 AdaBoost. I'panueHTHBIN OYCTHHT pemIalomuX IePEBhEB.
5.2 Knacrepuzauus. AgglomerativeClustering. MeTpukH KJ1acTepH3alHH.

buier 6.



6.1. Ouenka knaccudukanuu. ppexruBaocts 1o [lapero. Precision-Recall u
ROC xpussie. AUC.

6.2 Heiiponnsie cetu. [lepnentporPo3zenbnarra. ObpaTHoe
pacrpocTpaHeHue rpaaueHTa. @yHKIuM aktuBauu. Softmax.

buner 7.
7.1 Jlokanpubiii  mouck. HillClimb wu ero pasHoBugHocTH. OTXWT.
I'eneTnueckuit
AITOPUTM.
1.2 MeTtoa onmopHBIX BEKTOPOB. Sapa.

Ilepeyensb JadopaTopHBIX padoT (MPUMEPHbIA)

O0mme pekoMeHAAIUH K J1a00paTOPHBIM padoTaM: Ul pa3HbIX YPOBHEH MOATOTOBKU
CTYZICHTOB MOKHO HCIOJIb30BaTh PAa3HYIO [NIYOUHY peaau3aluy pemeHus. Tak, 11 CTyIeHTOB
HETEXHUYECKUX CIIEUAIbHOCTEN 3a/1aHne MOKET 3aKJII04YaThCsl B IPUMEHEHUH FOTOBBIX
METO/I0B 13 OMOJIMOTEK WK 3aII0JHEHUEM MIPOITYCKOB B MporpaMmax, rje 0ojbiias 4acThb
HOATOTOBJICHA MpernoaaBareneM. s cTyJeHTOB TEXHUYECKUX CHEeNNaIbHOCTEH 3a1aHue Oyaer
3aKJII0YAThCs B peasln3alliy aJrOpUTMOB 0€3 HCIOIb30BAHUS TOTOBBIX PEIICHUI.

JIP1.1 Meroasl pabotbl ¢ Ttabnumamu B Python. Arperanmus u Busyanuzaius JaHHBIX.
HpOBGI{GHI/Ie MEPBUYHOIO aHalIn3a JaHHbIX.

[lenu: uzydeHwe MeTon0B padOTHl ¢ JaHHBIMU B Python u mpoBeneHue mepBUYHOrO aHaIM3a
JaHHBIX.

3anmanue: 3arpy3ute aaraceT B pandasparadpeiim. BoiBequTe oCHOBHBIE MapaMeTphbl JlaTaceTa.
Onpenenure, CKOJIBKO B JaTaceTe CllydaeB OTCYTCTBUS NpuU3HAKOB. OIpenenuTe, CKOIbKO
MPU3HAKOB SBISIOTCS KaTeropuajgbHbIMU. BusyanusupyiiTe pacnpefeneHue NpU3HAKOB 0
KJ1accaM. Buzyanusupyite 3aBUCUMOCTb MEXIY MPU3HAKAMH.

JIP1.2 Ucnonb3oBaHue U cpaBHEHUE anroputMoB kiaccuukanuu: kNN, pemaromniie aepeBbs U
UX aHCaMOJIH, JIOTUCTHYECKAas perpeccusi.

Llenu: mpuMEHEHNE U OIIEHKA AJITOPUTMOB KJIACCHU(UKAIHH.

3ananue:

Paznenute maracer Ha oOydaromMii M BaTUIAIMOHHBIA C COXPAHEHHEM MPOIMOPIUN KIIACCOB.
Knaccugunupyiite Touku u3 1atacera ¢ noMolsio anroputMoB kNN, Joructudeckoil perpeccun,
CART, cayuaitHoro neca, CatBoost. [Togbepurte mydiire mapameTpsl aITOPUTMOB CIIOMOIIIBIO
BaIUJAIMOHHON BBIOOpKH. CpaBHHMTE BpeMs pabOThl aJrOpUTMOB U 3aBUCUMOCTH OT
npeoOpaboTKU JaHHBIX.

JIP1.3 Hcnonb30BaHKuE U OLIEHKAa alropuTMOB perpeccuu. Ilogdop onTuMaibHBIX MapamMeTpoB
perpeccum.

[{enu: u3ydeHue aJropuTMOB PETPECCUN.

3agaHue:

[TpumenuTe MeTO TMHEHHON perpeccu AJis pelieHus 3a1a4m Ha natacere. JlobaBbTe B 1aTacer
MOJIMHOMUAJTbHBIE TTpu3Hakh. [[00aBisiiTe Mpru3HAKK MTOKa HE YBUAUTE TIEpeoOyUeHrne Ha
BanuganMoHHomaaracere. [Ipumenure rpebHeByto perpeccuro 1 LASSO, uroObl n30aBUTHCS OT
nepeooy4eHus.

JIP1.4 OntumuzanunoHHbIE 3a7auv W uX pemeHus. [lombop rumepnapameTpoB ajaropuTMa c
MIOMOLIBIO METOJOB ONTUMU3ALIHU

HCJ'II/IZ HU3YUCHUC aJITOPUTMOB PCHICHUA ONITUMHU3ALIMOHHBIX 3a1a4.

3aganue:



1. OnTuMmu3upyiTe [UIHHY MapiIpyTa B 3aJa4e KOMUBOSDKEPA C MTOMOIIBIO aITOPUTMOB
hillclimb, omxura u reHeTHYECKOTO aNropuT™Ma. BRIBEIUTE MOYIUBIITUICS TTYTh B €T0 IJUHY.

2. OnTuMu3MpyiTe THIIEpIIapaMeTphl aIrOpUTMa MAIIMHHOTO 00yUYeHHs (Ha BHIOOP) C TOMOIIBIO
CIIy4aliHOTO TTOMCKA, ITOMCKA IO pemieTke, anroputMa hillclimb, renernueckoro aaropurma.

JIP2.1 Knaccudukanus n3o0pakeHuii 1 TpaHchepHoe o0ydeHue.

[enu: u3ydeHre METOI0B TITyOOKOTO 00yUYEeHHUS ISl pa0OThI ¢ U300pAKEHUSIMHU.

3aganue:

3arpy3uTe JaraceT W CO3JaiTe HUTeparop A MOJEIH TIyOOKOro oOydeHus. 3arpys3ure
npenoOyuennyro Ha ImageNetcBeprounyio cetb (AlexNet, VGG unu ResNet) u nobaBbTe K
backbonenonaHocBs3HbINM cnol st o0ydyenusa. OOy4unTe HEHPOHHYIO CETh Ha, BU3YaJIH3UPOBAB
rpaduk (QYHKIMU MOTEPh Ha OOydaromied W BaJIMIAIIMOHHON BbIOOpKe. Peanm3yiite Momyinnb
NpUMEHEHHS HEMPOHHOM CeTH K JaHHBIM, IIPOBEPHTE KAUe€CTBO O0YUYCHHS Ha TECTOBOM BBHIOOPKE.

JIP2.2 PaboTta ¢ TekcTaMu U UX BEKTOPHBIMU NpeacTaBieHusmu. Lenu:

U3y4eHHe MoJiesIel BEKTOPHOI'O MPEICTaBIECHUS TEKCTOB. 3a/laHKe:

Ckauaiite npegoOy4eHHbIe BeKTOpa i cioBaps. C OMOIIBIO JII000Tro KiaccupukaTopa
mammaHoro odyuenus (kNN, SVM, CatBoost) knaccudunupyiite TEKCThI U3 AaTacera Mo
cyMMe BeKTOpoB cioB. Kiaccuunupyiite Tekctsl ¢ nomouipio LSTM cern.

JIP3. 1 Ilpumenenne Q-Networks /i pemeHns IpOCThIX OKPYKEHHIA.

Lleny: n3yyeHne NpruMeHEHUSI 0OYUSHHUS C MTOJKPEIUICHHEM JUTS PELICHUH 33124 KOHTPOJIS.
3aganue:

OO0yuuTe NpocTyro NOJHOCBA3HYI0Q-ceTh 1M pemeHus okpyxxenus LunarLander.

[Tponienypsl olLieHUBaHMs 3HaHUM, yMeHUH, (GOpMbl M OpraHu3anus TEKYILEro KOHTPOJIA
yCIIEBAEMOCTH M MPOMEKYTOUHOMN aTTeCTalluy O0y4YaroLXCsl

Texkymui KOHTPOIb YCIEBAEMOCTH M INPOMEXYTOYHAs aTTecTalus CTYACHTOB BEAETCS B
coorBeTcTBUM C IlonokeHHeM O TEKylmeM KOHTPOJE YCIEBAEMOCTH M INPOMEKYTOYHOU
aTTecTaliMi o0pa3oBaTeIbHONW OpraHU3aH

Texkyuuii KOHTPOJIb YCIIEeBAEMOCTH

Monyns aenutcs Ha aBa Osoka. Kaxnplii 06510k BKItoyaeT B ce0sl M3ydeHHE 3aKOHYEHHOTO
paznena, yactu Mopyis.

Texymumii KOHTPOJIb 0 MOAYIIO OCYILECTBIIAETCS [0 KaJeHJapHOMY yueOHoMmy rpaduky. Cpoku
KOHTpOosIbHBIX MeporpusaTiii (KM) u cpoku noaseaenust UToro no Moyt oToOpakaroTcs B
pabounx ydeOHBIX MIaHax Ha cemecTp. CTYAEHT JOJDKEH BBINOJHUTH BCE KOHTPOJIbHBIE
MEPOIIPHUATHS, IPELYCMOTPEHHbIE MOAYyIEM K YKa3aHHOMY CPOKY, IOCJIE YEro MpenoaaBaTellb
IpOCTaBIsieT OasIbHbIE OLEHKH, HAOpaHHBIE CTYJIEHTOM IO pe3yJibTaTaM TEKYIIEro KOHTPOJIS
ycreBaeMocTu no Mojysto.

KoHTponbHOE MEpONpUATHE CUNTAETCSI BHIIIOJHEHHBIM, €CJIN 32 HETO CTYAEHT IIOJIy4nJ OLIEHKY B
Oamax He HM)KE MUHMMAJIbHOM OILIEHKH, YCTAHOBJIEHHOM IpOrpaMMoil MOJIyJis MO JTaHHOMY
MEPOIPHUSATHIO.

CryneHTsl, HE CHABIIME KOHTPOJIBHOE MEPONPHATHE B YCTAHOBJIEHHBIM CPOK, MPOJOJIKAIOT
paboTaTh HaJl HUM B COOTBETCTBHE C MOPSJIKOM, IPUHATHIM 00pa30BaTeIbHON OpraHu3aIuei.
IIpomeskyTOoUuHAs aTTecTALMS

DopMOH TPOMEKYTOUHOM aTTecTaluy 10 MOIyIIIO SIBIAETCS 3a4erT.

OuenuBanue Mopayns Benercs B COOTBETCTBUU € [lojlokeHHEM O TEKyIIeM KOHTpOJe
YCIIEBAEMOCTH U MTPOMEKYTOUHOM aTTECTAIlMM CTYJACHTOB 00pa30BaTeIbHOM OpraHu3alny.
Hanpumep, MeToAMKA OLIEHKH 110 PEHTHHTY

CryneHT, BBINOJIHUBIIMM BCE NMpelyCMOTPEHHbIE y4eOHBIM IJIAHOM 33JaHus U CHABIIUI Bce
KOHTPOJIBHBIE MEPONPHATHSA, IIOJIy4aeT HUTOTOBYIO OLEHKYy 10 Monaymo 3a ceMecTp B
COOTBETCTBUU CO CIEAYIOLIEH IIKAJIOM:



PeiiTunr Onenka Ha 3a4yeTe
85-100
71-84 3aueTr
60-70
0-59 Hesauger

Petitunr crynenta mo Moyito 3a ceMecTp OmpeenseTcs Kak cyMMa 0ayuioB, IOMyYEeHHBIX UM
3a Bce 06510k Moynst, 1 0ajioB 3a MPOMEXKYTOUHYIO aTTeCTaliio. MakcuMalnbHOe KOJTHYECTBO
6aiutoB 3a Moaynb B ceMecTpe ycTaHaBiuBaeTcst paBHbIM 100



