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Pabouas nporpamma aucuumiuael «be3onacnocts ACY TII» coctaBnena B co-
otBercTBUM ¢ TpeboBaHusiMu GI'OCBO mno namnpasienuto nmoaroroBku 09.03.02- «H-
(GbopMallMOHHbIE CUCTEMbl U TEXHOJOTHU», YTBEPKICHHOIO MpUKa3oM MUHHCTEpPCTBA
oOpazoBanus u Hayku Poccuiickoit deneparum ot « 19 » centadps 2017 r. Ne 926.

IIporpammy cocraBumnu:
accucteHT Kadenpsl «MHpOpMaAIMOHHBIE CUCTEMBI U TEXHOJIOTUNY  YTypuneBa M. A.

[Iporpamma onobpena Ha 3acenanuu kadenpsl «HPOpMaIMOHHBIE CUCTEMBI I TEXHOJIO-
THI»

ITporokos Ne9 ot «20» mas 2024 roga
[Iporpamma ogoOpeHa YueOHO-METOIUYECKUM COBETOM (PU3MKO-MaTeMaTHIeCKOro ¢a-
KYyJIbTETA

[Tporokosn Ne 9 ot «22» mas 2024 rona



1. leau u 3agaun ocBoeHust AucuuIinabl «be3onacHocts ACY TID»

OcHoOBHO# 1eNbl0 M3ydyeHus aucuuruinabl «be3zonacHocte ACY TID» sBusercs
dbopMupoBaHUe y 00YJarOIerocsi KOMIETeHUIUH] Jis CIASIYIOIINX BUOB JIEATEIBHOCTH: -
MIPOEKTHAs; - OpPraHU3alMOHHO-yIpaBJIEHUECKas. 3ajgadya JUCUHUIUIMHBL «O0ecrnieueHne
uHpopmarmonnon 6ezonacHoctd ACY TID» — nosydeHre 0OCHOBOMOJIAralouX 3HaHUN
0 MeToJiax obecrniedueHust 6e30macHOCTU UHGOPMAIIMKM Ha Pa3IUYHBIX 00BEKTaxX 3a CUeT
PYKOBOJSIIMX U HOPMATUBHBIX IOKYMEHTOB, a TaK K€ BHYTPEHHUX JOKYMEHTOB OpraHu-
3alli, ¥ 0 KaHalax YTeUYKH 3aluiaeMoi nH()OpMAaLIUK.

[enbro Kypca sBIs€TCS U3yUYEHUE:

- OCHOBHBIX HaIIpaBJICHUHN NEATEILHOCTH MO oOecmeueHnio OezomacHoctd ACY
TII u Matepueta Bemen, KUOEPPU3NIECKUX CUCTEM B COCTaBE OOBEKTOB KPUTUUYECKOM
nH(OpPMAITMOHHOW UHPPACTPYKTYPHI,

- OCHOBHBIX MOHATHH B oOmactu 6e3omacHocTH ACY TII u MuTepHera Bemen,
KrOep(HU3NIECKUX CUCTEM B COCTaBE OOBEKTOB KPUTHUECKOW MH(MOPMAITMOHHON HH(pa-
ctpykrypsi(KHN);

- OCHOBHBIX YyTpoO3, ySI3BUMOCTEH, pUCKOB B oOnactu Oe3omacHOCTHACY TII u
WNurepHeTaBelel, kubeppuznueckux cucteM B coctaBe 00bekToB KU,

- TEXHOJIOTHI peaju3alii yrpo3 CETeBOM 0€30IaCHOCTH, a TAKKE€ MEXaHU3MOB
MIPOTUBOAECHUCTBUS CETEBBIM aTaKaM;

- OCHOBHBIX TpeOOBaHUN HOPMATHUBHO-IIPABOBBIX JOKYMEHTOB IO KaTeropupoBa-
HMIO U 3a1mTeo0onekToB KU,

- 0cOOEHHOCTEeH MMPOSKTUPOBAHMS cUcTeM Oe3omacHOCTH 00bekToB K.

dopmupyeMble TUCIUIUIMHON 3HAHUS U YMEHHSI TOTOBSIT BBITYCKHUKA JaHHOM
00pa3oBaTeNbHON MPOrpaMMbl K BBIITOJHEHHUIO CIEAYIOMMX OOOOIIEHHBIX TPYIOBBIX

GyHKUMHA (TPYIOBBIX (DYHKIIHI):

Kon u nHaumeHnoBa- | O600111eHHBIE TPYA0BbIe (PYHKIINH Tpynosbie GyHKIMA
Hue npodeccno- Koxa HaumeHoBaHue Ypo- HaumeHoBaHue Kon |YpoBensn
HAJBHOI0 BeHb (moxypo-
CTaHjapTa KBa- BeHb)
Judpu- KBaJIH-
Kaluu Ppuxa-
UM
06.015Cnennanuct | C |BemonHenue padot u 6 |Onpenenenue nmepBoOHAYATLHBIX
110 HHGOPMAITHOH- yIpaBJieHHE PaboTaMu rpeboBanwmii 3akazunka Kk UIC 1 B03- CJOL6 6
HBIM CUCTEMaM 1O CO3MaHMIO (MOJTH- MOXHOCTH uX peanuszanuu B IC Ha :
pTamne NpeIKOHTPAKTHBIX PaboT
(hmkanmm) u compo-
/{oKxyMEHTHpOBaHHE CYILIECTBYIO-
Boskennro MC, aBTo-
IMX OM3HEC-TPOLIECCOB OpPraHu3a-
MaTH3MPYIOIINX 3a/1a1u LMK 3aKa34uKa (peBepe- C/07.6 6
OpraHu3alMOHHOTO MHXHHUPUHT OM3HEC- MMPOIIECCOB
yrpaBiieHus 1 Ou3Hec- OpraHU3aIyN)
HPOLIECCHI. IPaspaboTka moaenu Ou3Hecporec- C/08.6 6
COB 3aKa3uuKa
IPaspabotka apxurektypsl 1C Cl/14.6 6
IpoekTupoBanue u ausaita NC C/16.6 6




| | | [Pa3pa6oTka 6a3 ganHbIX VIC |cnre| 6

2. MecTo y4eOHOM NTMCHUIIIMHBI B CTPYKTYpe
OCHOBHOM npodeccnoHaAIBLHON 00pa30BaTeIbHOM MPOrPaMMbI

HNucnumnaa «be3omacHocts ACY TII» otHocutcs k 6a3oBoit ywactu bl. Jlo
Hayaja €€ M3y4YeHHUs CTYJIEHTY He0OXOIMMO OCBOMTHL COJEp)KaHUE YUCOHBIX AUCIUTLIVH:
«Mudopmatukay, «OneparmoHHbIE CUCTEMBI», «AJIMUHUCTPUPOBAHKE B HWH(POpPMAIIMOH-
HBIX CUCTEMAX).

Koa mucuummm- JIMCUUIUIMHBEI, CIEAYIONINE 32 Cemectp
HBI nucuurnHon «Teopust nH-
(dhopMalMOHHBIX TTPOLIECCOB U

CUCTEM
b51.0.06 Nudopmatuka 2
b1.B.03 OrnepallMOHHBIE CUCTEMBI 3
b1.B.08 AJIMUHUCTPUPOBAHUE B UH- 7

(dbOopMaIMOHHBIX CUCTEMAaX

Jucunmumaa «bezomacnocrs ACY TID» sBnsercs mpeaumecTByOLIed AMCHH-
IMHaM: «MeToJpl U CpelICTBAa MPOEKTUPOBAHUS MH(DOPMAIIMOHHBIX CUCTEM U TEXHOJIO-
rui», «[IporpaMmmupoBanre NMPOMBILIJICHHBIX JIOTUYECKUX KOHTPOJLIEPOBY, «IIpoekTupo-
BaHue nuHpopmanmonHoro oodecrieuenuss CAIIP

Koa mucunmmm-  J{ucuuIuivHeel, Clieayromuye 3a Cemectp
HBI nucuurinHon «Teopus uH-
(dhopMaIMOHHBIX TIPOIIECCOB U
CHUCTEM

b1.B.11 MeTob1 1 CpeacTBa MPOCSKTH- 8
poBaHust HH(POPMAITUOHHBIX CHA
CTEM U TEXHOJIOTUI

b1.B.05 [IporpammupoBanue npo- 8
MBIIIJIEHHBIX JIOTHYECKUX
KOHTPOJUIEPOB

b1.B.JIB.03.01 | IIpoextupoBanue nHpopMa- 8

LIUOHHOI'0 00eCIeYEeHN
CAIIP




3. Pesyabratsl ocsoenus aucuuniannsl «besomacnocers ACY TID»

[Tpornecc u3yueHus: AMCUUILUIMHBI HapaBiieH Ha (GOPMHUPOBAHHE SJIEMEHTOB CIIETY-

romux komnereHunii B coorerctBrr ¢ ®I'OC BO 1o qaHHOMY HanmpaBiIeHUIO:

YuauBepcajibHble KoMneTeHuN (YK) 1 HHIMKATOPBI UX 10CTHKEHUS:

Kareropus
(rpynna) Ko/l u HauMeHOBaHME  |Kox i mamMeHOBaHHe HHAMKA-  [[LIaHUpyeMble Pe3yLTaThI
. KOMIIEeTEHIIUH TOpa JOCTHKEHHSI KOMIIETEH- 00y4eHHus M0 JUCHHUILIMHE
KOMITEeTeH LHii
Hu
YK-1 VK-1. Cniocoben NVYK-1.1.Ananusupyer 3anaudy, Bol- |YK-1.1.

OCYHICCTBJIATH

i3 uHpOpMAIHH,
MPUMEHSTH

HBIX 3a/7a4.

[TOUCK, KPUTUYECKUI aHa-

CUCTEMHBIN MOJXO0],
ISl peLICHUS TIOCTABIICH-

JICHHOMU 3aJa4u.

3aIpOCOB.

1 TOYKY 3pEHUs

M HEAOCTATKH.

NYK-1.3. Ocy1ecTBigeT MOUCK UH-
(dhopmanuu U1 pereHus MocTaBIeH-
HOM 3aa4iy 110 pa3jIMdYHbIM TUIIaM

MYK-1.4. [Ipu obpaboTke naOP-
MaIK oTIM4YaeT GPakThl OT MHEHUH,
MHTEPIPETALUH, OLIEHOK, GOpMUpy-
€T COOCTBEHHBIE MHEHUS U CYXKIE-
HYISI, aPTYMEHTHPYET CBOU BHIBOABI  |1ATh KDUTHUECKHH aHAIN3 1

MNVYK-1.5. PaccmatpuBaer u
mpeajiaract BO3MOXXHBIC BApUAH- |KOB; IIPUMEHSATH CUCTEMHBIN
TBI PEIICHMS IIOCTABICHHON 33~  |1101X01 [T PEIICHHAS T10-
ladn, ONCHUBAsA UX NOCTOMHCTBA |crapreHHBIX 3a/a4.

nensts ee 6a30BbI€ COCTABNAIOIME.  |3HAaTh: METOMMKH MIONUCKA,
NYK-1.2.0npenensieT, HHTEPIPETH- |cGopa 1 06paboTKH HH(OP-
PYET M pamkKUpyeT HH(OPMALHIO, Malluy; aKTyaJIbHbIE POCCUI-
TpeOyeMyI0 [Ulsl PeILCHNUS [I0CTaB-  |cKue U 3apy6esKHbIE HCTOU-

HUKA nHGOpMaIn B chepe
npodecCuoHaIbHOM JIes-

TCIBbHOCTH, METOJ CUCTCMHO
T'O aHaJin3a.

YK-1.2.

VYMeTh: IPUMEHSTh METOIH-
KH TTOWCKa, cOopa u 00padoT

K1 UH(OPMAIMK; OCYIIECTB-

CHUHTE3 HH(OPMAIIH, TIOITY-
YeHHOHN U3 pPa3HbIX UCTOYHHU-

YK-1.3.

Briagers: MeTonamu moucka,
cbopa u 00pabOTKH, KPUTH-
YeCKOT0 aHaJIN3a U CHHTE3a
WHOPMAITUH;, METOIUKON
CHUCTEMHOT'O ITOAX0Aa IS
peleHHs TOCTaBICHHBIX 3a-

zay.

Oobmenpodeccuonaibubie komnereHuuu (OIIK) U MHAMKATOPBLI MX JOCTHKEHHMS JIs1 MporpaMm Oaka-

JaBpuara:

Kareropus

(rpynmna) Kon u nHaumenoBaHHe  Koju manmenoBanue HHAM-  ILIaHHpYeMBble Pe3y/ILTATEI 0GydeHus
. KOMICTCHIMH KATOPA JOCTH:KEHHS] KOMIe- 1O AMCUHILIHHE

KOMIeTeHIInii opa 1oc¢ e oMIIe

TEHI U




OIIK-5

OIIK-5: CmocoOHOCTh
OOBEKTHUBHO OIICHHBATh
pe3yNIbTaThl UCCIIEA0Ba-
HAW W Pa3paboOTOK, BHI-
ITOJTHEHHBIX JPYTUMHA
CHCIHMATUCTAMUA B JPY-
TMX Hay4dHBIX YyUpexKIe-
HHSAX

HOIIK-5.1. Hcmomp3yer cospe- OITK-5.1.

MEHHbIE HMH()OPMAIMOHHBIE TEX-3HaTh: HayYHbIC NPOOJEMBI B BbI-
HOJIOTMM TIpU PEHICHUM 3aJay 6paHH017I 00JIaCTH HCCIIENOBAHUAS H
pO(hECCHOHATIEHON JEATENBLHOCTH OCHOBHBIE HOPMBI OOILEHHUS, TIPUHS-
NOIIK-5.2.  Hcnonb3yeT — MpPO-Thle B HAYYHBIX KPyrax

IPaMMHBIE CPEJICTBA, B TOM YHUCIIE O[TK-5.2.

OTCHCCTBCHHOTO  HPOM3BOACTBA, v/ oy - KPUTHYECKHA OIICHUBATH pe-

IIPU PELICHUHU 3a1ad Ipodeccuo- o
pip A pod 3yJbTaThl UCCIIE0BAHUN U pa3pado-

HATILHOM JICHTENEHOCTH TOK, BBIITOJHEHHBIX APYTMMH CIie-
IUATUCTaMH U B APYIMX HAyYIHBIX
YUPEXKIEHUSIX
OIIK-5.3.

Brnagets: crocOOHOCTBEO KpHUTHYE-
CKH OLICHUBATh HAy4YHBIC JTOCTHXKE-
HUS B pacCMaTpPUBaEMOM 00J1acTH




4. CTpykTypa u cogep:xxanue nucuumiannbl «bezonacuocts ACY TID»
4.1. Crpykrypa nucuuiuiaabl «beszonacaocts ACY TID»

OO6m1ast TpyI0€MKOCTh AUCIHUIIIMHBI COCTaBIIACT 4 3a4eTHBIX eauHull, 144 ya-

COB.
Ne Buasbl yueoHo# padoThl, BKJIIOYAs DopMbl TEKYLIEr0 KOHTPOJIA
n/n CaMOCTOSITeJIbHYIO PAGOTY CTYAEHTOB|  YCIIeBaeMOCTH (no Hedenam
U TPYA0EMKOCTH (B Yacax) cemecmpa)
KonrtakrHas pa6o-| Camocrositenp- POPMa NPOMEKYTOIHOMH aTTe-
Ta nasi pa6ora crauuu (no cemecmpam)
>§ 1
: ;
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1. | MoayJas 1 Yrpo3sl u yazsumoctu 6e3onacuoctu ACY TII
1.1. Tema 1.1. OcHOBHBIC TOHATHUS U 4 2 4 2
onpeneneaus b ACY TII
12. Tema 1.2. Yrpo3ssl 6e3omacaocti 5 | 6 | 4 2 4 2
KrOep(pU3NIECKUX CUCTEM
1.3. Tema 1.3. CereBble TexHonoruu | 5 | 6 | 4 2 6 4 |2
Y TIPOTOKOJIBI CBSI3U U ayTEHTH-
bukamu s KuoephU3NIECKUX
cHCTeM
1.4. Tema 1.4. ObGecnieuenue 0e3- 516 |2 4 6 4 12
OIIaCHOCTH CETeBOM MHppa-
cTpyKTyphl 00bekTOB ACY TII
1.5. Tema 1.5. Cpencrea ynpasnenusi| 5 | 4 | 2 2 6 41 2
u koHurypuposanus 110 ACY
TII
1.6. [Tema 1.6. Metonsi coxpannoctu| 5 | 8 | 4 4 4 4
MH(pOpPMAIUH TIPH aBapHUsIX
2. | Moayas 2 O6ecneuenue 6esonacuoctu ACY TII u KUU
2.1. [Tema 2.1. Meroauku u pykoBo- | 5 | 8 |4 4 4 4
nsIIMe JOKYMEHTBI IO KaTero-
pupoBaunu 00sexkToB ACY TII
2.2. [Tema 2.2. [lpoexTupoBanue 6e3- | 5 | 8 | 4 4 4 4
oracHoi MH(PACTPYKTYpPbI 00b-
extoB ACY TII




Tema 2.3. 3amura uadopmaryu | 5 | 10 | 6 4 4 4
ACY TII or HECaHKITMOHUPO-
BaHHOT'O JIOCTYyIIa

Tema 4.4. Metozs! 6e30macHOr0O 5 (8 |4 4 9 4 |5
yIpaBIeHns u3MeHeHusamH B [10 u

CETEBOM 000pYIOBAHUN OOBEKTOB
ACY TII

Kypcosas paboma (npoexm)

Ilodzomogxka x aK3ameny

OO01as TpyI0eMKOCTb, B 4acax

HpOMexcyTquas{ aTTecraguia

dopma 144| 36 32 49

3aueT

3adeT ¢ OLeHKOMN

OK3aMeH

4.3 Conep:kanue yueOHOTO MaTepuajia

Pa3nea 1. OcHoBHbIe noHsiTHA U onpenenenus Ub ACY TII.

Kubeppuznueckue cuctemsl u «VHTepHET-BewIei» cooTHOIIEeHNE MoHATHH. Kubep-
6e3omacHOCTh (MHpOpMalMOHHas 0e30MacHOCTh) KuOepdu3nueckux cucrem, Kubepoes-
ornacHoCTh B «/HTepHeT-BelIei»: OCHOBHbIE CTaHAAPThI, OHITHS, ONPEEIICHUS.

Pa3nen 2. Yrpo3sl 6e3onacHocTH KuOeppu3nIeCKHUX CHCTEM.

VYrpossl, ysazsumoctH, pucku ACY TIIP. ACY TII B chepe 3apaBooxpaHeHHS] —
PHUCKHU U TIPOOIEMBL. «YMHBINA TOM» PUCKHU U npoOiemsl. FOpuandyeckie HHIUACHTHI — IpU-
mepsl. Llenn obecnieuenust kubepOezonacHoctu B «MHTepHeT-Bemiei» ansa rpaxiaad. Ku-
O6epdusnueckue cucreMsl U «VHTepHET-Bemei»: 0030p OCHOBHBIX MPOOJIEM, CBA3aHHBIX C
K1OepOe30MacHOCThIO; OCHOBHBIE YIPO3bl U YS3BUMOCTH B cdepe Kubepbe3onacHo-
ctu.PerynupoBanue BompocoB kubepOe3onacHOCTH B «MHTEpHET-Belei»: MeXIyHapo-
Hoe, B PO.




Pazgen 3. CereBble TEXHOJIOTMH M MPOTOKOJbI CBA3M M ayTeHTH(UKANUU ISl KHU-
Oepduznyeckux cucrem.

CereBble TEXHOJOTHH M MPOTOKONBI — Monenb OSI, mpoGnembl Ge30macHOCTH.
[IpoTokosbl CBSI3U M ayTeHTUUKAMKH Ui KuOepdusmueckux cucteM u «MHTEepHeT-
Belei»: 0030p, 0cOOEHHOCTH, TPOOIEMBI 0€30ITaCHOCTH.

Pasznen 4. O0ecnieuenne 6e30MacHOCTH ceTeBOii HHPpacTpPYKTYpbl 00beKkTOB ACY TII.

OcHoBaeble noacuctemsl obecrieuenust Ub oobexkTor K. Cpencta obecrnieueHust
KknbepOe3onacHoCTH (0030p). «YMHBIN TOpoj»: COCTaB CUCTEM (KaTerOpuu CHCTEM, Kilac-
cudukanus), 3peaoctb Smart City: MOHSATHE, KPUTEPUH OLEHKHU, YIPO3bl, PUCKU U Mpo0Iie-
MBI, MOJIEJIb YTPO3 (CTPYKTypa, 0COOEHHOCTH), 0030p CTaHAAPTOB IO HANPABICHUIO «Y M-
HbIi ropoa» (Smart City).«MHTepHeT-Bemei» u ero npuMmeHerrne B Smart Grid, mpobiaembl
KnOepOe30MacHOCTH.

Pa3nes 5. CpeacrBa ynpasiaenus u koHpurypuposanus I10 ACY TII.

OyHKIMOHATbHAsT 0€30MaCHOCTh: OCHOBHBIE CTaHJAPThI, MOHSATHUS U OINpEICICHHUS.
0O0630p OCHOBHBIX CTaHAAPTOB B chepe PyHKIHMOHATHHONU OE30MaCHOCTH.

Pa3zgen 6. Metoabl coxpanHOCTH HHGOPMALMH NIPU ABAPUSIX.

Apxurektypa, obecreyuBaroniasi COXpaHHOCTh 0a3 JNaHHBIX, (DalIoOB JAHHBIX Ha
¢ainoBbIx cepBepax. MerTonbl U cpeAcTBa U PErjJaMEeHTbl BOCCTAHOBJIEHUS AaHHBIX. [lo-
CTPOCHHUE CHUCTEMBI JIOJITOBPEMEHHOTO apXUBUPOBAHMS TaHHBIX W (PAWIIOB I 0OecrieueHus
COXPaHHOCTH B citydae uHIuAeHTOB 1B, mosxapoB, CTUXUITHBIX O€ICTBHIA.

Paznen 7. Meroanku U PyKOBOASIIIHE JOKYMEHTHI IO KATErOPUPOBAHMH 00HEKTOB
ACY TII.

Kputnueckast unopmanronsas ”HGpacTpyKkTypa, OCHOBHBIE TOHSATHS, CTAHIAPTHI.
Kputnueckas napopmanmonnas nappactpykrypa PD, ocnosnsie nonstus, HIIA, tpebosa-
Hus. Kareropuposanue o0bexktoB KU PO, nopsiok u kputepuu
Pa3nea 8. IIpoekTnpoBanne 6e3onacHoii nHppacTpykrypsl 00bexToB ACY TII.

[TpoexTupoBanue cucteM 6€30MacHOCTH 3HaYUMbIX 00beKTOB KM, TpeboBanus k
crienpanuctaM B oOjacTu kubepbesomacHoctu «HTEpHET-BemIe», KpuTudeckon uHOp-
MaruoHHoi uHpacTpykTypsl. [loctpoerne CMUDB nns o6wekroB KM Ha mpowmbimiieH-
HbIX oObekTax: O030p crangaproB cemeiictea ISO / T'OCT 27K. CocraB CMUB. Ocoben-
HocTtH co3fanuss CMUDB nns o6bexkroB KM Ha mpoMBINUIEHHBIX 00bEKTaxX
Pa3nen 9. 3amura nngopmanun ACY TII oT HeCaHKIMOHUPOBAHHOIO J0CTYMA.

Kubeppuznyeckue cucremsl u «VHTepHET-BelIel» B MPOMBIIUIEHHOCTH: TTOHITHE
«Unayctpuanbhelii UHTepHET-BelIel», COOTHOLIEHUE ¢ MOHATHEM «Kubepusndeckas cu-
cTeMay, Kiaccudukanus npoaykTos «MHTepHeT-BemIei», cooTHomenrne ¢ nousaTusimMu ACY
TII, ICS; yrpo3sbl, ysI3BUMOCTH, PUCKH.

Pazgean 10. Metoanl 0e3onmacHoro ynpasJjenusi usMmeHenusimu B I1O u cereBom 000py-
noBanuu o0bekToB ACY TII.

Cunel obecniedenus kubepOezonmacHocTH 00bekToB KMU. OTBeTCTBEHHOCTH 3a
HapyleHue TpeboBaHui 3akoHoaaTenbcTBa PO B cdepe obecneuenus 6ezonacnoctn KN
u KBO TOK

d. Oobpa3oBaTe/ibHbIE€ TEXHOJIOTMH
JIst ycnentHoro OCBOEHUSI AUCIUIUIMHBI TPUMEHSIOTCS pa3udHble 00pa3oBa-



TEJbHBIE TEXHOJOTUH, KOTOPbIE 00ECTIEYBAIOT TOCTHXKEHHUE TUIAHUPYEMBIX pe-
3yJIbTaTOB 0OYYEHMsI COTJIaCHO OCHOBHOM 00pa30BaTeIbHOM MpOrpamMmme, ¢ yue-
TOM TpeOOBaHUI K 00BbEMY 3aHATUN B UHTEPAKTUBHOM (opMe.

JUia u3ydyeHus: AUCLUUIUIMHBI IIpeIaraeTcsi coueTaHue TPaAULIMOHHBIX 00pa30-
BaTEJIbHBIX TEXHOJIOTUN B (DOpME JIEKIHI C MHTEPAKTUBHBIMHU dJIEMEHTAMHU, UH-
(bOpMaITMOHHBIMU TEXHOJIOTMSIMA TIPY BBITIOJHEHUH JIa0OpATOPHBIX PadOT H
IIPOBEICHUH KOHTPOJIbHBIX MEPOITPUATHUH.

[To aucuMnaMHEe MPETyCMOTPEHBI CIEAYIOUINE BapHaHTBl AaKTUBHBIE (POPMBI
00yYeHUS:

— JIEKIIMU-BU3YAIU3aU1 — C UCIOIb30BAaHUEM MPE3EHTALMOHHOTO MaTepUaa;
— JJabopaTOpHbIE padOThI, pEAIN3YIOLIUE POEKTHBIA METO/.

Hapsiny ¢ TpaauIIMOHHBIMU 00pa30BaTENbHBIMA TEXHOJIOTHSIMU, JUJIS peaan3a-
MY JUCUUIUIMHBI MOTYT MCHOJIb30BAaThCSl TEXHOJIOTUU 3JIEKTPOHHOIO O0yUEHHUS
U TMUCTAHIIMOHHBIE 00pa30BaTEIbHbIE TEXHOJIOTUHN B 3JIEKTPOHHOU MH(MOpMaIu-
OHHO-00Opa3oBarenbHOl cpene FOxHoro denepanbHoro ynusepcutera. Jlekuu-
OHHbIE 3aHATUA U Ipyrue (GOpMbl KOHTAKTHON paboOThl 00yUaIOUIMXCs C Mpeno-
JlaBaTeJIeM MOTYT MPOBOAUTHCS C UCHOJb30BaHueM Iatgopm MicrosoftTeams,
Cisco, Moodle (BigBlueButton) u np., 4To 1MO3BOJIIET 0OECIEUUTh OHJIAWMH H
oduaiiH B3aMMOJIECTBHE MPENOaBaTeNsl ¢ 00yUYaIOIMMHUCS B paMKax JUCLU-
TUTUHBI.

OCHOBHBIMM METOJAMH TEKYIIErOo KOHTPOJIS SIBISIOTCS AJIEKTPOHHBIA YYET U
KOHTPOJIb YY€OHBIX JTOCTUKEHUN CTYJIEHTOB (MCIIOJIb30BAaHUE CPEACTB CEpPBHUCA
OaJUIbHO-PEUTUHTOBOM CHCTEMBI; BEICHUE AIEKTPOHHOIO XKypHalla yCleBaeMo-
CTH, IPOBEJECHUE JIEKTPOHHOI'O TECTUPOBAHUS U NMIPUMEHEHUE APYTHX CPEICTB
KOHTPOJISL C UCIIOJIb30BAHUEM CUCTEMBI 3JIEKTPOHHOTO 00YUYEHHUS).

6. YueOHO-MeTOAMYECKOEe oO0ecleuyeHre CaMOCTOSATEJbHOM PpaldoThl CTy-
AeHTOB. OlleHOYHbIE CPeCTBA VI TEKYIIero KOHTPOJIsl yClneBaeMOCTH, MpPo-
Me)KyTO‘lHOﬁ artrecranguu 1o uToraM OCBO€HudA IMCHUIIJIMHBI.

6.1. Ili1an camocTOATELHOMH PadOTHI CTY/ICHTOB

Ne Tema Bug camocrosi- 3ananue Pexomennyemas | KonnuectBo
HEI. TeIbHOU PabOTHI JuTeparypa 4acoB
1.1 [Tema l.1. OcHOBHBIE KomnoxkBuym  [[loarotoBUTHCS K [1]-[4](om) 4
MOHSATHSI U Opezesie- KOJIJIOKBUYMY, [1]-[2](aum)
uus Ub ACY TII ipazobpats u u3y- |HHTEpHET-pEecypchI
YUTh IPOHAECHHBIN




MaTCpHrall

1.2 [Tema 1.2. Yrpossl KomnokBuym  [[IoArOTOBHUTHCS K [1]-[4]1(om)
0€30MacHOCTH KH- KOJIJIOKBUYMY, [1]-[2](mm)
Oepdusnueckux cu- pa3o0Opath 1 u3y- |HTEpHET-pecypchl
cTeM YUTh MPONUIEHHBIN

MaTepuan

1.3 [Tema 1.3. CereBbie Tect [ToaAroTOBUTHCS K [1]-[4](om)
TEXHOJIOTHH U TPOTO- TecTy, pa3oopaTh u [1]-[2](mm)
KOJIbI CBSI3U U ayTEH- M3y4UTh NpoiaeH- [MIHTepHEeT-pecypChl
TUUKAIAA JITS] KH- HBII MaTepuan
Oepdu3nuecKuX cu-
cTeM

1.4. [Tema 1.4. OGecneue- KommokBuym  [[lonrotoBUTHCS K [1]-[4]1(om)
Hue 6e30MacHOCTH KOJUIOKBHYMY, [1]-[2](aom)
ceTeBoit HH(paCTPyK- pa306paTI: uusy- HuTepHer-pecypchl
Typbl 00bekTOB ACY MHTH HPOHACHHDBIN
T MaTepuan

1.5. [Tema 1.5. Cpenctra KommokBuym  [[lonrotoBUTHCS K [1]-[4]1(om)
YIpaBIeHUs 1 KOH(DH- KOJIIOKBHYMY, [1]-[2] ()
rypuposanms [10 pa306paTI: nusy- HuTepHer-pecypch
ACY T YHUTh POHICHHBII

MaTepuan

1.6. {Tema 1.6. MeToast KomnokBuym  [[ToAroToBUTBCS K [1]-[4](om)
COXpaHHOCTH HH(OP- KOJIJIOKBHYMY, [1]-[2](aum)
MAaIMH TIPU aBapHSIX pa3obpath u u3y- |MHTEpHET-pecypchl

YUTh TPOUACHHBIN
MaTepuan

2.1. [Tema 2.1. Metomuku KomnokBuym  [[IoArOTOBUTHCS K [1]-[4](om)

1 PYKOBOJIALIUE J10- [KOJIJIOKBHYMY, [1]-[2](am)

KYMEHTBI 10 KaTero- pa306paTL: nusy- WHrepHeT-pecypchl
YUTH TPOUICHHBIN

[PUPOBAHUHU OOBEKTOB \aTepHaT

ACY TII

2.2. [Tema 2.2. IlpoekTu- Tect [ToAroTOBUTHCS K [1]-[41(om)
[poBaHUe OE30IMaCHOM TecTy, pa3odpaTh 1 [1]-[2] ()
MH(PPACTPYKTYPHI M3y4HUTh TpoiineH- |IHTepHET-pecypChl
o0bexToB ACY TII HBIN MaTepuan

2.3. [Tema 2.3. 3ammura KomnokBuym  [[IoarotoBUTHCS K [1]-[4](om)
napopmarmn ACY KOJIJIOKBHYMY, [1]-[2] ()

TTI OT HeCaHKIHOHH- pa3o0Opath 1 u3y- |MHTEpHET-pecypchl
YHUTh POWICHHBIH
[POBAHHOTO JIOCTYTIA
Matepuan
2.4. [Tema 4.4. Meronst KomnoxkBuym  [[loarotoBUTHCS K [1]-[4](om)

0e301acHoTrO yrpasie-
HKs u3MeHeHusMu B 110

KOJIJIOKBUYMY,

[pa3o0parh u U3y-

[1]-[2]Ca)

MNHTtepHeT-pecypebl




M ceTeBOM 000pyI0Ba- YUTH TPONUICHHBIN
Hun 006ekToB ACY TII Marepuan
Hroro: 49

6.2. MeToanueckue yKa3aHus 10 OPraHU3ANUN CAMOCTOATEIbHOH PadoThI
CTYACHTOB

[IpenogaBanye AUCHUIUIMHBI IPeAyCcMaTPUBAET claeaytomire GopMbl op-
raHu3aluu y4eOHOro mpouecca: JIEKUUHU, Ja0OpaTOPHbIE 3aHATHA, NpPAKTUYE-
CKHUE 3aHATHUS, CAMOCTOATEIbHYIO pabOTy CTy/IeHTa, KOHCYJIbTAllUH.

a.Ilpu M3yyeHWH TeM CTyAeHTaM HEOOXOIWMO MOBTOPUTH JIEKIIMOH-
HBIH y4eOHBIM MaTepHuall, U3y4UTh PEKOMEHI0BAaHHYIO JINTEPATYPY,
a TakXke y4yeOHbIM MaTepuall, HaXOASAIIUNCA B YKa3aHHBIX MH(OP-
MalMOHHBIX peCcypcax.

Ha 3aBepiuaromiem sTane U3ydyeHus: Kaxa0ro Moayisi HeOOX0JUMO, BOC-
M0JIb30BABLIUCH IPENTI0KEHHBIMU BOIIPOCAMH JIJIs1 CAMOKOHTPOJIS,
pa3MEIICHHBIMU B 3JEKTPOHHOW HMH(POPMALMOHHON 00pa3oBaTeNbHON Cpene
(BUOC), mpoBepuTh KAaUECTBO YCBOCHHUS YUYEOHOTO MaTepurara.

B cinydae 3aTpyaHeHHs B OTBETaxX Ha IOCTABJIEHHBIE BOIIPOCHI PEKOMEH-
JyeTcsl HOBTOPUTH Y4€OHBIN MaTepHall.

b.ITocne n3yueHHs KaKa0ro MOIYIS AUCIHUIUTMHBI HEOOXOIUMO OTBE-
TUTh Ha BOIIPOCHI KOHTPOJIBHOTO TECTA IO JAHHOMY MOJYJIIO C Lie-
JIbIO OLIEHUBAHUSI 3HAHUH U TIOJTy4YeHHUs OaslioB.

c.Ilocne u3ydeHust Bcex MOAYyJEH MPUCTYNUTh K BBIMOJHEHUIO KOH-
TPOJIbHON PaOOThI, PYKOBOJACTBYSACh METOJUYECKUMH PEKOMEH]1a-
LUSIMH I10 €€ BBINOJIHEHUIO.

d. Ilo 3aBeprieHUr0 U3y4YeHUS YICOHOM TUCIUTUIMHBI B CEMECTPE CTY-
JIEHT 00s3aH MPOUTH MPOMEKYTOUHYIO aTTecTaruio. Bum mpome-
KYTOUHOM aTTecTaluu onpeaessercss padounM y4eOHBIM IJIAHOM.
dopma npoBEAECHUS POMEKYTOUHON aTTECTALUH - KOMITBIOTEPHOE
TECTUPOBAHUE C UCIIOJIb30BAHUEM aBTOMATHU3UPOBAHHOW CHCTEMBI
TECTUPOBAHUS 3HaHUM cTyneHToB B DMOC.

e.K mpomexxyTo4yHOW arrecTalu AOMYCKAIOTCS CTYACHTHI, BBINOJ-
HUBIIIME TpeOOBaHUS paboUyero yueOHOTo TUIaHa.

6.3. Martepuajbl s NPOBEJAEHUS TEKYyLIero M INMPOMEXKYTOYHOI0 KOH-
TPOJIsi 3HAHUM CTYACHTOB.

Kontpoabnasi padora Ne 1. BapuaHThI TeCTOBBIX BOIIPOCOB

1) Yrpo3a uHdpopManHoHHOI 0€30MaACHOCTH



* Bce BhIenepevncieHHOe

* To xe camoe, 4TO KOMITBIOTEpHAs aTaka

* TloTeHIMaNbHOE HapyIIeHUE TPeOOBaHUHN K CBOMCTBaM WH(pOpMaLUU
* SIBnsiercst NPUYMHON ySI3BUMOCTH

2) Kaxoe U3 ciieyomux yTBep:KIeHnii BepHO I MPOMBIIJIEHHBIX cHCTeM?

* BOJIBIIMHCTBO aTaK Ha MPOMBIIUICHHBIE CUCTEMBI SIBJISTFOTCS IIETICBBIMU aTaKaMU
* Ciy4aliHBIM WITM HAIIPaBIICHHBIN XapaKTep aTaku 3aBUCHT OT Teorpaduyeckoro
PAacCIIOIOKEHHSI TPOMBIIIIEHHOTO 00BEKTa

* BONBIIMHCTBO aTaK HA MPOMBIIIIJICHHBIC CUCTEMBI SIBJISIFOTCSI HEHAIPABJICHHBIMH,
CIIy4alfHBIMU aTakaMu

* CiyqaliHBIM WITM HAIIPaBIICHHBIN XapaKTep aTaku 3aBUCHT OT MPUHA/IIIC)KHOCTH
MIPOMBINIJICHHOTO 00BEKTa K KPUTHICCKOH HHPPACTPYKTYPE

3) OcoGeHHOCTH YIrpo3 HHPOPMAIMOHHOI 0€30NMACHOCTH IS MPOMBIILIEHHBIX
ABTOMATU3HPOBAHHBIX CHCTEM YIIPaBJIEHUS

* Oco00 BaXXHBIMH MOCJIEACTBUAMHU PEATM3alUU yYTPO3bl YACTO SBJISIOTCS HAapYLICHUs LEJIOCT-
HOCTH ¥ IOCTYITHOCTH HH(OPMALMOHHOTO CUTHAJIA.

* Bo3MOKeH HECAaHKIIMOHUPOBAHHBIN JIOCTYI K CUCTEME

* Bo3M0>XHO HapylieHue paboTbl 000py10BaHU

* TlocnencTBUS peann3ay yrpo3bl HE TOJIBKO B MH()OPMAIIMOHHOM, HO B B (PU3NYECKOM
OKPY>KEHUH CHUCTEMBI.

4) Caenyrommue (pakTopbl ONpeaeJsI0T MOABEPKEHHOCTh NPOMBIIJICHHOH CHCTEMbI
KOMINIbIOTEPHBIM aTaKaM

* TInoxast OCBEAOMIICHHOCTb JIFO/IeH, UMEIOIIHNX JOCTYI K CUCTEME, 00 aKTyallbHbIX
yrpo3ax uHhOpMaImoHHOW 0€301MacHOCTH

* Bce nmepeuynciieHHbIe BAPUAHTHI BEPHBI

* BoIcoKast CBI3HOCTD CETEH, MOJICUCTEM B KOMIIOHEHTOB MPOMBIIIIEHHON CUCTEMBI, U
CBSI3aHHAS C 3TUM CJIO)KHOCTh

* KonnuecTBo clieHapHueB TOCTyMa K CHCTeMe

5) Mo craTHCTHKE, MPOMBILILIEHHbIE CHCTEMbI HaN00JIee YacTo MOBEPraloTCcs aTaKaM ¢
HCIMO0Jb30BAHNEM BPEJOHOCHBIX MPOrpPaMM

* ‘-Iepes CbEMHBIC HOCHUTECIIN, ITOAKIIOYAaCMBIC K ITPOMBINIJICHHOMY KOMIIBIOTCPU30BAHHOMY
000pyI0BaHUIO

* ‘-Iepes CETEBBIE IMAIIKU U 00JIaYHbBIE XpaHWJIMIa, UCIIOJIB3YEMBIC B CETHU MIPOMBIIIIJICHHOT'O
HNPEAIPUATHS

* Yepe3 MOYTOBBIE KITMEHTHI B CETH MTPOMBIIIICHHOTO TPEIIPUITUS

* YUepes IHTepHET, K KOTOPOMY Ha TOCTOSTHHOM WJIM MIEPUOINIECKON OCHOBE
MOJIKIIIOYAIOTCSL CUCTEMBI M CETH TPOMBIIIICHHOTO TPEIPUSITUS



6) Kakoe u3 ciaexyomux yrBep:KIeHH BEPHO 15l IPOMbIILIEHHBIX CHCTEM?

* IIpoGnembl nH(GOPMAITMOHHON 0€30MacCHOCTH BaKHEE, YeM MPoOIeMbl PYHKIIMOHATBHON
0€30MacHOCTH

* adopmarmonHas u GyHKIHOHATbHAsE 0€301MaCHOCTh IOJIKHBI pACCMaTPUBATHCS
HE3aBUCHMO, T.K. OHH HE CBSI3aHBI MEXKIY COOO0H

* [IpobGneMbl pyHKITMOHATBHOM 0€301MacCHOCTH BayKHEE, YeM MpoOIeMbl HH(POPMAITMOHHON
0e30MacHOCTH

* udopmarmonHas 1 QyHKIIMOHATIbHAS 0€301TaCHOCTh HE BaYKHBI JIJISI CUCTEM
IPOMBIIIJICHHBIX CHCTEM

7) 1o MHeHNMI0 CIeNMATUCTOB, B MOCJeAHee BpeMsi Yrpo3bl HHGOPMAIMOHHON 0e301macHo-
cTH
NMPOMBIILIEHHOH AaBTOMATH3ALMHU

* TIox0’KH Ha yrpo3bl B KOPIIOPATUBHBIX CUCTEMAX, 32 HCKIIOUYEHHEM YTPO3 JJIsl BEOTEXHOJIOT Ui
* B 0CHOBHOM 00YCIIOBJICHBI YSI3BUMOCTBIO BEO-TEXHOJIOTHIA

* CraHoBsTCS Bce 00Jiee OX0KUMHU Ha YIpO3bl B KOPIOPATUBHBIX CHCTEMAX

* CtaHOBATCS BCce Oosee crienn(pUIHBIMUA U HETTOXOKUMH Ha YTPO3bI B KOPIIOPATHBHBIX
cucreMax

8) Ysa3BMMOCTH B KOPIIOPATHUBHBIX NPUJIOKEHHUAX

* MoryT NpuBOAMTH K YCIEIIHbIM aTaKaM Ha 3TH MPUIIOKEHUS], HO HE ONACHbI JUIs
IIPOMBIIIJIEHHBIX CUCTEM

* MoryT NpuBOAMTH K YCIEIIHbIM aTakaM Ha KOPIOPATUBHBIE U MOAKIIOUYEHHbBIE K HUM
MIPOMBIIIJIEHHBIE CUCTEMBbI

* MoryTt npuBOJIUTh K YCIIEIIHBIM aTaKkaM Ha KOPIOPATUBHBIE U MOJKIIOYEHHbIE K HUM
MIPOMBIIIJIEHHBIE CUCTEMBbI

* MoryTt npuBOJIUTh K YCIIEHIIHBIM aTakaM Ha IPOMBIIIJIEHHbIE CUCTEMBI, HO HE
NPECTaBISIOT YTPO3bI Ul UX (PYHKIIMOHAIBHOM 6€3011aCHOCTH

9) Bupycsl Aj1 IPOrpaMMHpPYeMbIX JIOTHYeCKHX KOHTpos1epoB (IIVIK)

* CyIecTBYIOT M YCHEIIHO MOJABISIOTCS CIeNMATN3UPOBaHHBIM aHTUBUPYCHBIM [10 11st
TJIK

* CyIIECTBYIOT U CBOOOIHO PACIIPOCTPAHSIFOTCS B TPOMBIIUICHHBIX cucTeMax (in-the-wild)
* He cymecTBytoT

* CyIIECTBYIOT B BUJIE SKCIIEPUMEHTAIBHBIX 00pa3I0B, MPECTABICHHBIX UCCIE0BATEISIMU

10) Paziimuust Meskay KOPNOPATUBHBIMY CETSAMH M CHCTEMaMHU NPOMBILIJICHHOH aBTOMATH-
3a0MHU ¢ TOYKH 3peHns] HHPOPMALMOHHOM 0€30I1aCHOCTH 00yCJI0BJICHBI PA3JINYHeM

* PrUCcKOB 6€30TTaCHOCTH, CBSI3aHHBIX CO CXOKMMH YTPO3aMHU B 3TUX CHCTEMaX
* [eneit oOecnieueHust 6€30MaCHOCTH U UX MPUOPUTETOB



* BO3MOXHBIX THIIOB YS3BUMOCTEH B IMTPOTPaMMHOM KOJI€
* JIOCTYITHBIX METOJIOB O0ecTeueHus: 6e30MacHOCTH

11) 3amuTa OT BPEAOHOCHBIX NPOrPaMM B JII000# NPOMBINLIEHHBIX CHCTeMe MOKeT ObITh
PeanuszoBana

* [Ipu momo1u KomIuiekca Mep, Bkitouasi antusupycHoe 10, crienmanu3zupoBanHoe UITH
o011ero Ha3HauYeHUs

* VICKITIOYUTENBHO MPU MOMOIIHU CHEHATU3UPOBAHHOTO aHTHUBUpYCcHOro [10

* [Ipu moMOIIH KOMIUIEKCA MEp, BKIIFOYAIOIIET0 B OT/ACIBHBIX CIIydasx
crenualn3upoBaHHoe aHTUBUpycHoe 110

* [Ipu momoutu antuBupycHoro 10, cnenuani3upoBaHHOTO UM 0OIIETr0 Ha3HAYCHUS

12) YnpasJ/jieHue OOHOBJIEHHSIMM B NMPOMBILLJIEHHOH CHCTeMe 3aTPYIHEHO CJIeTYHIIHMHI
daxkropamu

* HeoOX0IMMOCTh CHHXPOHHU3AIUH C TPAPUKOM TEXHHUECKOTO 00CITY)KUBaHUS
MpeABAPUTEIILHBIM TECTUPOBAHHUEM OOHOBIICHUH

* [Ilupokoe pacrpoCcTpaHCHHE MTOIICITBHBIX OOHOBJICHHIA

* BpICOKasi CTOMMOCTh BO3MOYKHOTO OTKa3a TMOCJIe YCTAHOBKH OOHOBIICHUS

* BpICOKasi CTOMMOCTb OCTaHOBKH IIPOIECCa U MPOCTOSE 000pyI0BAHUS

13) Cpoxk ci1y:k0bI TeXHOJIOTHii HHPOPMAIIMOHHON (e30MacHOCTH

* He umeet 3Ha4yeHus, T.K. BpeMs He BIUsET HAa CTOMKOCTh TEXHOJIOTUI MH(OpMAIIMOHHOMN
0e301acHOCTH

* MoeT ObITh TIPOJIJIEH C MOMOIIBIO MTePEKOH(DUTypalluy U 3aMEHBI KITFOUYEH Ha CPOK
CILy>kObI TEXHOJIOTUH IPOMBILIUIEHHON aBTOMaTU3alluu

* Kak mpaBHJI0 MEHBIIIE CPOKA CIIYKOBI TEXHOJIOTUM MPOMBIIIJIEHHON aBTOMAaTH3aIlU1, HO
3TO HE SBJIsSIETCs MPOOIEMOH, TaK Kak IPU HEOOXOIUMOCTH MOTYT OBbITh BHEJIPEHBI HOBbIE
TEXHOJIOTMH 3aIUThI

* Kak mpaBuiIo MEHBIIIE CPOKA CYKOBI TEXHOJIOTUN MTPOMBIIIJICHHON aBTOMAaTU3allUU, U
3TO SIBJISETCS MpoOsIeMoi 11 oOecriedeHns: uX 6e30MacHOCTH

14) YnpasiieHue usMeHeHUSIMH B HH(POPMAIIHOHHOM cucTeMe — 3TO

* BHenpeHre HOBBIX TEXHOJIOTHI U KOMIIOHEHTOB

* PerynsapHoe 0OHOBJIEHUE TTPOTPAMMHOTO 00eCTIeUeHUS

* TlepexoHpuryparus, HaCTpOKa CUCTEMBI U KOMIIOHEHTOB, YIPaBIEHUE YICTHBIMU
3aMUCAMHU

* TIporecc, CBsI3aHHBIN € TOJACPKKOM BBIIETIEPEUHCICHHBIX MEPOIPUATHN U
YIOPaBJICHUEM UX 3aBUCUMOCTSIMU U BO3MOKHBIMU MOCIIE€ICTBUSIMU

15) Kakoii u3 cjieqyromux BOIPOCOB cJielyeT pacCMOTpPeTh B MEPBYIO oYepeab NPU 0OHOB-
JICHUM KOMIIOHEHTOB NPOMBILIJIEHHBIX cUCTeM?
* [IpencTaBuil 1M MPOU3BOAUTENH UCXOIHBIM TEKCT OOHOBJIEHUSA?



* Kak moiepsKuBaeTCs HEMPEPHIBHOCTh MPOMBIIIIEHHOTO MPOIecca B MPOIIECCe
obHoBeHNS?

* Kakue kpunrorpaguieckue Cpe/iCTBa BCTPOSHBI B HOBBIC KOMITOHCHTHI?

* IIpucyTCTBYET JIM MIPEJICTABUTENb TPOU3BOAUTENS IPU YCTAHOBKE OOHOBIICHUSA?

16) OcoGeHHOCTH pacciiel0BAHUS MHIIUIEHTOB B IPOMBIILIEHHBIX CHCTEMAX

* TpyaHOCTh cOOpa TaHHBIX M3-32 CKYJIHBIX CPEJCTB MOHUTOPUHTA HH()OPMAITMOHHOM
cpenbl

* TpyaHOCTh OOHAPYKEHHSI HHITUACHTOB BIUIOTH JI0 HACTYIUICHUS TTOCIICICTBUM

* HeoOX0IMMOCTh HATMYHS COOCTBEHHON KOMAaH/bI JUISI PacCiIeJOBaHUs

* HeoOX0IMMOCTh COBMECTHOM PabOTHI CHIEIMATIMCTOB Pa3HOT0 MPOHIIs

6.4. MeToauyeckue MaTepuaJibl, ONpeae/siiolue mpoueaypbl

OLlCHMBAHUS 3HAHUI, YMEHUI, HABBIKOB U (MJIM) ONBITA AeITEJILHOCTH,
XapaKTepu3yIIuX 3Tanbl GOpMHUPOBAHUS KOMIIETEHIIUI

1.1TOroBbIii KOHTPOJILHBIN TECT TOCTYIIEH CTYACHTY TOJIBKO BO BPEMS TECTUPOBA-
HUS, COTJIaCHO PACIMCAHUIO 3aHATUM WIHM B YCTAHOBJIEHHOE JIEKAHATOM BPEMSI.
2.CtyzaeHTt uH(pOpMHUPYETCS O pe3yJibTaTax TEKYIIEeH yCIeBaeMOCTH.

3.CryzaeHt monydaeT HHPOPMAIUIO O TEKYIIECH yCTIeBAeMOCTH M JIOMYCKE K MPO-
LEelype UTOTOBOI'O TECTUPOBAaHUsA OT npenoaasatens uinu B D1OC.

4 IlpousBoauTcs MACHTU(GUKALMS JIMYHOCTH CTYJEHTA.

5.CtyneHTaM, AONMYIIEHHBIM K MPOMEXYTOYHOM aTTeCTAallMU, OTKPBIBAETCSI UTOTO-
BbI KOHTPOJIbHBIN TECT.

6.TecT 3aKkpbIBaeTCs CTYJAEHTOM JIMYHO I10 3aBEPILIEHUU TECTUPOBAHUS UIIH aBTO-
MaTHUYECKHU 10 UICTEYEHUH BPEMEHH TECTUPOBAHMUS.

Onpoc YyCTHBIHI

Onpoc yCTHBIM - TUAJIOT MpErojiaBaTeisl CO CTYJIEHTOM, II€JIb KOTOPOTo -
CHUCTEeMAaTH3allMs U YTOUYHEHHE UMEIOIINXCS Y CTYIeHTa 3HaHUM, MpOoBepKa ero uH-
JTMBUAYaJIbHBIX BO3MOXKHOCTEH YCBOCHUS MaTepuaia.

VYCTHBIM ONpOC MO OCHOBHBIM TEPMHUHAM MOJKET MPOBOAUTCS B Haya-
JIe/KOHIIE JIEKIIMOHHOTO I MPAKTHYECKOTO 3aHATHs B TeueHue 15 -20 mun. JInbo
YCTHBIN OMpPOC MPOBOJUTCA B TEUCHUE BCETO MPAKTHUYECKOTO 3aHATUS IO 3apaHee
BBIJITAHHOW TeMaTuke. BhIOpaHHBIN mpenojaBaTesieM CTYICHT MOXET OTBEYaTh C
MecTa JIM0O0 y IOCKH.



KpuTepusivu OeHKH YCTHOI'O ONPOCA SBISIOTCS: NMPAaBHIBHOCTH OTBETA
Ha BOIIPOCHI, CTENIEHb PACKPBITHSI CYIIIHOCTH BOIIPOCA.
O1eHKa «OTJIMYHO» — JaH IOJIHbII, BCECTOPOHHUI OTBET Ha BONpPOC. TOUYHOCTH B
onpeneneHusx. [IpuBenenne npuMepoB U3 NPaKTUKH.
OneHka «Xopoumo» — JaH HEIMOJIHBIA OTBET Ha BOHpocC. JOmylieHbl HETOYHOCTH
npu otBeTe. JlomynieHbl HETOYHOCTH B OCHOBHBIX ONPEIEICHUSX.
OneHka «yA0BJIETBOPUTENbHO» — HMEIOTCSA CYIIECTBEHHbIE HEIOYETHI MPU OT-
BeTe. Bonpoc packpsIT yactnyHo. Hesnanue 0a30BbIX onpezesieHuil Kypcea.
O11eHKa «HEeYA0BJIETBOPUTEIbHO0» — BOIPOC HE PACKPHIT UJIU J1aH HEBEPHBIH OT-
BET.

TecThl

TecThl - MHCTPYMEHT, C MOMOUIBI0O KOTOPOIO MENAror OLEHUBAET CTEIEHb
JOCTHKEHHSI CTYJIEHTOM TpeOyeMbIX 3HAHUM, yMEHUM, HaBbIKOB. COCTaBIIEHUE Te-
CTa BKJIIOYaeT B ce0s CO3/laHHE BBIBEPEHHON CHUCTEMBI BOIPOCOB, COOCTBEHHO
MPOLIETypy MPOBEACHUS TECTUPOBAHUS M CTIOCOO U3MEPEHHUS TOTYYCHHBIX PE3yJib-
TaToB.

Kpurepuu onenku tecra: O1eHKa «OTJIMYHO» BBICTaBISECTCS MPU YCIOBUU

MPAaBWJIBHOTO OTBETA CTYIEHTAa HE MEHee ueM 85 % TeCTOBBIX 3a/IaHMUII;
OneHka «X0pouI0» BBICTABIISIETCS IPU YCIOBUU MPABUIILHOTO OTBETA CTYACHTA HE
MeHee yeM 70 % TecTOBBIX 3aJIaHUT;
OneHKa «yI0BJIETBOPHUTEIbHO)» BHICTABIISIETCS MPU YCIOBUH MPABHIIBHOIO OTBETA
cTyneHTa He meHee 51 %; .
OneHKa «HEeYA0BJIeTBOPUTEIbHO)» BBICTABIISIETCA MPU YCIOBUU MPABUIBHOTO OT-
BETa CTyZeHTa MeHee yeM Ha 50 % TeCTOBBIX 3aaHUM.

KourpoJbHast padora

KontponwsHas paboTta - cpecTBO MPOMEKYTOUYHOTO KOHTPOJISI OCTATOYHBIX
3HAHUN U YMEHUH, COCTOUT U3 BOMPOCOB WIIM 33JaHHI, KOTOPBIE CTYJICHT JIOJKEH
pPELINTh, BBINOJHNATHh. 3HAKOMCTBO C OCHOBHOM W JIONOJIHUTEIBHON JIMTEPATypOU,
BKJIIOYAs CHPABOYHBIC M3JaHUSI, 3apyOEKHbIE HCTOUYHHKH, KOHCIEKT OCHOBHBIX
MOJIOKEHHM, TEPMUHOB, CBEJICHHUM, TPEOYIOITUX VIS 3aIIOMUHAHUS U SBIISFOITAXCS
OCHOBOITIOJIaralolIMMU B 3TOM TEME.

Kpurtepuu o1ieHKH KOHTPOJIBHOM pabOTHI I CTYICHTOB 320YHOTO OT/IETIe-
Hus: OLIEHKA «3a4T€HO0» CTABUTCS 3a MOJHBIE OTBETHI HA BCE BOIIPOCHI.

O1eHKa «HE 3a4TEHOY» CTaBUTCS, €CJIM OCBEIICHBI HE BCE BOMPOCH TpeOyeMoro Ma-
TepHuajia WJIK HE ONKCAHO TJIABHOE B COAEPM AHUM BOMPOCOB, WM MUCbMEHHAs pa-
0oTa He caaHa.

Koa10KBHYM




KomnnokBuym (B mepeBozie ¢ JTaTUHCKOTO «bOecena, pasroBop») — popMa TeKy-
IIEro KOHTPOJISl 3HAHWUHN CTYIIEHTOB, KOTOPAas MPOBOJMTCS B BHIIE COOECETOBAHUU
TpernoaaBaTeliss ¥ CTYyJCHTa TI0 CaMOCTOSITEIBHO MOJTOTOBICHHON CTYIEHTOM Te-
Me.

OH npuMeHsieTcsl Il NPOBEPKH 3HAHWI IO ONPEAECICHHOMY pasjaeny (Wiu
O00BEMHOI TEME) U MPUHATHUS PELIEHUS O TOM, MOXHO JI IEPEXOUTh K U3YUECHUIO
HOBOro Marepuaina. KoiiokBuym — 310 Oecena co CTyJAEHTaMHU, LEIbI0 KOTOPOU
SIBJIICTCS BBISIBJICHUE YPOBHS OBJIa/ICHUs HOBBIMM 3HaHUSAMU. B oTinmume ot cemu-
Hapa IJIaBHOE Ha KOJUIOKBUYME — 3TO MPOBEpKa 3HAHUM C LIENBI0 UX CUCTEMATH-
3alluu.

[{eapl0 KOJUIOKBUYMA SIBIIsIETCS (DOPMUPOBAHUE Y CTY/IEHTA HaBBIKOB aHAJIM3a
TEOPETUUYECKUX TPOOJIEM HAa OCHOBE CAMOCTOSITEILHOTO H3Y4YeHUs Yy4yeOHOU u
HAY4YHOU JINTEPATYPHI.

Ha KoJITOKBHYM BBIHOCSATCS KPYITHBIE, TPOOJIEMHBIC, HEPEIKO CTIOPHBIE TEOpe-
TUYECKHE BOTPOCHI. KOTOKBIYM MOKET MPOBOAMTHCS IO BOIPOCAM, OOCYKIaB-
muMcsi Ha ceMuHapax. KOHKpeTHbIE BONPOCH! /I KOJJIOKBUYMa CTYACHTaM HeE
COOOIIAIOTCS, OAHAKO 3apaHee (GopMyIUpyrOTCs mpenonaasareneM. [Ipenmnonarae-
MBIl 00bEM OTBETA HE JIOJDKEH ObITh O0bIINUM (IpUMEpPHO 1,5-2 MUHYTHI), 4TOOBI
MPErno/IaBaTesib MOT YCIETh OMPOCUTH BCEX CTYICHTOB.

Ot cryieHrTa Tpedvyercs:

« BJIAJICHUE U3YYEHHBIM B X0/i€ Y4E€OHOT'0 Mpoliecca MaTepraioM, OTHOCSIIUM-
Csl K paccMaTpHUBaeMoi nmpoodieme;

s HAJINYME COOCTBEHHOTO MHEHHMS 1O O0OCYXIaeMbIM BOIPOCAM U YMEHHUE €ro

apryMEHTUPOBATh.

KonnokBruym — 3T0 He TOJIBKO popMa KOHTPOJIS, HO U METOJ YIIyOJIeHus, 3a-
KpEIUICHUsI 3HAHUM CTYJEHTOB, TaK KakK B XOJie¢ coOeceqoBaHMs NPEernoaaBaTeib
pPa3bICHAET CIIOKHBIE BOIIPOCHI, BO3HUKAIOILIME Yy CTYyAECHTA B IPOLIECCE U3YUCHUS
JAHHOT'O UCTOYHHKA.

3araya KOJJIOKBUYMa JOOUTHCA IIIyOOKOrO M3y4eHUs OTOOPAHHOTO MaTepua-
Ja, MpoOyAUTh y CTYJIEHTa CTPEMJICHHE K YTCHUIO JOMOJHUTEIbHON 3KOHOMUYE-
CKOM JINTEPATyPHI.

IloaroroBka K NpOBEJICHUIO KOJUIOKBUYMA.

HO,Z[FOTOBKa K KOJUIOKBUYMY IIPCAIIOJaracT HECKOJbKO 3TaIlOB!



1. IToaroroBka K KOJUIOKBUYMY HAaUMHAETCSA C YCTAHOBOYHOM KOHCYJIbTALlUH
IpernoaaBaress, Ha KOTOPOW OH Pa3bsCHIET Pa3BEPHYTYI0 TEMATUKY NpOOJIEMBI,
PEKOMEHAYET JUTEpaTypy AJI U3y4eHUs M OOBACHSAET NPOLENypy NPOBENCHUS
KOJUIOKBUYMA.

2. Kak npaBuiio, Ha caMOCTOSITENIBHYIO MMOATOTOBKY K KOJUIOKBUYMY CTYJEHTY
orBoautcs 3—4 Henenu. [loaroroBka BkItOYaeT B ce0s MU3yUYEHHE PEKOMEHIOBaH-
HOM JuTepaTyphl U (10 YKa3aHWUIO MPENojaBaTess) KOHCIEKTUPOBAHUE Ba)KHEH-
IIMX UCTOYHHUKOB.

3. KommokBuyM mpoBoAHTCS B (popMe MHAUBUAYATHLHON OECebl MpemnoaaBaTe-
JI51 C KaXIAbIM CTYZICHTOM WJTK Oeceibl B HeOOIbIIMX rpymnmnax (3—5 4enoBek).

4. TlpenogaBaTenb 3aa€T HECKOJIBKO KPATKUX KOHKPETHBIX BOIPOCOB, IMO3BO-
JISIIOIIUX BBISICHUTH CTEMEHb JOOPOCOBECTHOCTH PA0OTHI C JIUTEPATYPOU, KOHTPO-
aupyetr KoHcmekT. Jlasee Oosiee moApoOHO OOCyXmaeTcsi Kakas-Tu0o CTOpPOHA
pOOJIEMBI, YTO MO3BOJISIET OLICHUTHh YPOBEHb TOHUMAHHUS.

5. Tlo utoram KOJUIOKBHyMa BbICTaBiisieTcsa nuddepeHIIMpoBaHHas OICHKA,
uMeroIasi O0JIBIION YACIbHBIA BEC B ONPEACIICHUN TEKYIIEH YCIIeBaeMOCTU CTY-
JICHTA.

Oco0EHHOCTH U TOPSAOK caavyu KoJokBUuyMa. CTyZ€HT MOXKET ce0sl CUUTATh

TOTOBBIM K cJlaue KOJUIOKBHYMa 10 U30paHHOM paboTe, KOraa y Hero €CTh UM JIN4-
HO COCTaBJICHHBII M 0OpaOOTaHHBIM KOHCHEKT CcJaBaeMOW paldOThl, OH 3HAET
CTPYKTYpY paboOThl B IIE€JIOM, COJIepKaHHE paOOThl B IIEJIOM WM OTAEIBHBIX €€
pa3zenoB (TaB); yMEeT pacKphITh paccMaTpuBaeMble MPOOIEMBbI M BBICKa3aTh CBOE
OTHOIIICHUE K IPOYNTAHHOMY M CBOM COMHEHUS, a TAKXKE 3HACT, KaK yOeIuTh Ipe-
MO/IaBaTEJNIS B MPABOTE CBOUX CYXKICHHIA.

[TpoBeneHne KOJUIOKBHyMa IO3BOJSET CTYIEHTY IPHOOPECTH OMBIT PadOThI
HaJ| TIEPBOUCTOYHUKAMH, YTO B JAJBHEHIIEM MOMOXET C MEHBUIMMH 3aTpaTaMu
BpEMEHHU paboTaTh HaJl JIUTEPATypOi MO KypCcOBOM pabOTe M MPHU MOJATOTOBKE K IK-
3aMEHaM.

JK3aMeH
DK3aMeH - uToronasi popma OLEHKU 3HaHUH.

[IpoBoaMTCS B 3a]aHHBIN CPOK, COTIIACHO TpaduKy yueOHOTro mpoiiecca.
Kputepun onieHKH Mpu MPOBEACHUN IK3aMEHa:

Onenka "OTIMYHO" CTABUTCS, €CIM CTYIAEHT OOHapy>KWUJl MOJIHOE 3HAHHE
y4e0HO-TIPOrpaMMHOTO MaTepHalia, YCIEIIHO BBIMOIHSAET MPEAYCMOTPEHHBIC B



nporpamMme 3aJaHusi, YCBOWJI OCHOBHYIO JIMTEPATypy, PEKOMEHIOBAaHHYIO B MpO-
rpamMe. OTBET MOJIHBIA W MPaBUJIBLHBIM HAa OCHOBAHMM HM3YYEHHOI'O MaTepuaa.
BbIiBUHYTBIE TIOJIOKEHUSI apryMEHTUPOBaHbl U WJUTIOCTPUPOBAHBI NPUMEpPaMHU.
Matepua u3J105KeH B ONPeIeICHHOM JIOrMYeCKOM MOCIe0BaTeIbHOCTH, OCO3HAH-
HO, JIUTEPATYPHBIM S3BIKOM, C HCIIOJIB30BAHUEM COBPEMEHHBIX HAYYHBIX TE€PMHU-
HOB; OTBET CaMOCTOATENbHbIIN. CTyI€HT YBEpEHHO OTBEYAET HA JOMOJHUTEIbHBIC
BOITPOCHI

O1eHKa «XOpPOIIO» CTAaBUTCS B TOM cllydae, KOTJla CTYJICHT OOHapy>KUBAeT
MOJIHOE 3HaHHUE Y4eOHOro Marepuaa, JEMOHCTPUPYET CUCTEMATHUECKUI XapaKTep
3HaHUU 1o AucuuIuinHe. OTBET MOJHBIN UM NPaBUIbHBIN, MOATBEPKIECH ITpUMeEpa-
MU; HO UX OOOCHOBaHHE HE apryMEHTHPOBAHO, OTCYTCTBYET COOCTBEHHAs TOYKa
3peHud. Marepuan U3710KEH B ONPEACICHHON JOTHYECKOW MOCIEA0BATENLHOCTH,
IIPU 3TOM JIONYILIEHBI 2-3 HECYUIECTBEHHbIE MOTPEITHOCTH, UCTIPABIIEHHBIE IO Tpe-
OoBaHMIO 3k3aMeHaTopa. CTyAEHT UCIIBITHIBAET HE3HAYUTEIbHBIE TPYAHOCTH B OT-
BETax Ha JOMOJHUTENIbHbIE BOMPOCHL. MaTepuasl U3J10KEH OCO3HAHHO, CAMOCTOS-
TEJIbHO, C HCIIOJIB30BAHUEM COBPEMEHHBIX HAyYHBIX TEPMHHOB, JIMTEPATYPHBIM
S3BIKOM.IIPYA 3TOM MOTYT JOITYCKAaThCSl HEKOTOPBIE MOTPEUIHOCTH B OTBETE Ha 3a-
4eTe, €ClIM CTYACHT 001a/1aeT HEOOXOIMMBIMH 3HAHUAMMU I UX yCTPaHEHUs O]
PYKOBOJICTBOM ITPEMNO/1aBATEIIS.

OneHka «yJIOBJIETBOPUTENIBHO» CTABUTCS B TOM Cy4ae, KOrja CTyIEHT 00-
HapYy’>KMBAE€T 3HAHWE OCHOBHOT'O IMPOTrPaMMHOr0 Marepuaia Mo JUCUUILIMHE, HO
JOMYCKAaeT MOTPEeIIHOCTH B oTBeTe. OTBET HEJAOCTATOYHO JOTMYECKU BBICTPOEH,
camocTtodaTeseH. OCHOBHbBIE MOHATUS YNOTPEOJIEHBI NMPAaBUILHO, HO OOHApPYKHBa-
€TCSl HEIOCTATOYHOE PACKPBITHE TEOPETHUYECKOro Marepuana. BeiaBuraemele mo-
JIO’KE€HHSI HEJOCTATOYHO apryMEHTHPOBAHbl U HE MOATBEPKACHBI IPUMEPAMU; OT-
BET HOCUT IIPEUMYILECTBEHHO ONUCATENbHBIA XapakTep. CTyAeHT UCIBITBIBAET J0-
CTaTOYHbIE TPYAHOCTH B OTBETaX Ha BONpockl. HayuHas TEpMHHOJIOTUS UCIOb3Y-
€TCsl HEJOCTATOYHO.

OneHka «HEYyJOBJIETBOPUTEIBHO)» BBICTABIAETCS CTYIEHTY, OOHApYKUBIIIE-
My IpoO0JeMbl B 3HaHHUSIX OCHOBHOTO y4yeOHOTo Marepuania no nucuuriuze. [lpu
OTBETE OOHAPYKEHO HEMOHHMAHUE CTYIEHTOM OCHOBHOTO COJIEP’KaHUsl TEOPETH-
YecKoro matepuaia no aucuuruivae. [Ipu oTBete 0OHapykeHO HEMOHUMAHUE CTY-
JIEHTOM OCHOBHOI'O COJAEP’KaHWsA TEOPETHUECKOr0 MaTepHajia MW JAOIYIIEH P
CYLIECTBEHHBIX OIIHNOOK, KOTOPBIE CTYACHT HE MOXKET HCIPABUTH MPU HABOJSALINX
BOIIpOcax sk3aMeHaropa. CTyleHT MOJMEHUS HaydyHOe OOOCHOBaHHE MpoOJeM
paccyxJieHueM ObITOBOTO IiaHa. OTBET HOCUT TOBEPXHOCTHBIM XapakTep;
HaAO0JII0IAI0TCS HETOYHOCTH B UCIIOJIb30BAaHUU HAYYHON TEPMUHOJIOTHH.

6.5. Dk3aMeHaMOHHBIE BONPOCHI 0 Aucuuiuiude «besonacnocts ACY TID»



1. OcHoBnble nouaTusa B obnactu kudepoeszonacuoctu ACY TII u Untepuera
BelleH.

2. OCHOBHBIE YTPO3bI, PUCKU U YSI3BUMOCTH B cpepe KubepOe301macHOCTH
ACY TII u xputrueckoil UHPOPMAITMOHHON UHPPACTPYKTYPHI.

3. OCHOBHBIE TIPOTOKOJIBI TIEPEIaYH JTAHHBIX M AyTEHTU(UKAIIAN, UCTIOJIb3Ye-
Mmbie B ACY TII u MnTepHeTe Belei.

4. OcHOBHBIE TIOHATHA B c(hepe PyHKIIMOHATHHON OE€30MaCHOCTH.

5. [TonoxeHuss OCHOBHBIX HOPMATHUBHBIX aKTOB, PETYJIUPYIOMINX cepy Oe3-
OMaCHOCTH KpUTHUECKON nH(opMarioHHo nHppacTpyKkTypsl Poccuiickoi
denepannm.

6. ApXUTEKTypa OCHOBHBIX mojcucteM odecnieuenus b oosexroB KUN.

7. OcHOBHBIE onpeneneHust cucteMbl obecnieueHuss b u ocobeHHocTH Mo-
cTpoenus cucreMbl ooecnieuenust Ub nis o0bekroB KW Ha mpOMBIIIEHHBIX
00BEKTaX.

8. IlonoxkeHuss HOPMATUBHBIX aKTOB, YCTAHABIUBAIOIIUX OTBETCTBEHHOCTD 3a
HapyleHue TpeboBaHuii 3akoHoatenscTBa PD B chepe obecneuenus 6e3-
onacHoctu KM u KBO TOK.

9. OcHOBHBIE CpeJicTBa 0OecTieueHUust KHOepOe30MacHOCTH (apXUTEKTYpa,
NPUHIUIBI IOCTPOCHUS ).

10. ITpyHIMIBI TPOEKTUPOBAHUS O€30MACHON HHPPACTPYKTYPHI OOBEKTOB
ACY TII u 3nauumbix oonektoB KMN.

11. CoctaB u crmocoObl OpraHU3alnK ICSITEILHOCTH CUJT 00ecTIeYeHUsT KHoep-
oe3omnacHoctu 00bekToB KNU.

12. OcHoBHBIE TpEOOBAHUS K CIIEIIMATUCTaM B 00JacTH KuOepOe30macHOCTH
ACY TII u UntepHera Beme, KpUTHIECKON HHPOPMAIIMOHHOM HH(Pa-
CTPYKTYpBHI.

13. Lenu obecnevenus kudepodesonacHoctu B ACY TII u MutepHere Beme
JUTSL TPaXK/IaH.

14. Knaccuduxkanus u npumepsl NpoayKToB « IHTepHET-Bewwen» s rpax-
JlaH, TPUMEPHI YTPO3, YSI3BUMOCTEN, PUCKOB.

15. OcHoBHbIe pucku u npodaemsl kuoepoezonacnoctu ACY TII B chepe
31paBOOXPAHEHUS.

16. OCHOBHBIC PUCKH U TTPOOJIEeMBI KHOSPOE30TaCHOCTH IS «Y MHOTO JJOMay.
17. CoctaB u knaccuuKanusi CUCTEM JJI «Y MHOTO TOPOJIa», KpUTEPUU
OIICHKH 0€30MaCHOCTH, OCHOBHBIX YI'PO3, PUCKOB U MPOOJIEM, CTPYKTYPHI U
0COOEHHOCTEM MOCTPOCHUSI MOJEIH YIPO3.

18. OcHoBHBIC puCcKH U MTPoOIEeMbI KnOepoe3omacHocTr B Smart Grid.

19. OcHoBHBIEC prcKHU U TIpobieMbl kudepoe3onacuoctu B ACY TII.



20. IlpumMeps! IOpUANYECKUX HHIUACHTOB B 00JIACTH PEryIMpPOBaHUS KUOEp-
0e30macHOCTH

ACY TIIL

21. Metobl 1 cpeacTBa obecreueHrs 6€30MacHOCTH CETEBOM HHPPACTPYK-
Typbl 00bekToB ACY TII.

22. Ipumeps! uammaenToB b 8 ACY TII (Kill-chain, ckommnpoMerrnpoBaH-
HassuHPPACTPYKTYpa, MOCIEIACTBHS).

23. MeTtoabl COXpaHHOCTH MH(OPMALIUY TIPU aBAPHSIX.

24. MeToIUKHU ¥ pyKOBOSIINE IOKYMEHTHI 0 KAaTErOpUPOBAHUU 0OBEKTOB
ACY TIIL

25. 3amura uaopmanuu ACY TII oT HeCaHKITMOHUPOBAHHOTO JIOCTYTIA.
26. Metonbl 6e3omacHoro ynpasieHus naMenenusimu B [10 u cereBoM 000-
pynoBanuu 00bekToB ACY TIIL.

7. Y4yeOHO-MeTOAMYECKOEe W MaTepHAJIbHO-TEXHHYECKOe olecnedeHne
TUCHMILTHHBI

8.

7.1. YueOHas auTeparypa:

OcHOBHAas JUTEparvpa.

1. ITerpenko C. A., CmupnoB M. b. be3onacnocte ACYTII u kputnueckoil MH-
dopmanmonnoit uHppactpyktypsl // CI16.: OO0 «U]J| «Adunay». — 2018. ISBN
978-5- 9909868-1-7. YueObHO-MeTOIUUECKOE TIOCOOHE
[https://avtoritet.net/library/books/bezopasnostasutp-i-kriticheskoy-
informacionnoy-infrastruktury].

2. Ilerpenko C. A., Ctynun /. /[[. HannoHanbHas cucrtemMa paHHETO IpeRyIpe-
x)aeHus o komnbiorepHoM Hanagaeruu. (CI16.: OO0 «U /I «Adunay. —2017. ISBN
978-5-99098680-0). [https://www.elibrary.ru/item.asp?id=29402725].

3. Petrenko, Sergei (2018) Big Data Technologies for Monitoring of Computer Se-
curity: A Case Study of the Russian Federa-
tion[https://www.springer.com/gp/book/9783319790350].

4. Ginter Andrew, Secure Operation Technology // Abterra Technology — 2018.
ISBN13 9780995298439 https://waterfall-security.com/secure-operations-

technology-the-missing-linkto-a-secure-industrial-site/]

JlomoJIHMTEILHAA JIUTEPATYPA.




5. Uro Takoe UutepHer Beme (Internet of Things, IoT) [DnexkrponHbIit pecypc].
Pexxum moctyna: http://tadviser.ru/a/135141 (nara oopamenus 25.06.2018).

6. OBCE. PykoBoaCTBO 10 Iepe0BOM MPAKTUKE 3aIUThl BAXKHEHIITUX OOBEKTOB
HEeSJIEPHOU SHEPTeTHUCCKOW HHPPACTPYKTYPHI OT TEPPOPUCTHUECKUX aKTOB B CBSI-
31 € YIrpO3aMH, UCXOSIIMMU OT KuOeprnpocTpaHcTsa. 5 mapra 2013 1.

7. http://www.0sce.org/ru/secretariat/110472

8. Obecrnieuenne 6e3omacHocT ACYTII — kpatkuii 0030p ceMeicTBa CTaHIapTOB
IEC 62443 http://www.itsec.ru/articles2/Oborandteh/obespechenie-bezopasnosti-
asu-tp-kratkiyobzorsemeystva-standartov-iec-62443

9. EBporetickoe arentcTBo 1o kudepoezonacHoctu ENISA onmy6nukoBano ananus

CTaHIAPTOB,  KAaCalOIIUXCS  MOCTaBIIMKOB  ycayr  jgoepus. 22.07.2016
http://rusrim.blogspot.ru/2016/07/enisa.html  JJokyMeHT J0OCTymnmeH 1o aapecy
https://www.enisa.europa.eu/publications/tsp_standards 2015/at_download/fullRe
port

10. Substation Communications Design Legacy to IEC 61850 Best Practices
http://info.belden.com/substation-design-wpl-1p-bc

11. KOMMyHI/IKaHI/II/I MCKIY NOACTAHIUAMHU KU OCHTPAMU YIIPABJICHUA — B COOTBCT-
cteun ¢ MOK 61850 http://digitalsubstation.ru/blog/2015/11/10/kommunikatsii-
mezhdupodstantsiyami-itsentrami-upravleniya-v-sootvetstvii-s-mek-nbsp-61850/
12. Cyber Security for Power Utilities. How to Protect Your Network in a Hyper-
Connected Environment  http://www.rad.com/21/Cyber-Security-for-Power-
Utilities-

WhitePa-
per/30757/?utm_source=google&utm_medium=cpc&utm_campaign=utilities-
firewall

7.2. UaTepHeT-pecypcsl

HasBanue pecypca Ccbuika/noctyn
DnektpoHHas OubaroTeka onnaitn «ExnHoe okHO kK 00- | http://window.edu.ru
pa3oBaTeIbHBIM PECYpCam»
«O6pa3oBaTenbHbIi pecypc Poccuny» http://school-collection.edu.ru

denepanbHbIi 00pa3oBaTENbHBIN TOPTAT: YupeKkacHus, | http://www.edu.ru
nporpammsl, ctanaaptsl, BY3s1, Tectsl EI'D, TNA

desepanbHbIi EHTP UHOOPMAIIMOHHO- http://fcior.edu.ru
oOpa3oBatenbHbIX pecypcoB (PLIOP)

Pycckas BuptyansHas Oubanoreka http://rvb.ru
KabuHer pycckoro si3plka U JINTepaTypbl http://ruslit.ioso.ru
HannoHanbHBIH KOPITYC PyCCKOTO S3bIKa http://ruscorpora.ru

Hayunast snextponHas Oubianoreka «e-Library» http://elibrary.ru/defaultx.asp



http://www.osce.org/ru/secretariat/110472
http://www.itsec.ru/articles2/Oborandteh/obespechenie-bezopasnosti-asu-tp-kratkiyobzorsemeystva-standartov-iec-62443
http://www.itsec.ru/articles2/Oborandteh/obespechenie-bezopasnosti-asu-tp-kratkiyobzorsemeystva-standartov-iec-62443
https://www.enisa.europa.eu/publications/tsp_standards_2015/at_download/fullReport
https://www.enisa.europa.eu/publications/tsp_standards_2015/at_download/fullReport
http://info.belden.com/substation-design-wp1-lp-bc
http://digitalsubstation.ru/blog/2015/11/10/kommunikatsii-mezhdupodstantsiyami-itsentrami-upravleniya-v-sootvetstvii-s-mek-nbsp-61850/
http://digitalsubstation.ru/blog/2015/11/10/kommunikatsii-mezhdupodstantsiyami-itsentrami-upravleniya-v-sootvetstvii-s-mek-nbsp-61850/
http://window.edu.ru/
http://school-collection.edu.ru/
http://www.edu.ru/
http://fcior.edu.ru/
http://rvb.ru/
http://ruslit.ioso.ru/
http://ruscorpora.ru/
http://elibrary.ru/defaultx.asp

OnekTpoHHO-0nbaoTeuHas cuctema IPRbooks

http://www.iprbookshop.ru

DneKkTpoHHO-0nbmoreyHas cucrema Marl'y

https://lib.ingqu.ru/

HNudopmannonHo-mpaBoBas cuctema «l apanT»

CereBas Bepcusi, JOCTyIIHA CO BCEX
KOMITBIOTEPOB B KOPIIOPATUBHOM
cetu Uurl'yY

7.3. IIporpamMMHoe o0ecriedeHue

1.1. Microsoft Windows 7, Windows 8, Windows 8.1, Windows 10
1.2.  Microsoft Windows server 2003, 2008, 2012, 2016

1.3.  Microsoft Office 2007, 2010, 2016

7.4. MaTtepuajibHO-TeXHHYECKOe OOecreyeHmne

MynbTUMEIUIHBIE Ay TUTOPHUU.
bubnuoTeka.

o0k wWwNE

CHpaBO‘-IHO-HpaBOBaH CHUCTCMa «FapaHT».

JlokanpHas ceThb ¢ BBIXOOM B MIHTEpHET.

3JIGKTpOHHaH HH(i)OpMaHI/IOHHO-06pa30BaTCJII>HaH Cpcaa YHUBCPCUTCTA.

BupryanbHble aHATIOTU CHEUATN3UPOBAHHBIX KAOMHETOB U Ta00OPaTOPHUH.



http://www.iprbookshop.ru/
https://lib.inggu.ru/

CaeieHns 0 nepeyTBep IeHNU MPOrpaMMbl HA 0YepPeqHOH y4eOHbIi rol M perucTpa-
MY U3MEHeHu

VYuebubiii | Pemenue xaden- BHeceHnHble M3MEHEHUs [Toxnuce 3aB. kaden-
roj pbI poit
(Ne mporoxkoma, nmata)






