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LUIUIMHA HE00X0AUMa ISl OCBOEHHS CIIEeTyIOMNX TUCHUILINH: « AHCTpyMeHTaIbHbIe cpeicTBa HH(OP-
MANMOHHBIX CHCTEM», «MeToAbI M CPEACTBA NMPOEKTHPOBAHNA MHGOPMALMOHHBIX CHCTEM U TEXHO-
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Koa u HamMeHOBaHHe NuaukaTopsbl Jdeckpuntopbl

KOMIICTCHIIMH

YK-2. Cnoco0en onpe-
AeJATh KPYr 3a1a4 B
pPaMKax MocTaBJIeHHOI

VK-2.1.: noHuMaeT BUabl pe- | 3HaTh: BUIBl PECYPCOB OTPAHUYCHUN JIIpe-

CYpCOB 1 Ol'”paHI/I‘IGHI/Iﬁ JJIA MCHUA HpO(beCCI/IOHaIIBHLIX 3aaa4; OCHOB-

pemenus npodeccroHab- HBIE METO/JIbI OLIEHKH Pa3HbIX CIIOCOO0B

1eJIM ¥ BHIONPATh OI-
THMAJIbHbIE CIIOCO0BI
HX pelleHus1, HCXOAS
M3 IeiiCTBYIOIIMX Npa-
BOBBIX HOPM,
HMeIOIIMXCS pecypcoB 1
OrpaHuYeHui

HBIX 3a71a4; OCHOBHEIE
METOBI OLIEHKU PA3HBIX
CIIOCOOOB pelIeHHsT  3aj1a4;
JIEUCTBYIOLIEE 3aKOHOAa-
TCJIBCTBO U IMTPABOBBLIC HOP-
MBI, PETYIUPYIOLIUE MIPO-
(heccroHaNbHYIO JIESITENb-
HoCTh. YK-2.2.:mpoBoauT
aHaJIu3 NIOCTaBJIEHHON
nend U GopMynHpoBaTh
3a/laym, KOTOphIe HE00XO-
MO PELINTh IS €€ J0-
CTIDKCHHS;,  aHAU3UPO-
BaTh aJIbTCPHATHBHbBIC Ba-
PHAHTBI JUTS TOCTHKCHUS
HAMEUCHHBIX PE3yJIbTATOB;
HCTIOJIb30BaTh HOPMATHBHO-

MIPaBOBYIO

pelienus 3a7a4; JeHCTBYIOIIee 3aKOHOAA-
TEJBCTBO M MPABOBBIE HOPMBI, PETYIIHPY-
Io1IHe MPO(EeCCHOHATILHYIO JIESITETLHOCTb.
YMeTh: MPOBOANTH aHAJIHN3 MOCTABIECHHON
1nesnu 1 GopMyIMpoBaTh 3aJjadu, KOTOPhIE
HEOOXOJMMO PEIINTh IJIs €€ JOCTH)KEHUS;
aHAJIM3UPOBATh ANbTEPHATHBHBIE BAPUAHTHI
JUTSL TOCTM)KEHUSI HAMEYEHHBIX DPe3yibTa-
TOB; MCIIOJIb30BAaTh HOPMATHBHO
MPaBOBYIO JIOKYMEHTAIUIO B cepe mpodec-
CHOHAJIBHOM I€ATENbHOCTH.

JOKYMEHTalHMIo B cepe mpo-
(heccroHaNBHOMN IeATSIbHOCTH.

IIpodeccuonanbubie komnereHunu (1K)




IIK-4. CnocooHOCTH
BBINOJIHATH PA0OTHI 1O
obecneyeHNI0 PyHKIU-

OHUPOBaHMUs 0a3 1aH-
HBIX 1 00eCIeYeHHI0 NX
uHGopMaMOHHO 0e3-

OMACHOCTH

[TIK-4.1: ucrons3yeT crenu-
aJbHBIC 3HAHUS 110 paboTe C
ycTaHoBiieHHOH b/1; oOmie
OCHOBBI peIlIeHUs IIPaKTHuye-
CKHUX 3a71a4 110 BOCCTaHOBJIE-
HUIO b/l 1 IpoBepKe KOPPEKT-
HOCTHU BOCCT@HOBJICHHBIX JIaH-
HBIX; OCHOBBI YIIPaBJICHUS
YUETHBIMHU 3aIUCSMU TOJIB30-
BaTEICH;
[1K-4.2: BBITONHSET periia-
MEHTHBIE IIPOLEAYPHI IO pe-
3€pBUPOBAHUIO JTAaHHBIX; BbI-
Oupath crrocod ACHCTBUS U3
W3BECTHBIX; KOHTPOJIUPOBATh
OLIEHUBATh U KOPPEKTUPOBATH
CBOU JICHCTBHS; BHITIOTHSTD
periJamMeHTHbIE MTPOLEAYPHI 110
BOCCTaHOBJICHHUIO U IPOBEPKE
KOPPEKTHOCTH BOCCTAHOBJICH-
HBIX JAHHBIX; BBIOUPATH CIIO-
€00 JICHCTBUS U3 U3BECTHBIX;
KOHTPOJIHMPOBATh OLICHUBATh U
KOPPEKTUPOBATH CBOU ACi-
CTBHSL; IPUMEHSITh CIIELHaIb-
HBIC TIPOLIEAYPHI YIIPABIICHUS
MIpaBaMHM JIOCTYTIa MOJIb30BaTe-
nen
[IK-4.3: 3amyckaeTr npoueaypsl
pe3epBHOTO KOMUPOBAHMUS;
MOHHUTOPHHI'A BHIIIOJHEHHUS
MIPOLIEAYPHI PE3EPBHOIO KOTIH-
pOBaHMSA; KOHTPOJIS 3aBeplle-
HUSL IPOLIELyPBI PE3EPBHOTO
KOITUPOBAHUS; 3aITyCcKa MpoIie-
Ilypbl BoccTaHoBieHus b/I;
MOHUTOPHHIA BHIITOJHEHHUS
MIPOLIEAYPBI BOCCTAHOBIIEHHS
BJl; kOHTpOs 3aBepLICHUS
MIPOLIEAYPHI BOCCTAHOBIIEHHS
b/,

JIocTyIa nosb3oBaTeneit kK bJ[

Ha3HA4UCHU: I1paB

WM3MEHEHUS MpaB JI0CTyMa

nosie3oBateneil k bJI; koHTpons

COOJTFO/IEHNS TIPaB AOCTYTIA
noabs3oBateneit k b1,

3HaTh: CrieIMaNTbHBIC 3HAHUSA 110 paboTe ¢
ycTaHoBieHHOU B/I;

001111€ OCHOBBI PELICHUH ITPAKTUYECKUX
3aJ1a4 1o BoccTaHoBieHuIo b/ u mposepke

KOPPEKTHOCTH BOCCTAHOBIICHBI JAHHBIX;

crenyanbHble 3HaHUH 10 padoTe ¢ ycTa-
HOBJIeHHOU BJ[ OCHOBBI ynpaBieHUs y4eT-

HBIMHU3AIMCSAMU N10JIb30BATENICH; CIICLIH-
aNbHbIC 3HAHUS 110 paboTaM C yCTaHOBJICH-

Hoit B/I.

, YMETh: BBINIOJHATH pErJIaMEeHTHBIE MIpoLie-
IypBI 11 PE3EPBUPOBAHUIO JTaHHBIX; BEIOU-
patb cnocob JeHCTBUS U M3BECTHBIX; KOH-

TPOJNHPOBATh OLIEHUBATh U KOPPEKTUPO-
BaTh CBOM JCHCTBHSI; BHIIOIHST
, PETJIAaMEHTHBIE IPOLIEAYPHI Il BOCCTAHOB-
JICHUIO U IIPOBEPKU KOPPEKTHOCTH BOC-
CTAHOBJICHBI JaHHBIX; BBIOUPATH CIIOCO0
JEHCTBUS U3 N3BECTHBIXKOHTPOINPOBATD,
OLICHUBATh KOPPEKTHUPOBATH CBOM JEHCTBUS
MMPUMCHSTH CIICHUAJIBHBIC TTPOUCAYPhI
yIpaBieHHUs IpaBaMH JOCTYINAaIOIb30BaTe-
JIeit;

BrnaneTts HaBBIKaMU: 3aIlyCK MPOLEAYPHI pe-
3CPBHOT'O KOIMMPOBAHWA; MOHUTOPHUHT BbI-
MIOJIHEHUSI IPOLIEYPBI PE3EPBHOTO KOMUPO-
BaHUs; KOHTPOJIS 3aBEPILECHHUS; IPOLEIYPBI
pe3epBHOIO KOMUPOBAHUS; 3aIycKa Mpole-

Ilypbl BoccTaHoBieHusa b/l MoHUTOpUHTa

BBITIOJITHCHHA NPOUEAYPhI BOCCTAHOBJIICHUA

B/l koHTpONIsL  3aBEpILIEHHUA
npouenypsl Boccranosnenus b/l HazHaueHus

IIpaB J0CTyIa nojib3oBareneil k bJI; nzmene-
HUU IIpaB AOCTyna nojibs3oBateneil k b

podeccnonanbubie komnerenunu (IK)




IIK-8. CniocooHOCTH
BBINOJIHATH PA0OTHI 1O
pa3padoTKe KOMIIOHEH-

TOB CHCTEMHBIX MPO-
TPaMMHBIX POAYKTOB:
KOMIWISITOP, 3arpy34H-

KOB, COOPIIUKOB, CH-
CTEeMHBIX YTHJINT, Ipai-

BEPOB YCTPONCTB, 10
CO3IaHHI0 HHCTPYMEH-
TAJbHBIX CPEICTB MPO-

rpaMMHUPOBaHNS

[1K-8.1.: moHuMaeT CHHTaKCUC
BEIOPAHHOTO S3bIKA MPOTPAMMU-
pOBaHUs, 0COOCHHOCTH ITPO-
TPaMMHPOBAHUS Ha dTOM SI3BIKE,
CTaH/IapPTHBIC OUOIMOTEKH S3bIKA
MIPOTPaMMHUPOBAHHS; METOIOJIO-
UM pa3pabOTKH MPOrpaMMHOTO
oOecrnieueHus; METOI0JIOTHU U
TEXHOJIOTHH MTPOCKTUPOBAHUS U
WCIIONIb30BaHUs 0a3 JaHHBIX;
TEXHOJIOTHH ITPOTPaMMHUPOBa-
HUS1; 0COOCHHOCTH BHIOPAHHOM
cpeabl MPOrpaMMHUPOBAHUS U
CUCTEMBI yIIpaBlieHus 0azaMu
JTAHHBIX; KOMIIOHEHTHI IIPOrpam-
MHO-TEXHUYECKUX apXUTEKTYD,
CYIIIECTBYIOIIUE TIPIIOKECHUS U
HHTEpQEHChl B3aUMOJICHCTBHS C
HHUMH;

MK-8.2: npumeHneT BblibpaHHbIe
A3bIKM NPOrPamMMMUPOBaHUA ANA
HanucaHMA NPOrPaMMHOrIO KoAa;
MCNONb30BaTb BbIOpaHHYIO cpe-
Ay NporpamMmMmnpoBaHus U cpes-
CTBa CUCTEMbI ynpaBaeHua b6a-
3aMW AaHHbIX; UCMO/Ib30BaTb
BO3MOXHOCTM MMEIOLLLENCA TEX-
HWYECKOM M/MAn NPorpammHoN
apPXUTEKTYpbI;

3HaTh: CHHTAKCHC BBIOPAHHOTO SI3bIKA MPO-
TrpaMMHPOBAHUsI, 0COOEHHOCTH MPOTPaMMH-
POBaHMUsI Ha OTOM SI3bIKE, CTaHIapTHBIE ONO-
JIMOTEKH SA3bIKa MPOrpaMMHUPOBAHHUS; METOI0-
JIOTUH Pa3paboTKH MPOTrPaMMHOTO oOecTieye-
HUS; METOZOJIOTHH U TEXHOJIOTHH MTPOEKTHUPO-
BaHUsSI U MCIIOJIb30BaHUs 0a3 NaHHBIX; TEXHO-
JIOTUU IPOTPaMMHUPOBAHHS; 0COOCHHOCTH BbI-
OpaHHOI cpeabl MPOrpaMMUPOBAHUS U CH-
CTEMBbI yrpaBlieHUs 0a3aMu TaHHBIX; KOMIIO-
HEHTBHI IPOTPAMMHO-TEXHIYECKAX aPXUTEK-
TYyp, CYIIECTBYIOIINE MPUIOKEHHS U UHTEP-
(heiichl B3aMMOJCHCTBUS C HUMU; Y METh!
MPUMEHSTh BBIOpAaHHBIC S3BIKH TPOTPaMMHU-
pOoBaHMs JUId HAIMCAHUS IPOTPaMMHOI0 KOJ1a;)
WCIIOJIb30BaTh BEIOPAHHYIO CPETy MPOrpaM-
MHPOBaHHSA U CPEACTBA CUCTEMBI YIIPaBICHUS
0a3amul TaHHBIX; UCMIOIB30BaTh BOBMOKHOCTH
AMEIOMIecs TEXHIIECKON W/IITH TIPOTPaMM-
HOM apXUTEKTYpbL

CTpyKTypa M colep:KaHHe JUCUHIIIHHBI

4.1. CTpyKTypa IMCUUILIHHBI

Bua yueOHoii padoThbl Bcero IMopsiakoBbliii HOMep ce-
MecTpa
5
OO0mas Tpy10eMKOCTh AUCIUILUIAHEI Bcero (B 3.€.), B 5
TOM YHCJIE:
KypcoBoii mpoekt (pabora) -
AyJIUTOpPHBIC 3aHSTHSL BCETO 68
(B akaj. yacax), B TOM YHUCIIE:
Jlexuuu 36
[TpakTHueckue 3aHATHS, CEMUHAPBI - -
JlabopaTopHbie pabOTHI 32
CamocTosiTenbpHas paboTa Bcero (B akaj. yacax), B TOM 85
qHCIe:
KCP - -
OK3ameH 27 - 27
OO01mas TpyI0eMKOCTb AUCIUAIUIAHBI 1804y.

4.2. Conep:xanue TUCHHUILIHHBI




Tewma 1. [TonaTHE U CymHOCTH HHPOPMAITMOHHOM 0€30MACHOCTH U 3aIIUTH HH(GOPMAITHH.
Heo06xomuMocTh W 3HAYUMOCTH HOPMATHBHO-TIPABOBOTO ONPEACIICHHUS OCHOBHBIX MTOHSTHH.
[Tonsitue nadopmarmonHoit 6e3onacuoctu (Mb) u 3ammutel uagopmanyu. OCHOBHBIE KOMITO-
HEHTBI 0€30MaCHOCTH rocy1apcTBa u JoMuHupyomas pois Mb. CranoBieHue u pa3BUTHE MTOHS-
TS «uHpOpManmonHas 6ezonacHoctb». CBsa3p Wb ¢ nndopmaTuszanueii odmectsa. bazoBsie

ypoBuHu obecnieuenust Ub u 3amuTer nHGOpManuy.

Tema 2.0cHOBHBIE yrpo3bl HH(OPMAIIMOHHON 0€301acHOCTH.

Knaccudukanus yrpo3 06e30MacHOCTH MO €U peaTu3aliil yrpo3bl, IPUHIUILY, XapaKTepy u
crioco0y e€ BoznencTBrsA. OCOOEHHOCTH YIpo3 BO3ACHCTBHS Ha OOBEKT aTakd B 3aBUCHMOCTH
OT €ro COCTOSIHUS M UCIIOJIb3YyEMBIX CPeJICTB aTaku. OCHOBHBIE METO/IbI M KaHAJIbl HECAHKIINO-
HUPOBAHHOTO JI0cTyma K MHGopmaruu B nHpopmannoHHoii cucteme (MC). ba3osble mpuHLINIIBI
3alIUThl OT HECAHKLMOHWPOBAHHOI'O AOCTYMA K HH(OpPMALMU B COOTBETCTBHH C HOPMAaTUBHO-
IIpaBoBbIMU JoKyMeHTamu Poccun. 3agaun no 3amure MC ot peanuzanuu yrpos.

Tewma 3. [IpaBoBoli ypoBeHb oOecTieueHHs] HTH)OPMAIIMOHHON O€30MaCHOCTH.
OcHoBHBIE  (enepasibHble  OpraHbl, TIE€HEPUPHPYIOLIHME B
Poccuiickoit @enepannn HOpMaTUBHO-TIPaBOBBIE akThI B chepe Vb u 3ammTe mHGOpManuu.
Ponp B Poccun MexBeJOMCTBEHHOI KOMUCCHHM IO 3allIUTE TOCYAapCTBEHHON TaiHbI B (hopMu-
POBAHMHU IIEPEUHS CBEACHUM, COCTABIAIOIIMX FOCY1apCTBEHHYIO TaliHy. MecTo KoMMepuecKkon
TaliHbl B CUCTEME NPEANPUHUMATENBCKON AeATENIBHOCTH. OCHOBaHUS U METOIUKA OTHECEHHUS
CBeJleHUI Kk koMMepueckol TaiiHe. CTeneHu KOH(UASHINATbHOCTH CBEICHUN, COCTABIISAIOIINX
KOMMEpUYECKyIo TaiiHy. Meronuka ¢popMUpoBaHus Ha (pupMe epedHs CBEACHUH, OTHOCSIIIUXCS
K KOMMEPUYECKOU TalHE.

Tema 4. AAMUHUCTPAaTUBHBIN YpOBeHb oOecnieueHus: MUHYOPMAIIMOHHON 6€3011aCHOCTH.
Konuenuus Wb, e€ nenu u staner noctpoenus. [lonutrka nHGOpMaIIMOHHON 6€3011aCHOCTH
(ITNB) xak ocHOBa aAMUHUCTPATUBHBIX MEp MO 3ammTe HHPOpManuu Ha npeanpusTu. CTpyk-
Typa JOKYMEHTA, XapaKTepU3YIOIIEro MOJIUTUKY O€30IIaCHOCTH, U OCHOBHBIE 3Talbl pa3paboTKu
nonutuku Ub. 3anaun, pemaemeie npu ananuse puckos it IC. bazoBeie METOIMKH, UCTIONB3Y-
eMble [T OLIeHKH pucKoB. OCHOBHBIE cTaHIapThl B 001actu pazpadorku [IMb u ananuza puc-
KOB. ba30oBble HHCTpYMEHTAIbHbBIE CPEACTBA ISl aHAJIN3a PUCKOB U ynpasieHus puckamu. Oc-
HOBHBIE NpUHLMIBI peann3anuu [11b
Tema 5.IIporpaMMHO- TEXHUYECKUI YPOBEHb 00€CIIEUEHUS 3alIUThl MH()OPMAIIHH.
ITporpammusbie cepBuchl 3auThl nH(popmaru B UC. Unentudukanus u ayreHTuduKanms
M0JIb30BaTENeN Kak nepeoBoi pyoex 3aiuThl HHPopMauu. bazoBeie MeTOIbI MapOJIBHOM
ayreHTu(uKanuu. Mosenu pasrpanndenust Joctyna k uHGopmanuu. [Iporokonuposanue u
aymuT (akTuBHBIN M nmaccuBHbIN) MC, NX OCHOBHBIE 11€JIM U 0COOEHHOCTH. ba3oBble MeTObI
Kpunrorpaduueckoro npeodpazoBanus AaHHbIX. [loTrokoBoe n 6110unHoe mupposanue. [Ipore-
nypa GopMUpPOBaHMS AIEKTPOHHON NOAMHUCH. DKpaHUpOoBaHHe HHPOPMALIUU B MH()OPMAITIOHHO
TesniekoMMyHHUKAIMOHHBIX ceTsx (MTC). OcHoBHble cepBuckl 3amuThl B UTC. KoMmbioTepHbie
BUPYCHI I BPEIOHOCHBIE MPOTPaMMBI: KJaccu(UKaIus, METOIbI U CpesICTBA OOPHOBI C HUMH.
AHTUBHpPYCHBIE IPOTPAMMHBIE KOMIUIEKCHI.

Tewma 6.[1ponienypHbIit ypoBeHb HH(DOPMAITMOHHON O€30TTaCHOCTH.

OcHoOBHBIE KJacChl Mep IPOLEAYPHOIO YPOBHS YTpaBieHHE [IEPCOHATIOM Oduznyeckas 3a-
nuta [lonnepskanune pabotocrnocodHocTr PearnpoBanue Ha HapyIIeHUs pekUMa 0€30MMacHOCTH
[InanupoBaHre BOCCTAHOBUTEIbHBIX PadoOT.

Tema 7.Cuctema 3amuThl HH(GOPMAIIHH.

[Tporecc pa3BUTHs CPEACTB U METOJIOB 3alUTH MH(OpMAIMK DTanbl Pa3BUTHS CUCTEMBI 3alIllH-




Thl HH(GOpMALUU B HacToswee BpeMsi KOMIUIEKCHBIN OJX0/ K OCTPOSHHUIO CUCTEMBI 3aLUThI
nHpopmanun CUCTEMHBIH OJXO0/ K HOCTPOCHUIO CUCTEMBI 3aluThl MH(popMaruu Llenn 3agaun
CHCTEMBI 3allIUThl HH(OpMALUU. DTAlbl U TOPSIO0K NPOBEACHHS PabOT IO CO3/IaHHIO CUCTEMBbI
3anuThl nHpopMmanuu. CTPyKTypa CUCTEM 3aIIUThl HHPOPMALIUU Ha COBPEMEHHOM JTare. Me-
TOJIBI (BU/IbI) OOECTIEUCHHUS 3 THI HH(POPMAIIUH.

Tema 8.00ecneuenue pexxnuma KOH(UICHINAIBHOCTH MPU paboTe C 3amuimaemMoi nadopmau-
ei.

PazpemnrensHast (pa3rpaHu4UTENbHAS) CUCTEMA IOCTYIA JOKHOCTHBIX JIUL, PAOOTHUKOB K
KOH(HIEHIIMATIbHBIM CBEJICHUSM, TOKyMEHTaM U 0a3aM AaHHBIX J0mycK TOJKHOCTHBIX JIULI,
pabOTHUKOB K KOH(MUIEHINAIBbHOW nH(popManuu J{ocTyn JOIKHOCTHBIX JIUL, pAOOTHUKOB K
KOH(HIEHIIMATIbHBIM CBEICHUSIM, JOKYMEHTaM U 06a3aM AaHHbIX O0sA3aHHOCTH JTOJKHOCTHBIX
JIMLI, JOMYIIEHHBIX K CBEJICHUSM, COCTaBIISIIOIIMM KOMMepuecKyto TaiiHy [lopsanox npenocras-
neHus (ToTydeHus) KoHQHUAeHMaIbHON HH(popMaiu pabOTHUKAM CTOPOHHHUX OpraHU3allHH,
rOCy/1apCTBEHHBIM YUPEKICHUAM
Tema 9. Konrponr  3a coOiropeHueM TpedoBaHnit HHGOPMAITMOHHON 0€301aCHOCTH U 3aIIUTHI
nH(popMaIuu.

OCHOBHBIE TIOJIOXKEHHUS 10 OCYLIECTBICHUIO KOHTPOJIS, Ha3HAYECHUE, 11eJb U 33/1a4l KOHTPOJIS.
OCHOBHbBIE MEPOIIPUSTHS IO OCYLLIECTBICHUIO KOHTPoJIs. IIopsiiok npoBeaeHus MpOBEpKH (KOH-
TPOJIs) HaJM4US JTOKYMEHTOB U MHBIX HOCUTEJEeH nHpopMalnuu orpaHudeHHoro aocryna [Ipo-
BEJICHUE CITY)KEOHOTO paccieoBaHus 1o (akTaM yTeUKH KOH(DHUIECHINATBHON nH(pOpMaIny,
yTpaTbl HOCUTENEH, COACPIKAINX TAKHE CBEICHUS, a TaKKe 10 (hakTaM rpyObIX HapylIIeHUH pe-
KHMa KOH(QHICHIINATHHOCTH.

Tema 10.0TBETCTBEHHOCTh 32 MTPABOHAPYIICHHS HHPOPMAIIMOHHOW 0€30TIACHOCTH H 3aIUTHI
uHpOpMaIny.

[ToHsiTHE U BUJIBI FOPUAMYECKON OTBETCTBEHHOCTH 33 HAapYIIEHHUE IPABOBBIX HOPM I10 3aIIUTE
uH(popManuu Mepbl TUCIUTUIMHAPHONW OTBETCTBEHHOCTH coriacHo TpymoBoro komekca PO An-
MUHHUCTPATHBHAs OTBETCTBEHHOCTH 32 PABOHAPYIIEHUS B 00JaCTH 3aIUThl HHTEIUIEKTYaIbHON
cOOCTBEHHOCTH U MH(POPMAIIMOHHOMN 06€30MacHOCTH YTOJIOBHASI OTBETCTBEHHOCTH 3a IIPaBOHA-
pylIeHus B 00J1aCTH 3alIUThl TOCYJapCTBEHHOM TallHbI YTOJIOBHAs! OTBETCTBEHHOCTH 3 MPaBo-
HapyueHus B 001acTi KOH(UIeHIIMANbHON nHpOpMaLUK.

Tema 11.Ananu3 yrpos. I[Ipobnemsr 6ezonacnoctu IP-ceteit. I1ytu pemenus nmpoGieM 3amuThl
uHpopmanuu B cetsx. [lonutuka 6e30macHOCTH.

Poct nonynsprocTy MIHTEpHET-TEXHOIOTUI COITPOBOXKIAETCS POCTOM CEPHE3HBIX YIPO3 pas-
IJIANIEHMS] IEPCOHAIBHBIX TaHHBIX, KPUTUUYECKU BaXKHBIX KOPIIOPATUBHBIX PECYpPCOB, FOCYAAp-
CTBEHHBIX TallH | T. 1. . B Ommkaiiimem OyayieM ux 9uciio BO MHOTO pa3 BO3PACTET, TOATOMY
BEPOSATHOCTb JIOCTYIIA XaKEPOB K YA3BUMBIM KOMITBIOTEpAM M KOMITBIOTEPHBIM CETSAM TaK¥kKe M0-
cTosiHHO Bo3pacTaeT. Ha npaktuke [P-ceT ysa3BUMBI 111 MHOTHUX CIIOCOOOB HECAHK-
IMOHUPOBAHHOI'O BTOPKEHUS B Mpoliecc 0OMeHa JaHHbIMU. 110 Mepe pa3BUTHS KOMIIBIOTEPHBIX
Y CETEBBIX TEXHOJIOTUH (HalpuMep, C MOsIBIEHUEM MOOMIIBHBIX Java-TIpUIIOKEeHUH U DIIEMEHTOB
ActiveX) criucOK BO3MOXKHBIX TUIIOB CETEBBIX aTak Ha [P-ceTu MOCTOSHHO paciMpsieTcs.
Tema 12.MextyHapoaHble cTanapThl 6e3omacHocTH. CTaHAapThl HH(OpMaIMOHHON Oe30mac-
HocTH B MHTepHeTe. OTeuecTBEHHBIE CTaHAApThl 6€30MaCHOCTH HH(POPMALIMOHHBIX TEXHOJIOTUH.
B nocneanee Bpemsi B Mupe OypHO pa3BUBAETCS AJIEKTPOHHAS] KOMMEPIUS MTOCPEICTBOM CETH
WuTepuer. PazBuTre 351eKTPOHHON KOMMEPILIMU B OCHOBHOM ONPEEINISIETCs IPOrpeccoM B 00iia-
ctu OezonacHocTy nHpopmaruu. [Ipu 3Tom 6a30BbIMH 331a4aMU SIBIISIFOTCS] OOECIIeueHue 10-
CTYITHOCTH, KOH(UAEHIINATbHOCTH, IIEJIOCTHOCTH U IOPUANYECKON 3HAUUMOCTH UH(POpPMAILIUH.
ITo ounenke Komurera OOH mo mpeaynpexxaeHnio TpecTyITHOCTH U 60phOe ¢ Hell, KOMITbIOTep-
Hasl IPECTYIHOCTh BBIIIUIA HA YPOBEHb OJTHOM M3 MEKIYHApOIHBIX npodieM. [ToaTromy upes3BbI-




YaitHO BaXXKHO OOMBATHCs A(hPEKTUBHOTO perieHus mpodiiem odecrieueHus 6€301acHOCTH KOM-

MepUecKoil mHpOpMAaIH B TJI00aTbHON ceT HTEpHET U CMEKHBIX intranet-ceTsax, KOTOPBIE 1O

CBOEH TEXHUUYECKOW CYITHOCTH HE MMEIOT MPUHIMITNAIBHBIX OTJIMYMNA U pa3IuyaroTcs B OCHOB-
HOM MaciTabaMH U OTKPBITOCTHIO.

Tema 13.Cummerpuunsie kpuntocucteMsl. biaounsie mmdpel. Koncrpykuus deiicrens. Pexu-
MbI mmdpoBanus 61049HbIX mHdpoB. Ctannaptel 6ounoro mmdposanus. Crangapt Poccun -
I'OCT 28147-89. Ilorounsie mudpsl. [Hudpp RC4..

CuMMeTpHYHBIE AITOPUTMBI IM(POBAHUS (UM KPUITOTpa(Hst C CEKPETHBIMH KIIFOUYaMH) OCHO-
BaHBI HA TOM, YTO OTIIPABUTEIb U NOJIyYaTeIb HHPOPMAIIMU UCTIONB3YIOT OMH U TOT XK€ KIII0Y.
OTOT KJI0Y JOJKEH XPaHUTHCS B TailHE U IepeaBaTbCsl CIOCOO0M, UCKITIOUYAIOIIUM €ro repe-
XBar.

OO6men nH(popMarmei ocymecTBiseTcs B 3 sTana:

1. ormpaBuTens nepeAaeT MoIydaTelo K04 (B Clyyae CeTH ¢ HECKOJIbKUMH aOOHEHTaMH Yy

KaX/101 1apbl a0OHEHTOB JI0JDKEH OBITh CBOM KIIIOY, OTJIMYHBIA OT KITFOYEH APYTHX map);
2. OTIpaBUTENb, UCTIOIB3Ys KIII0Y, 3alIM(POBBIBACT COOOIICHNE, KOTOPOE ePEChUIAETCs MO~
Jy4aTento;
3. Tomy4atelns MoJydaeT cOOOMeHUE U pacii(pPOBBIBACT €T0.

Ecau nns xkaxxaoro gHs U 11 KaXJI0TO ceaHca CBS3HU 6yz[eT HCIIOJIB30BAaTHCA YHI/IKaJ'ILHHﬁ KJIIO4,
9TO IIOBBICUT 3allTUIIICHHOCTb CUCTCMBEI.

Tema 14.Benenne B Teoputo urcen. Meron pacnpeaeneHus kiaodei Juddu-Xemmmana. Kpur-
tocucrteMa RSA. Kpunrocucrema Dnsl"amansa. Cranaaptel Poccun I'OCT 34.10, I'OCT 34.11

Kpunrocucrems! Anddu-Xemmmana u Iab-"amanst ocHOBaHBI Ha BEIYMCIUTEIBHON CII0KHOCTH
3a7a4m AUCpeTHOro JorapudmupoBanus. Beruncinenue y=ax {mod p} (p — mpocroe 4ncio min
CTEIEeHb MPOCTOro yrcia, 1<x<p-1, 1<a<p-1, 1<b<p-1, ac = b{mod p}) BIIOIHIETCS MPOCTO,
HO BBIYHCIIeHUE X = logay {mod p} BBINOTHSAETCS HOCTATOYHO CI0XHO. Anroputm Juddu-
XenaMaHa npeHa3HadeH TOJIBKO Ul TeHEPaLuy KJIIoya CHMMETPUYHOr0 HIM(POBaHUs, KOTO-
pBIit 3aTeM OyAeT UCIOoNIb30BaH cyobekTaMu A U B ju1s 3amuimeHHoro ooMeHa cooOIIeHUs MU 110
OTKPBITON CETH.
Tema 15.I1pocras ayrentudukanus. Crporas ayreHTuukanus. buomerpuueckas ayreHTUPU-
Karusi.

[Ipouienypa npoBepku MOTMHHOCTU. OHA MOXKET OBITH OJTHOCTOPOHHEH MIJIM B3aUMHON, OOBIYHO
MIPOBOJIUTCS C TIOMOIIBIO KpUIITOrpaduieckux crnocodos. He cnenyer myraTh ¢ aBTOpH3aIien
(mporueypoii mpeocTaBiIeHus: CyObEKTy ONpeeEHHbIX MpaB) U UAeHTHPUKaMeH (poreay-

poii pacrio3HaBaHUs CyOBEKTa 110 €0 UACHTU(UKATOPY
Tema 16.06ecneuenne 6e3onacHocTr OC. TeXHOIOTUN MEKCETEBBIX IKPAHOB.
CereBble aTaku HECYT ¢ cO00M OOJIBIIYI0 OACHOCTH JJIsi KOPIIOPATUBHBIX CETEH U JTOMAITHUX
nosib3oBareseil. [l ux npepoTBpaiieHus, oOOHapyKeHUs U OJIOKHPOBAHUS YEIOBEUYECTBO MPHU-
IyMaJio pa3HooOpa3HbIe MEXaHU3MBI M CPENICTBA, UX peanu3yronme. OTHaKo HaJ0 TOHUMATh,
YTO HEBO3MOKHO PACCMOTPETH BCE JI0 €MHOTO MEXaHU3MBI M BCE aCIIEKTHI, CBSI3aHHBIE C Pa3HO-
POIHBIMH CPEJICTBAMH 3aIIUTHI.

Oo0pa3oBaTenbHbIE TEXHOJOTHH




[Ipu ocymecTBneHnE 06pa3o0BaTeIHLHOTO IMpOoIecca MO JUCIHUIIMHE UCIIOIB3YIOTCS CIeayIo-
e WH(QOPMAIMOHHBIC TEXHOJIOTUH:

1. Internet - Texuonoruu:
WWW (aura.WorldWideWeb- Becemupnast [Taytuna) - TexHONIOTHS pabOTHI B CETH C TUIIEP-
TEKCTaMH;
FTP(aurn. FileTransferProtocol- mporokon nepenaun aitios) - TeXHONOTHs IEpeIadH MO
cetu (aiiyIoB NPOU3BOIBEHOTO (OopMaTa;
IRC(anrm.InternetRelayChat- moouepeaubIii pa3sroBop B CETH, YaT) - TEXHOIOTHS BEICHHS
MePErOBOPOB B PealbHOM MacIITadbe BpEMEHH, JIAroIasi BO3SMOYKHOCTh Pa3roBapuBaTh C APYTUMH
JFOJIBMH TI0 CETH B PEXKHUME MPSMOTO JHANOra;
ICQ(anr.Iseekyou- st uiry TeOs1, MOKHO 3amucaTh TPEMsI yKa3aHHBIMUA OyKBaMH) - TEXHOJIO-
T'Hsl BEJICHUS [IEPErOBOPOB OJIMH HAa OJIUH B CHHXPOHHOM PEKHME.

2. JlucranmuonHoe o6y4enue ¢ ucronpsosanneM DUOC Ha miatdopme Moodle.
3. TexHOMOrus My/IbTUME/NA B PEKUME JUANIOTa.

4. TexHONOTHs HEKOHTAKTHOTO HH(MOPMALMOHHOTO B3aHUMOICHCTBHS (BUPTYaIbHBIE KabH-
HETBI, JIA00OPaTOpHN).

5. l'umepTexcToBas TeXHOIOTHS (IEKTPOHHBIE YISOHUKH, CIIPABOYHHKH, CIIOBAPH, YHITHK-
JIOTICNH) U T.JI.

Hcnosb3yembie pecypcbl HHGOPMALMOHHO-TEJIeKOMMYHMKAMOHHOM ceTH «Internet»; ungopma-
LHIMOHHBbIE TEXHOJIOTHH, IPOrPAMMHBIE CPeICTBAa M HH(OPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1.5nexrponnas nudopmarmonHo-odpasosarenpras cpena AHO BO "C3TY" (3MOC C3TVY) [DneKkTpoH-
HBIN pecypce]. - Pexxum gocryma: http://edu.nwotu.ru/

2.Yuebno-unpopmarmonnsiii ieHTp AHO BO "C3TVY" [OnexTpoHHBIH pecypc]. - Pexxum gocTyna:
http://lib.nwotu.ru:8087/jirbis2/

3.OnexkrpoHHO-0nbanoTeyHas cucrema [PRbooks [Dnekrponnslii pecypc]. - Pexxum nocryma:
http://www.iprbookshop.ru/

4 NndpopmannonHas cucrema "EnnHoe okHO H0oCTyna K 00pa3oBaTelnbHbIM pecypcam" [DIeKTpOHHBIH
pecypc]. - Pexxum moctyma: http://window.edu.ru/

5.MHdopManmoHHas CUCTEMBI IOCTYIIA K 3JIEKTPOHHBIM KaTanoraM OMOIHOTeK cdepbl 00pa3oBaHUs H
Hayku (MC OKBCOH) [OnexTponHslii pecypce]. - Pexxum nocryna: http://www.vlibrary.ru/

IIporpamMHoe odecnevenue

ITpu ocymiecTBICHHN 00Pa30BATEIBLHOTO MPOIECCa MO TUCIUILTHHE UCTIONB3YIOTCS CIIEIYT0-
mue HHPOPMALHOHHBIC TEXHOIOTHH:
Internet- Texnonoruu:
WWW /(anrrn.WorldWideWeb- Beemupnas [laytuna) - TexHOIOTHS paOOTHI B CETH C THIIEP-
TEKCTAMH;
FTP(aurmn. FileTransferProtocol- mporokon mepemaun ¢aittoB) - TEXHOIOTHS TIEPEIAUHN TI0
cetd (hailyioB MPOU3BOILHOTO (hopMaTa;
IRC(anrm.InternetRelayChat- moodepeiHbiii pa3roBop B CETH, 4aT) - TEXHOJIOTHS BEJCHUSI
MepEroBOPOB B PeaIbHOM MacIITade BpEMEHH, JIAroIasi BOSMOYKHOCTh pa3roBapyuBaTh C APYTHUMH
JFOJIBMH TI0 CETH B PEKHME NPSMOTO JIHANIOra;
ICQ(anr.Iseekyou- st ity Te0s1, MOKHO 3amucaTh TPEMsl yKa3aHHBIMUA OyKBaMH) - TEXHOJIO-
T'Hsl BEJICHUS [IEPEroBOPOB OJIMH Ha OJIUH B CHHXPOHHOM PEXHME.
JucrannuronHoe o0yuenue ¢ ucmoas3oBannem DMOC na mmatrdopme Moodle.
TexHoNnoruss MyIbTUMEIMA B PEKUME JIHAIIOTa.



http://lib.nwotu.ru:8087/jirbis2/
http://www.iprbookshop.ru/
http://window.edu.ru/

TexHOIOruss HEKOHTAKTHOTO HH(GOPMALMOHHOTO B3aUMO/ICHCTBHS (BUPTYyaJIbHbIC KAOWHETHI,
naboparopun).
I'uneprekcToBast TEXHONIOTUS (IEKTPOHHBIE YISOHUKH, CIIPABOYHUKH, CIIOBAPH, SHIIUKIIOIE-
IIAW) U T.1T.
ITporpammuoe obecnieuenue: [T MSOffice2010

DopMBI TEKYIIero KOHTPOJIs

e KomnokBuywm;
e Tect;
e KoHTtponbHas pabora;
e  OT4eTHI CTYJIEHTOB O J1a0OpaTOPHBIM paboTam.

®opMa IPOMEKYTOYHOT0 KOHTPOJISA

OK3aMeH

Pa3padoTumk: crapmmii npenogasatens kadenpst UCuT Ilypoes U. M.




