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Koa u HaumeHoBaHue NuaukaTopsbl Jeckpunropbl
KOMIIETCHINH

YK-2. Cnocoden VK-2.1.: noHumaer BHIbI| 3HaTb: BHUABI PECYpCOB  OrpaHUYEHUH
onpeneasitb KPYr | pecypcoB M OrpaHHuYEHMH | JUIIpelieHus NpodecCHOHANbHBIX 3374,
3aja4 B pamMKax | i pEIIEHUs] | OCHOBHBIE  METOABI  OLEHKHM  Pa3HbIX
MOCTABJICHHON LeJu u npoeccnoHaIbHBIX CHOCOOOB pELICHUs 3a/1a4; ACHUCTBYIOIIEE
BbIOUPATH 33/la4; OCHOBHBIE METOJBI | 3aKOHOJATENBCTBO W IIPABOBBIE HOPMBI,
ONTHMAaJIbHBIE OLIEHKM Pa3HbIX CIOCOOOB | peryiupyromue npodecCHOHAIBHYIO
CIOCO0BI UX pPELICHHUsl, | pemIeHUs 3a1a4; | JEeATEIbHOCTb.
Hexoas u3 JIEUCTBYIOIIIEE YMeTh: MPOBOJAUTH aHAIU3 NTOCTABJICHHOU
MEACTBYIOMINX 3aKOHOJATEIILCTBO " nenu u GopMynIHpoBaTh 3a/laud, KOTOpPBIE
NPaBOBBIX HOPM, MIPaBOBbIE HOPMBIL, | HEOOXOAMMO PEIINTh IJIS €€ JTOCTHKECHHS,
MMCIOIIUXCSI PECYPCOB U perynupyrommue aHAJIM3UPOBATH AJIbTCPHATHBHBIC BaAPHAHTBI
OrpaHuYeHu i npodeccrnoHaIBHYIO JUTSt JTIOCTHKEHUS HaMEYEeHHBIX

JIESATEIbHOCTb. VK- | pe3yabTaToB; UCHOJIB30BATh HOPMATUBHO

2.2.:mpoBOIUT aHaJN3 [IPaBOBYIO JIOKyMEHTALUIO B chepe

MOCTaBJIIEHHOMN ey MpodecCuoHaIbHON ASSITEIBHOCTH.

n (QopmynmupoBarh 3aaaum,

KOTOpBIE HEO0X0IUMO

pemuTh JUIS ee

JOCTUKEHHS;

aHaJIM3UPOBATH
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aIbTEPHATHBHBIC BapUAHTEHI
TS JOCTIDKCHHUS
HAMEUCHHBIX  PE3yJIbTATOB;
HCIONB30BaTh HOPMATHBHO-
MIPaBOBYIO

MOKYMEHTAIIHIO B chepe

mpohecCHOHANBHOMN

MCATCIbHOCTH.

IIpodeccuonanbubie komnereHuun (ITK)

MK-4. Cnoco0HOCTD
BBINOJIHATH PadoOTHI 1O
o0ecreyeHu1o
(PyHKLIMOHUPOBAHMS
0a3 JTAHHBIX "
o0ecreyeHu1o HX
MHGOPMALMOHHOM
0e30macHOCTH

[IK-4.1: HCIIONB3yeT
CICHUATbHBIE  3HAHHA IO
pabote ¢ ycraHoBieHHOH BJI;
o0IIMe  OCHOBBI  pEIICHUS
NpaKkTHYECKUX  3agad 10
BOCCTaHOBJICHHIO b 51
MpOBEPKE KOPPEKTHOCTH
BOCCTAHOBJICHHBIX JaHHBIX;

OCHOBBI YIIPaBICHUS
YYETHBIMU 3aIIUCSIMU
MOJIb30BaTeIICH;

I1IK-4.2: BBITIOJIHSICT

perJIaMEeHTHBIE TPOIEAYPHI IO
pe3epBUPOBAHUIO JIaHHBIX
BBIOMpATh CIIOCO0O JCHCTBUS U3
W3BECTHBIX; KOHTPOIUPOBATH
OIICHUBATh M KOPPEKTHUPOBATH
CBOM JICHCTBHS, BBITIOJHATH
periiaMeHTHbIE TPOLEAYPHI 10
BOCCTAaHOBJICHHIO W TIPOBEpKE
KOPPEKTHOCTH
BOCCTaHOBJICHHBIX JIAaHHBIX;
BBIOMPATH CTIOCO0 JEHCTBUS U3
W3BECTHBIX; KOHTPOJIHPOBATH
OIIEHWBaTh W KOPPEKTHPOBATH
CBOM JICHCTBUS;, TPUMEHSATH
cIieraIbHbIC MPOLIECTyPhI
YIOpPaBICHUS MpPaBaMH JIOCTYIIA
MoJb30BaTeIeH

ITK-4.3: 3amyckaeT mporenypsl

pe3epBHOTO KOITUPOBaHMUS;
MOHHTOPHHTA BBITIOJTHEHUS
[POLIEAYPBI PE3EPBHOTO
KOTTUPOBAHUS; KOHTPOJIS
BaBepIIEeHUs MPOLIENYPEI
pe3epBHOTO KOITUPOBaHMUS;
BaIycka MIPOLIEAYPBI
BOCCTAHOBJICHUS BJ;

IMOHUTOPHUHTA BBITIOJTHCHU S

3HaTh: CIleNHaIbHBIC 3HAHUSA IO paboTe C
ycTaHoBJIeHHOH B/I;
o0IIe OCHOBHI PEUICHUH TNPaKTHYECKHX
3a/1a4 110 BoccTaHOBIEHMIO b/l u nposepke
KOPPEKTHOCTH BOCCTAHOBJICHBI JIaHHBIX;
CHernuanbHble 3HaHWKW 10 paboTe ¢
yYCTaHOBJICHHON bJl OCHOBBI yIIpaBleHUS
YUYCTHBIMU3AIIUCAMU HO.HI)3OBEITCJICI\/'I;
CHelMalibHble 3HAHUS 1O paboraM ¢
ycTaHoBleHHOH B/I.

. YMeTh: BBIIIOJIHATH PEriIaMCHTHBIC
MPOLIEAYPHl I PE3EPBUPOBAHUIO  JTaHHBIX;
BBIOMpaTh CHOCO0 NEHCTBHUS M W3BECTHBIX;

KOHTPOJIMPOBATH OIIeHHBATh u
KOPPEKTUPOBATh CBOU JIEHCTBYS,
BBITTOJTHAT

, peryIaMEeHTHBIE MPOLIEAYPbI i
BOCCTaHOBJICHUIO u MIPOBEPKHU

KOPPEKTHOCTH BOCCTAHOBJICHBI JaHHBIX;
BBIOHpATH CIIOCO0
JEeHCTBUS U3 N3BECTHBIXKOHTPOJINPOBATD,
OILIEHHMBATh KOPPEKTHPOBATH CBOM JEHCTBUS
MPUMEHSATh  CIIelHaIbHbIE MIPOLIEAYPbI
yIpaBiIeHUS IpaBaMu
JOCTYHAIoJIb30BaTeNeH;
Bnamerer HaBbIKaMH: 3alyCK IPOLELypHI
pe3epBHOIO  KOMMPOBAaHUS;  MOHHUTOPWHT
BBITIOJTHEHMS MIpOLEAYPBI pe3epBHOTO
KOIMPOBaHUS;  KOHTPOJIA  3aBEpILICHUS;
MIPOLIEAYPHI PE3EPBHOTO  KOMMHMPOBAHUS;
3alycka NpoLenypbl BoccTaHOBIEHHS bJ]
MOHHTOPHUHTA  BBIIIOJHEHHUS  MPOLEAYPHI
BOocCTaHOBJIEHUA bl KOHTpOns 3aBepLICHUS
Mmpoueaypsl BoccTaHoBiIeHHd b/ HasHaueHUs|
mpaB  Joctyna  nosb3oBarened  k  BJI;
M3MEHEHUI MpaB A0CTyNa nosib3oBarenei k b/
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[IPOLEAYPBl  BOCCTAHOBIICHUS

bJl; KOHTpoJs 3aBepIICHUs
[TpOLIE Ly bl
b1; Ha3HAYEHUS npaB

moctyna mnoJip3oBatened K bJI

BOCCTAaHOBJICHU S

M3MEHCHUS IIpaB JocTymna
rosn3oBateneit k bJI; koHTpos
COONMIOieHNsT TpaB  JOCTyIa

rmoJjib3oBateneii Kk bJI.

Ipodeccnonanbubie komnerenunu (1K)

ITK-8.

CnocooHoctn[IK-8.1.: MOHMMaeT CHHTaKCHUC

BBIMOJHSITL PadoOThl MOBBHIOPAHHOTO SI3BIKA
pa3padoTke [MPOrpaMMHUPOBaHUS,
IKOMIIOHEHTOB 0COOCHHOCTH

CHCTEMHBIX [MPOrpaMMHUPOBaHUsI HA  3TOM|
TMPOTrpaMMHBIX SI3BIKE, CTaHJIaPTHBIC
MPOAYKTOB: OubmoTexu SI3BIKA
KOMITHJISITOP, [MPOrpaMMHUPOBAHUS;
3arpy34nKoB, METOJTOJTIOTUHI pa3paboTKH
COOPIIUKOB, CUCTEMHBIXIIPOTPAMMHOIO o0ecrnieueHus;
YTHJINT, JAPaiiBepOBMETOJIONIOTHA U TEXHOJIOTHH
YCTPOiicTB, MO CO3II3HH10£\':pOGKTI/Ip0BaHI/ISI u
MHCTPYMEHTATbHBIX MCTIONB30BaHug  0a3  JIaHHBIX;
cpencTB TEXHOJIOTHU
MporpaMMUpOBaHUs [MPOTpaMMHUPOBaHUS;

0COOCHHOCTH BBIOpaHHOM cpepl
MPOTPAaMMHUPOBAHHUS M CHCTEMBI

yrpaBieHus 0a3aMu  JIaHHBIX;
KOMITOHEHTBI MPOrpPaMMHO-
TEeXHUIECKUX apXUTEKTYD,

CYIIECTBYIONUE TPIIOKCHUS U
nHTEp(dElichl B3aMMOJIECHCTBUS C
HUMU;

MK-8.2: npumeHsaeT BbibpaHHbIE
A3bIKM NPOrpammmnpoBaHMA Ans
HanMcaHMA NPOrpamMmMHOro Koaa;
MCNonb3oBaTb BblIGpPaHHYIO
cpeagy NPOrpamMMMpPOBaHUA U
cpeacTBa CUCTEMbl ynpaBaeHus
6a3aMn AaHHbIX; MCMO/b30BaTh
BO3MOXHOCTH nmetoLencs
TEXHUYECKOM n/mnu
NPOrpamMmMHOM apXUTEKTYpPbI;

3HAaTh: CHHTAKCHUC BBIOPAHHOTO SI3bIKA
IpOrpaMMHUPOBAHUS, 0COOEHHOCTH
MIPOTPaMMUPOBAHHUS Ha ITOM SI3bIKE,
CTaHIapTHBIE OMOTMOTEKH S3bIKA
POTrPaMMHUPOBAHUS; METOJOIOTUN
pa3paboTKH MPOTPaMMHOTO 0OECIICYECHNS;
METO/IOJIOTHH U TEXHOJIOTHH MPOCKTHPOBAHHS
Y MCTIOJIb30BaHUs 0a3 TaHHBIX; TEXHOJIOTUH
MIPOTPaMMHUPOBaHUS; OCOOCHHOCTH
BBIOpPaHHOH cpellbl IPOrpaMMHUPOBaHUS U
CHCTEMBI YIIpaBjeHus 0a3aMH JaHHBIX;
KOMITOHEHTBI TIPOIPAMMHO-TEXHUIECKUX
APXHUTEKTYP, CYNIECTBYIONINE PUIOKEHHS U
nHTEpQEech B3aUMOJCHCTBHS C HUMU;
YMeTh: IpUMEHSATH BEIOPAHHBIC SI3bIKH
MIPOTPaMMHUPOBAHMS 17151 HATMCAHUS
MIPOTPaMMHOI0 KOJIa; UCIOIb30BaTh
BBIOPaHHYIO Cpely MPOTPaMMHUPOBAHUS 1
CpeACTBa CUCTEMBI yIpaBlIeHUs OazamMu
JIAHHBIX; HCTIOJH30BaTh BOZMOYKHOCTH
UMEOLIEHCA TEXHUYECKOI W/ Win
MIPOTPaMMHON apXUTEKTYPBI
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CTpyKTypa U coaep:KaHue TUCHUILIUHBI

4.1. CTpyKTypa AMCUMNIUHBI

Bua yuyeOHoii padoThbl Bcero IopsinkoBblil HOMep
cemecTpa

5

O0mmas TpyI0eMKOCTh AUCITUILUINHBI BCero (B 3.€.), B 5

TOM YHCIIE:

Kypcogoii mpoekt (pabota) -

AyIUTOpPHBIC 3aHSTHS BCETO 68

(B akazm. yacax), B TOM YHCIIE:

Jlexuun 36

HpaKTI/I‘ICCKI/IC 3aHATHSA, CCMHUHAPbI - -

JlaboparopHbie pabOTHI 32

CamocTosTenpHas padoTa BCero (B akaj. yacax), B TOM 85

quce:

KCP - -

Ox3ameH 27 - 27

OO6m1ast Tpy10€MKOCTh JUCIIUTLIAHBI 1804y.

4.2. Conep:xanue TUCHHUIIIMHBI

Tema 1. [ToHATHE ¥ CYIIHOCTH HH(OPMAIIMOHHOHN 0€30MaCHOCTH U 3aLIUThI HH(OPMAIIHH.
Heo6xoauMocTh M 3HAYUMOCTH HOPMATHBHO-TIPABOBOTO ONPEAEICHHUS OCHOBHBIX MOHATHH.
ITonarue undopmanonHoit 6ezonacuoctu (Mb) u 3ammre! nadopmaru. OCHOBHBIE
KOMIIOHEHTHI 0€30MacCHOCTH rocyiapcTBa U JoMuHupyomas pois Mb. CraHoBieHne U pa3BUTHE
MOHATHS «MHpopMamoHHas 6e3onacHocTh». CBa3b Wb ¢ nndopmarusanueil oduecTna.
bazoBeie ypoBHu obecnieuenus Ub u 3amuTsl nHGOpMaIu.

Tema 2.0cHOBHBIE yTpO3bl HH(OPMAIIMOHHON 0€30MacCHOCTH.

Krnaccudukanus yrpo3 6€30MacHOCTH 1O LIETH pean3aliy yrpo3bl, IPUHLUITY, XapakTepy U
crioco0y e€ Bo3aeicTBusa. OCOOEHHOCTH yrpo3 BO3JEHCTBUSI HA OOBEKT aTaKu B 3aBUCHMOCTH
OT €r0 COCTOSIHUSA U HUCIIONBb3YEMBIX CPeACTB aTaku. OCHOBHBIE METOJIBI M KAHAJIbI
HECaHKLMOHUPOBAHHOTO J0cTyna K nH(popmanuu B uHpopmannonHoi cucteme (MC). bazossie
MPUHIUIIB 3AIUTHl OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K MH(POPMALIUU B COOTBETCTBUU C
HOPMAaTUBHO-NIPAaBOBBIMU JOKyMeHTaMu Poccun. 3agaun no 3amurte MC ot peanuzanun yrpos.
Tema 3. [IpaBoBoii ypoBeHb oOecnieueHHs! HH(HOPMAIIMOHHON 0€30IacHOCTH.

OcHoBHBIE  (befepalibHbIe  OpraHbl, TEHEPUPHUPYIOLIHE B

Poccuiickoit @eaepanuu HOpMaTUBHO-TIpaBoBbIe akThl B cepe Ub u 3amuTe nndopmanuu.
Ponb B Poccun MexBe1OMCTBEHHON KOMUCCHH T10 3alUTE TOCYIApCTBEHHON TallHbI B
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(opMHpPOBaHUH MIEPEUHS CBEJICHHH, COCTABIIAIOIUX FOCYAAPCTBEHHYIO TaliHy. MecTo
KOMMEPUYECKOH TaliHbI B CHCTEME IPEAIPUHUMATEIBCKOMN NeATeNbHOCTH. OCHOBaHMS U
METOAMKA OTHECEHHsI CBEACHUN K KOMMepuecKkoi TaitHe. CTerneHu KoH(UACHIINAIbHOCTH
CBEJICHUH, COCTABIIAIONINX KOMMEPUECKYIO TaiiHy. MeToauka GopMupoBaHus Ha pupme
IIEPEYHs CBEACHUM, OTHOCSIIMNXCS K KOMMEPUYECKOH TallHE.

Tema 4. AAMUHUCTpPATHBHBIN ypOoBeHb oOecrieueHust HH(OPMAIIMOHHOH 0€301MacHOCTH.
Konnenmus 1B, e€ nenu u stansl noctpoenus. [lonuTtrka nHGOpMAITMOHHON 0€30MacHOCTH
(ITNB) xak ocHOBa aIMMHUCTPATUBHBIX MEP IO 3alIUTE HHPOPMALIMU HA TPEATIPUATHH.
CrpyKTypa JOKYMEHTa, XapaKTEepU3YIOLEro NOJUTUKY 0€3011aCHOCTH, U OCHOBHBIE 3TaIlbl
paszpabotku nosmtuku Wb, 3amaun, pemaemeie npu anaimse puckoB 1 MC. bazoBrie
METOJIMKH, UCTIONb3YyeMbIe AJIsl OLIEHKH pUCKOB. OCHOBHBIE CTaHIAPTHI B 00JIACTH pa3pabOTKU
[I1b un ananuza puckoB. ba3oBble MHCTPYMEHTAJIbHBIE CPEICTBA JIJIs1 AHAJIU3a PUCKOB U
ynpasieHus puckamu. OcHOBHbIE npuHLMIBI peann3anuu [TNb

Tema 5.IIporpaMMHO- TEXHUYECKUH YPOBEHb 00ECIICUEHUS 3alIUThl HH()OPMAIIHH.
[Iporpammusbie cepBuchl 3amuThl nHpopMmarmu B UC. Mnentudukanus u ayreHTrUKanms
I10JIb30BAaTENEH KaK nepejoBoi pyOex 3auuThl HHopMaluu. ba3zoBbie METObI TAPOJIBLHOM
ayreHTH(UKanuu. MoJienn pa3rpaHudeHus 1octyna kK uapopmanuu. [IporokonanpoBanue u
aymuT (akTuBHBIN U maccuBHbBIN) MC, UX OCHOBHBIE 1IeJIU U 0COOEHHOCTH. ba3oBbie MeTObI
Kpunrorpaduueckoro npeodbpazoBanus AaHHbIX. [loTokoBoe 1 610uHOE MmIKU(pOBaHHE.
[Ipouenypa popmMupoBaHus HIEKTPOHHON MOIMUCH. DKpaHUPOBaHUE WH(OPMAIIUU B
nHpopMannoHHO TereKoMMyHHKAIIMOHHBIX ceTsX (MUTC). OcunoBubie ceppuchl 3amutsl B UTC.
KomMmmbroTepHbie BUPYCHI U BPEIOHOCHBIE POTrpaMMBbl: KJIaCCU(PHUKaIMs, METObI U CPEACTBa
060pbOBI C HUMU. AHTHUBUPYCHBIE IPOTPAMMHBIE KOMILIEKCHI.

Tewma 6.[1ponienypHsbIii ypoBeHb HH(DOPMAITMOHHON O€30MTaCHOCTH.

OcHOBHBIE KJacChl MEp IPOLEAYPHOIO YPOBHS YTpaBiIeHHE [IEPCOHATIOM duznyeckas
3amuta [lognep:xxanue padotocriocobHocTH PearnpoBanue Ha HapylIeHUs peKuMa
6e3onacHoctu [TnanupoBaHre BOCCTAaHOBUTENBHBIX padoT.

Tema 7.Cuctema 3amuThl HHOOPMALIHH.

IIpornecc pa3BUTHS CPEACTB U METOJIOB 3aILUTHI MHPOPMALIUU DTaIlbl Pa3BUTHSI CUCTEMBI
3alUThl HH(pOpMaIMK B HacTosee Bpemst KoMIUIeKCHBINH MO1X0/1 K TOCTPOSHUIO CUCTEMBI
3amuThl HHpopManuu CUCTEMHBIN MOIX0/T K TOCTPOEHUIO CUCTEMBI 3aLUTHI HHPOPMaIUU
Ienu 3amaun cucteMsl 3alIUThl HHQOPMALMK. DTalbl ¥ OPSAJOK MPOBEACHUS padoT 1o
CO3/IaHUIO CHCTEMBI 3aIuThl HH(popManuu. CTpyKTypa CUCTEM 3allluThl HH(pOpMaLIUK Ha
COBpeMeHHOM 3Tane. MeToibl (BU/IbI) 00ecrieueH s 3aluThl HH(OPMALIUH.

Tema 8.00ecneuenue pexxuma KOH(UICHIMAIBHOCTH MPU paboTe C 3alUIacMoi
uHpopManmen.

PaspemutensHas (pa3rpaHuyUTeNbHAS) CUCTEMA JOCTYIA JODKHOCTHBIX JIUL, pAOOTHUKOB K
KOH(HIEHIINATbHBIM CBEJICHHUSIM, JOKYMEHTaM U 6a3aM JaHHBIX J{OMyCK TOJKHOCTHBIX JIML,
pabOTHHUKOB K KOHPUACHIIMAIbHOU nHpopMaruu JlocTyn JOKHOCTHBIX JINII, PpAOOTHUKOB K
KOH(UIEHIMATBHBIM CBEJICHUSM, TIOKYMEHTaM 1 06a3am aHHbIX O0513aHHOCTH AOTKHOCTHBIX
JIULL, TOMYIIEHHBIX K CBEJIEHUSM, COCTaBIISIIOIIMM KOMMepuecKyto Taitny [lopsiiok
npeaocTaBiieHus (Mony4YeHus ) KoHpuaeHnnanbHo nHpopmaluu paboTHUKaM CTOPOHHUX
OpraHM3alMi, FOCy1apCTBEHHBIM YUPEKICHUAM
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Tema 9.Kontponp  3a coOmogeHueM TpeboBaHuii HHPOPMAITMOHHON 0€30MaCHOCTH U 3aIIUThI
nHpopMaIuu.

OCHOBHBIE MOJIOKEHUS T10 OCYILECTBICHUIO KOHTPOJIS, HA3HAYEHHE, LIENIb U 3a7ja4l KOHTPOJISL.
OcCHOBHBIE MEPONPUATHS IO OCYLIECTBIEHUIO KOHTPOJIs. [lopsiiok mpoBeaeHus IpOBEPKU
(KOHTpOJI) HaIMYMsI JOKYMEHTOB M MHBIX HOCHTENEH HHPOPMALIUN OTPAaHUYCHHOTO JOCTYIA
[IpoBenenue ciayxeOHOTO paccieoBaHus MO (paKkTaM yTeUKH KOH(PUICHINAIBHOM
uH(OpMaLMH, YTpaTbl HOCUTENEH, CoepKallluX TaKue CBEACHHUS, a TaKxke 10 (pakraM rpyObIx
HapyLeHUH pexuma KOHPHUAEHIHMATbHOCTH.

Tema 10.0TBETCTBEHHOCTh 32 IIPABOHAPYIICHHUS HHHOPMAITMOHHONW O€301TaCHOCTH M 3aITUThI
nHpopMaIuu.

[ToHsiTHE U BUJIBI FOPUAMYECKON OTBETCTBEHHOCTH 33 HAapYIIEHHUE IPABOBBIX HOPM I10 3aIIUTE
nHpopManuyu Mepsl AUCHUILITHHAPHON OTBETCTBEHHOCTH corjlacHO TpymoBoro kogekca PO
AJMUHUCTpaTHBHAs OTBETCTBEHHOCTD 32 IIPABOHAPYIIECHUS B 00JIACTH 3aLUTHI
WHTEJUIEKTYaJIbHOW COOCTBEHHOCTH M MH()OPMAIIMOHHOW O€30IMaCHOCTH YTOJIOBHAS
OTBETCTBEHHOCTH 3a IPABOHAPYILIEHUS B 00J1aCTH 3alllUThl FOCYIapCTBEHHON TailHbl Y TONOBHAs
OTBETCTBEHHOCTH 3a IPAaBOHAPYIIEHUS B 00JaCTU KOH(PHICHIIMAIbHON UH(OPMALIHH.

Tema 11.Ananmu3 yrpos. [Ipobnemsr 6e3omacHoctu IP-ceteii. [lyTu pemenus mpo6ieM 3amuThl
nHpopmanuu B cetsix. [lomurruka 6e30macHOCTH.

Poct nonynsippoctr UHTEpHET-TEXHOIOTHIA COMPOBOKIAETCS POCTOM CEPBE3HBIX YTPO3
pas3rialieHus IEPCOHAIBHBIX JAHHBIX, KPUTUUECKU BaXKHBIX KOPIOPATUBHBIX PECYPCOB,
TOCY/IapCTBCHHBIX TaliH U T. 1. . B OnmkaiiireM OyayIeM uxX 9uciio BO MHOTO pa3 BO3pacTer,
[I03TOMY BEPOSATHOCTH JIOCTYIIA XaKePOB K YSI3BUMBbIM KOMIIbIOTEPAM U KOMITbIOTEPHBIM CETSIM
TaKXe MMOCTOSIHHO Bo3pactaeT. Ha npaktuke IP-cetu ysS3BUMBI 17151 MHOTUX CLIOCOOOB HECAHK-
LIUOHUPOBAHHOI'O BTOPKEHMSI B IIpoliecc oOMeHa AaHHBIMU. [1o Mepe pa3BUTHs KOMIBIOTEPHBIX
U CETEBBIX TEXHOJIOTUH (HampuMep, C MOsIBIEHHEM MOOMIIBHBIX Java-TIpUiIoKeHUH U 3JIEMEHTOB
ActiveX) ciucok BO3MOKHBIX TUIIOB CETEBbIX aTak Ha [P-ceTu mocTostHHO pacumpsercs.

Tema 12.MexayHapoanbsie cTanAapThl 6e3onacHocT. CTaHAapThl HHGOPMAIIMOHHON
6e3onacHocty B IHTepHETE. OTeuecTBEHHBIE CTaHAAPTH OE30MMACHOCTH UH(POPMAIIMOHHBIX
TEXHOJIOTHH.

B nocnennee Bpemst B Mupe OypHO pa3BUBAeTCs IEKTPOHHAsE KOMMEPLUS MTOCPEACTBOM CETH
WuTepHer. PazBuTre 25IeKTPOHHON KOMMEPLIMU B OCHOBHOM OIPEIENSETCS IPOrPECCOM B
obnactu 6e3omacHocTy HHpopMaruu. [1pu 3TomM 6Ga30BbIME 3a/1auaMul SIBIISIOTCA 0OecrieyeHue
JOCTYITHOCTH, KOH(QUIECHIINATBHOCTH, LIEJIOCTHOCTH M IOPUANYECKON 3HAUMMOCTH HH(OPMAIHH.
ITo onenke Komutera OOH no npeaynpexaeHuo NpecTylmHOCTH U 60pboe ¢ Hell,
KOMITbIOTEpHAs! PECTYIMHOCTH BBIILJIA HA YPOBEHb OJTHOM U3 MEXKIYHAPOIHBIX PoOIIeM.
[ToaTomy ype3BbIyaiiHO BayKHO 10OMBATHCA 3((HEKTUBHOTO pelIeHus MpobdieM odecreueHus
0€30MMacHOCTH KOMMepUecKoi HHpopMaIuu B riaodaibHol cetu IHTEepHET 1 CMEXHBIX intranet-
CETSIX, KOTOPBIE IO CBOEH TEXHUYECKON CYITHOCTU HE MMEIOT NPUHIMINAIBHBIX OTIUMYNN U
pa3nuyarTcs B OCHOBHOM MAaCIITa0aMU U OTKPBITOCTBIO.

Tema 13.Cummerpuunbie kpuntocucteMsl. biounsie mmdpel. Konerpykus deiicrens.
Pexumbl mudpoBanus 61ouHbIX m@pos. CTanaapTsl Oo4Horo mudposanus. CTannapt
Poccun - TOCT 28147-89. Ilorounsie mmdpsl. [Hudp RC4..

CuMMeTpHUHbIe aIropUTMbI UGPOBAHUS (WIIH KpUNITOTpa(Usl ¢ CEKPETHBIMU KITIOYaMH )
OCHOBaHBI Ha TOM, 4YTO OTIIPABUTENb U MOIy4YaTeab HHPOPMAIIUU UCTIONB3YIOT OJAMH U TOT XKe
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KJII04. DTOT KJII0Y JOJDKEH XPaHUThCA B TaliHE U IepeaBaThbCsi CIIOCOOOM, HCKIIIOYAIOIUM €To
IepexBar.
Oo6wmen nH(popMarmeil ocymecTBiseTcs B 3 JTamna:
1. ormpaBuTens nepeAaeT MoIydaTelto KoY (B Clyyae CeTH ¢ HECKOJIbKUMH aOOHEHTaMH Yy
KaXJ101 1apbl a0OHEHTOB JIOJDKEH OBITh CBOM KIIIOY, OTJIMYHBIA OT KIIFOYEH APYTrHuX map);
2. OTIpPaBHUTENb, UCTIONB3YS KIII0Y, 3aIM(POBEIBAET COOOIIEHUE, KOTOPOE MEPECHUIACTCS
HOJIy4aTeto;
3. moxydYaresnb MOJIy4aeT COOOIICHHE U PAcITU(POBEIBAET €TO0.

Eciu JJI KaXJ0T0 AHA W AJIA KaXXKI0ro c€aHca CBA3HU GYI[GT HCIIOJIB30BaATHCA YHHKaHBHBIﬁ KJIIO4,
9TO ITOBBICHUT 3alIUIIICHHOCTHb CUCTCMBI.

Tema 14.Benenue B Teoputo urcen. Meron pacnpenencHus kirouei duddu-Xemmmana.
Kpunrocucrema RSA. Kpunrtocucrema Onblamansa. Crangaptel Poccuu I'OCT 34.10, TOCT
34.11

Kpunrocucrems! Anddu-Xemmana u Iiab-"amanst ocHOBaHBI Ha BEIYMCIUTEIBHON CII0KHOCTH
3a7a4u AUCPETHOro jJorapudmuposanus. Berurciaenue y=ax {mod p} (p — mpocroe uncio min
CTeIEeHb MPOCTOro yncia, 1<x<p-1, 1<a<p-1, 1<b<p-1, ac = b{mod p}) BeIMOIHSIETCS POCTO,
HO BBIYHCIIeHUE X = logay{mod p} BBEIOTHSAETCS TOCTATOYHO CIIOKHO. Anroputm Jnuddu-
XenaMaHa npeAHa3HaYeH TOJIbKO Ul TeHepaluy Kiltoya CHMMETPUYHOro MM (poBaHus,
KOTOPBIH 3aTeM OyzeT UCI0Ib30BaH cyObekTaMu A u B 11 3amunieHHoro oomMeHa
COOOIIEHUSAMH 110 OTKPBITOM CETH.

Tema 15.1Ipocras ayrentudukanus. Ctporas ayreHTHguKanus. buomerpuueckas
ayTeHTU(UKALHSL.

[Tponienypa npoBepku moyIMHHOCTU. OHA MOKET OBITH OJTHOCTOPOHHEH MIIM B3aUMHOW, OOBIYHO
MIPOBOAMTCS C MOMOIIBIO KpUnTorpaduyeckux crnocobos. He cnenyer myrats ¢ aBTopu3anuei
(mpouenypoil mpeaocTaBiIeHUs CyObEKTY ONpeneaEHHBIX MPaB) U UAESHTUPHUKAIIEH
(mporuenypoil pacrio3HaBaHUs CyObEKTa 110 €ro UJIEHTU(DUKATOPY

Tema 16.06ecneuenne 6e3onacHocT OC. TeXHOIOTUU MEXKCETEBBIX SKPAaHOB.

CerteBble aTaku HECYT ¢ COOOM OOJIBIIYIO ONTACHOCTH JUIsl KOPIIOPATUBHBIX CETEH U IOMAITHUX
noJjip3oBartesen. i ux npenorBpaiieHus, oOHapy>KeHUs U OJIOKMPOBAHUS YEJIOBEYECTBO
IPUIYMANo pa3HO0Opa3Hble MEXaHU3MBI M CPEJICTBA, UX peanu3yrouire. O1HaKo HaJ0
MMOHUMATh, YTO HEBO3MOKHO PACCMOTPETH BCE J0 €AMHOI0 MEXaHU3MbI U BCE ACTIEKTHI,
CBSI3aHHBIE C PA3HOPOJIHBIMH CPEACTBAMM 3aILIUTHI.

Oo0pa3oBaTeabHbIe TEXHOJOTHH
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[Ipu ocymecTBieHnn 00pa30BaTENFHOTO TMpoIecca IO AWCHUIUIMHE WCIONB3YIOTCA
ClenyroIue HHPOPMAIIMOHHBIE TEXHOIOTHH:

1. Internet - Texuomoruu:

WWW(aurn.WorldWideWeb- Bcemupnas Ilayruna) - TexHomoruss pabOTBl B CETH C
TUIEPTEKCTAMU;

FTP(aurn. FileTransferProtocol- mporokon mepemaun (aifioB) - TEXHOJIOTHS IEepPemadn II0
cetu (aiiJoB IPOU3BOIBEHOTO pOpMaTa;

IRC(anrm.InternetRelayChat- moowepemusiii pa3sroBop B CETH, 4YaT) - TEXHOJIOTHS BEICHHS
MePEroBOPOB B PEaNbHOM Maclitabe BPEMEHH, Jaollas BO3MOXKHOCTh Pa3roBapHBaTh C JPYTHMH
JFOJIBMH TIO CETH B PEKHMME MPSMOTO JTHAJIOra;

ICQ(anrm.lseekyou- s wiry TeOsi, MOXHO 3amucath TPEeMs YKa3aHHbIMH OyKBamu) -
TEXHOJIOTHSI BEICHHSI TIEPETOBOPOB OJIMH HA OJIMH B CHHXPOHHOM PEXHUME.

2. JlucranmuonHoe o6ydenue ¢ ucronp3osanneM DUOC Ha miardopme Moodle.
3. Texnonorus MYJIbTUMECHUA B PEIKUME AUajIora.

4. TexHomorns HEKOHTAKTHOTO MH(OPMAITMOHHOTO  B3aMMOJICUCTBUS  (BHPTYalbHbBIC
KaOWHETHI, Tab0paTOpUN).

5. lumepTekcToBass TEXHOJOTUS (AJIEKTPOHHBIC YUYCOHHMKH, CIPAaBOYHUKH, CJIOBapH,
SHITUKIIONICANH) U T.J1.

Hcnoab3yemble pecypcbl HHGOPMALMOHHO-TEJIeKOMMYHUKAMOHHOM ceTH «Internet»;
uH(OpMaLMOHHbIE TEXHOJOIMH, IPOrPAMMHBIE cpecTBa U HH(OPMALUOHHO-CIIPABOYHbIE
CHCTEMBI

1.5nexrponnas mHpopMarmonHO-06paszoBaTensHas cpeqa AHO BO  "C3TY" (DMOC C3TV)

[OnexTpoHHbIH pecypce]. - Pexxum poctymna: http://edu.nwotu.ru/

2.Yuebno-unpopmannonnsiii neatp AHO BO "C3TV" [Onexktponsslii pecypc]. - Pexum mocryma:
http://lib.nwotu.ru:8087/jirbis2/

3.0nextpoHHO-0MONMMoTeuHass cuctema IPRbooks [DnektponHsiii pecypc]. - Pexum gocryma:
http://www.iprbookshop.ru/

4. Undpopmanmonnas cucrema "EnuHoe okHO JnocTymna K oOpa3oBaTeNbHBIM pecypcam” [DIeKTpOHHBIN
pecypc]. - Pexxum moctyma: http://window.edu.ru/

5.UHpopmMalinoHHass CHCTEMBI JOCTYIA K 3JCKTPOHHBIM Karajoram OuOInoTeK cdepbl 00pa3oBaHUs H
Hayku (MC DKBCOH) [DnextpoHnslii pecypce]. - Pexxum gocrtyna: http://www.vlibrary.ru/

IIporpammHoe o0ecnieuenune

Ilpm ocymiecTBIeHHH 00pa30BaTEIBHOIO IpOIECca [0 JAUCIMIUIMHE HCIIOJB3YIOTCS
clieiyronre HHPOPMAIMOHHbBIC TEXHOIOTHH:
Internet- Texnomoruu:

WWW/(anrn.WorldWideWeb- Bcemupnas Ilaytuna) - TtexHojorusi paboThl B CETH C
THIICPTEKCTAMU;

FTP(anrxn. FileTransferProtocol- mporokon mepenaum ¢aitnoB) - TeXHONOTHS Hepeaayu 1o
cetd (hailyIoB MPOU3BOIILHOTO (hopMaTa;

IRC(anru.InternetRelayChat- moovepe/nbiii pa3roBOp B CETH, YaT) - TEXHOJIOTHS BEICHUSI
MIEpEeroBOPOB B pEAIbHOM Maciitabe BpeMEHH, Jaiolias BO3MOXKHOCTh Pa3roBapHBaTh C JPYTHMHU
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JFOJJbMU TI0 CETH B PEXKHME IPSIMOTO THAJIOTa;

ICQ(anrmn.lseekyou- s wmmry TeOsi, MOXKHO 3amucaTh TpeMsi YKa3aHHbIMH OyKBaMH) -
TEXHOJIOTHSI BE/ICHHSI IIEPErOBOPOB OJIMH HA OJIMH B CHHXPOHHOM PEXUME.

JMucranimonHoe ody4enue ¢ ucrons3zoanreM DMOC Ha miatdopme Moodle.

TexHoNnorus MyaIbTUMEIHA B PEKUME JIHAIIOTa.

TexHONOrus HEKOHTAKTHOTO MH()OPMALMOHHOTO B3aUMOJICUCTBUSI (BUPTYaIbHbIe KaOUHETBI,
J1a00paTOPHN).

['mneprekcToBasi TEXHOJIOTHUS (3JICKTPOHHBIC YUSOHUKH, CIPABOYHUKH, CIIOBApH,

SHITUKIIOTICAVH ) U T.JI.
ITporpammuoe obecreuenwe: ITTIIT MSOffice2010

7. ®opMBI TEKYIIEr0 KOHTPOJIS
e Komnoksuywm;
o Tect;

e KonTtponsHas padoTa;
e  OTYeTHI CTYJEHTOB O J1a0OpaTOPHBIM paboTaMm.

(I)opMa MPOMEKYTOYHOI'0 KOHTPOJIsA

OK3aMeH

Pa3padoTumk: crapmmii npenogasatens kadenpst UCuT Ilypoes U. M.



